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5.4 INFORMATION ASSURANCE REQUIREMENTS
54.1 Section Overview and Scope

This UCR sectionoriginally addressd the Information Assurance requirements®VVolP
components—bMYhile VVoIP Information Assurance remains the pnignbcus, this section has
recentirbeen expanded to incorporate the Information Asggraequirements for additional UC
APL products. This section of the UCR now incogies the Information Assurance
requirements for Security Devicedich aredefinedfurtherfurtherin Section 5.8.However,
note that the functional requirements for Secubigyices can still be found in UCR Section.5.8
In this context Security Devices-censistude-of-Firewalls, Intrusion Detection/Prevention
Systems, and Virtual Private Network servers. rBeent decisions from the UC Steering Group,
additional products will be added to this categoirdevices in the future as welk In
additiorl_astly, this section has been augmented to adtliesgquirements for End Instrument
which reside on mobile smartphone platforms, terf$dartphone End Instruments.,

|72}

The first phase associated with merging InformafAgsurance requirements from Section 5.8
has been completed. This initial phase focusealsnan providing a one-for-one mapping of
requirements extracted from 5.8 and incorporatdtifosection in order to minimize impact to
any associated test plans. A follow-on phasefwither merge those Security Device
Information Assurance requirements that share dosgarity with the Information Assurance
requwements specified for VVolP compone%ve%ee#mee#serate%e%hls—seetlon

54.2 VVolP Information Assurance Requirements Stratured Process

This section provides an overview of the VVoIP mfiation Assurance design and specifies the
VVoIP Information Assurance requirements using fanee, structured process in order to
secure the VVoIP system. The process is calledhfioemation Assurance Process, shown in
Figure 5.4.2-1because it applies to any Information Assuraresegh. A basic tenet of this
process is that threats are the primary driveafiostages of the Information Assurance Process.
However, it is recognized that architectures mainieenced by other drivers, such as political,
time, and technical motivators. This section iscured to follow the Information Assurance
Process in the development of the VVolIP Informa#ssurance design and requirements.
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Figure 5.4.2-1. Information Assurance Process

The first step in the Information Assurance progéesge document the threats based on a
preliminary understanding of how the system willdeployed and in conformance with the DoD
high-level Information Assurance requirements. ufmary of the threats is provided in this
UCR section, but the details of the threats aradan the “Analysis of Information Assurance
Requirements and Threats for the DoD Real-TimeiSesvEnvironment,” Version 3.4, DoD
RTS Information Assurance Working Group, 22 May 20 creating the Information
Assurance section of the UCR, the threats weredaetith industry and the user community in
order to get user buy-in and to ensure that alildnthreats were documented. An example of a
threat is eavesdropping on the media stream dépltene call to hear the contents of a
conversation. After the threats were documenteslrisks associated with each threat were
classified based on the likelihood of a successtalck and the impact of a successful attack.
The classification of the risks permitted the gtipation of resources to mitigate the risks during
the development of the Information Assurance design

Based on the threats, a set of generic countermesafDMs) was developed. A summary of the
CMs is discussed in the main body of UCR, but thimits of the CMs are found in “DoD RTS
Information Assurance Countermeasures,” VersionMoD RTS Information Assurance
Working Group, 29 March 2006. The reason genekils @ere developed, instead of specific
CMs, is that it allows for maximum flexibility ine¢ecting an approach to implement the
countermeasure. Encryption of the media streaen sxample of a generic countermeasure,
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which would mitigate the threat associated withesavopping on the media stream. In defining
the generic CMs, it is important to understandititerdependence of the CMs and document
those interdependencies.

For example, confidentiality without authenticatieamd authorization diminishes its benefit. In
addition, it is important to map threats to CM®twsure all threats are addressed. As with the
threats, the generic CMs were vetted with induairg the user community to determine if they
were feasible and to get user buy-in.

The next step was to develop an Information Asagalesign based on the generic CMs and
threats. The first step in the development ofitfiermation Assurance design was to identify
candidate mechanisms that satisfy the CMs and atgtithe threats. For example,
confidentiality of the bearer stream could be aobicby implementing the SRTP, IPSec, or
Type 1 point-to-point bulk encryption. The candefawere vetted with the user community and
industry before selecting the default solution¢s)the Information Assurance design.
Alternative solutions were allowed in specific cadeut a default solution was specified to
ensure multivendor interoperability. In additi@tthough the threats and generic CMs were the
primary driver of the Information Assurance desigalitical, time, and technical motivators also
influenced the Information Assurance design andiregqnents and were incorporated into the
Information Assurance design.

After the design was completed, the final steghanlhformation Assurance Process involved
documenting the requirements necessary to achieviformation Assurance design in a
multivendor interoperable integrated environmeat ttould be tested. An example of a
requirement is that the system shall use SRTPrfonyeting the media stream. As with the
threats and CMs, the requirements were vettedinahstry and the user community to ensure
that the requirements were clear, concise, ancgaahie within the time frame allocated.

The requirements are loosely grouped by their midron Assurance category. The Information
Assurance categories are defined in DoD Directid®@D) 8500.1. The Information Assurance
categories are similar to the Information Assurasewices described in the “Analysis of
Information Assurance Requirements and ThreatthitoDoD Real-Time Services
Environment,” which was developed before UCR 20G#) one exception. The one exception
is that unlike the “Analysis of Information Assu@Requirements and Threats for the DoD
Real-Time Services Environment,” DODD 8500.1 doesshave a separate category for
authorization and includes the functions associai#itlauthorization and access control in the
authentication category. The “Analysis of InformatAssurance Requirements and Threats for
the DoD Real-Time Services Environment” is a rafeeedocument for the UCR and provides
an Information Assurance analysis of the protodoégeability of the DoD Information
Assurance requirements, and a threat analysised¥YolP design. This document does not
provide that background information and insteadi$es on the requirements with an overview
of the threats.
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Table 5.4.2-1Mapping of Security Services to Security Categmand Goals, shows a mapping
of the security services in the “Analysis of Inf@ation Assurance Requirements and Threats for
the DoD Real-Time Services Environment,” and thauggy categories in DODD 8500.1. For
completeness, the table also maps the securiticesrio the ETSI Telecommunications and
Internet Protocol Harmonization Over Networks (T{PN); Protocols Framework Definition;
Methods and Protocols for Security; Part 1: ThAgslysis, which provides a basis for the
threat analysis used in this section and is dssdifater.

Table 5.4.2-1. Mapping of Security Services to Sadty Categories and Goals
“ANALYSIS OF IA REQUIREMENTS AND

THREATS FOR THE DoD VVolP DODD 8500.1 ETSI TS 102 165-1
ENVIRONMENT” SECURITY SERVICES CATEGORIES GOALS
Authorization Authentication

Accountability

(Includes Authorization and (Includes Non-

Authentication Access Control)

Non-Repudiation Non-Repudiation Repudiation)
Confidentiality Confidentiality Confidentiality
Integrity Integrity Integrity
Availability Availability Availability

This section concludes with a discussion of thedts and the extent to which they have been
mitigated by enforcing the requirements and impleting the CMs. In addition, a brief
discussion of the outstanding Information Assuratesign issues is discussed. This section is a
companion document to the STIGs, which are prodbgetie DISA Field Security Operations
(FSO), and the intent is for this section to commat the STIGs. For instandee UCR -2008
specifies the Information Assurance requiremerdas aivVolP product must meet to be sold to
DoD users. The STIGs specify the configuratiorsd thDoD user must implement to ensure that
the system is deployed in a secure manner.

54.3 Non-Mitigated Risks

The threat matrix used by the DISN IP VVoIP is lther the one developed by the ETSI TS
165-1. Where necessary it has been modified teatethe threats that are unique to the DoD
environment due to the issues raised in “Analybisformation Assurance Requirements and
Threats for the DoD Real-Time Services Environniemhich also provides a complete
discussion of the threats associated with eaclopobt The threat matrix was developed to
permit a prioritization of the risks associatedhattiose threats in order to target the most urgent
threats. It was developed with the knowledge ithatimpossible to prevent all attacks, but it is
possible to limit the avenues of attack and totremean attack in an expeditious manner.
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The threats identified by the ETSI TIPHON work &oeused on the nonphysical threats and do
not address the physical threats to the systert threathreats that might arise from the
interaction with ancillary equipment (i.e., equipmhexternal to the system such as an external
DHCP server).

The TIPHON Threats are extracted from ETSI TS 168-1 and additional detail is provided in
the following paragraphs. These threats are sumethmTable 5.4.3-1TIPHON Threats.

The “Xs” in Table 5.4.3-lIindicate that the threat impacts the Informati@sérance goal and
must be mitigated to achieve that goal.

Masquerading or spoofing is the act of pretendimige someone you are not. This threat is
often used to get information, deny a service, @era service, or misdirect a call. As shown in
Table 5.4.3-1TIPHON Threats, masquerading is a system thoeednfidentiality, integrity,
accountability, and availability. It is also usesla means to introduce other threats to the
system, such as unauthorized access or forgergsdeypping, and denial of service.

Table 5.4.3-1. TIPHON Threats

GOALS

THREAT CONFIDENTIALITY | INTEGRITY | ACCOUNTABILITY | AVAILABILITY
Masquerade X X X X
Unauthorized X X X X
Access (within a system) (within a

system)
Eavesdropping X
(on the line)
Loss or X X X
corruption of (on the line)
information
Repudiation X
Forgery X X
Denial of X
Service
NOTE: The Xs indicate that the threat impactslttiermation Assurance goal and must be mitigatealctieve
that goal.

Unauthorized access is the act of someone accedsiagr services in violation of the security
policy. The threat with unauthorized access i$ éimaattacker may access personal or classified
information in a database or may be able to ma&eqatence calls causing unnecessary network
preemptions. As shown ifable 5.4.3-1TIPHON Threats, unauthorized access is a thoeat t
both confidentiality and integrity if the actionfrem within a system. In addition, it is a threat

to accountability and availability regardless ofemdnthe attacker is located. The principal
resultant threats associated with unauthorizedsacaee denial of service, masquerading as a real
user, and eavesdropping on other users.
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Eavesdropping is a breach of confidentiality causgthe unauthorized monitoring of a
communication. It is typically associated with thenitoring of a phone call. Eavesdropping is
often used to determine call patterns, gain knoggeaf personal information, and to acquire the
information necessary to masquerade as anotheoréagt user.

Loss or corruption of data is an attack that commpses the integrity of data. Typically, it
involves unauthorized deletion, insertion, modifica, reordering, replay, or delay. The goals
that are impacted by loss or corruption of dataraemyrity, accountability, and availability. The
loss or corruption of data on a call will affecetimtegrity of the call and may make the call
unintelligible. If the call detail records are tteyed, the accountability for the call will be
impacted. Finally, if the loss or corruption otaas significant enough, it could result in a
denial of service, which would impact the availdpibf the system.

Repudiation is when a user involved in a sessitisesguently denies that the session took place.
Non-repudiation is required by the DISN to prevambscription fraud and to determine
responsibility for network management actions. $&eurity service associated with this threat
is accountability. In the DoD environment, thisetht is not as significant as some of the other
threats, but is still a concern.

Forgery is the act of fabricating information ahérn claiming that the information was received
from or sent to another caller. The security gaalsacted by this threat are integrity and
accountability. One possible scenario for forgerthat an attacker may pretend to be a
subscriber and receive calls intended for a legitexsubscriber with no intent to alert the caller,
although they may falsely acknowledge that the esjwas completed. A different situation
would involve a subscriber pretending to be thgddrsubscriber for issuing orders that may
negatively impact the operational capabilitieshaf tall recipient.

The final threat is a denial of service attack, chhis typically associated with an attacker
causing enough congestion on the network that scsilier’s calls cannot be completed or are
degraded. In the converged networks planned ®bibD, this may involve either data or
VVoIP type attacks. Of particular concern is a \IWattack that involves a high number of
illegitimate above ROUTINE precedence calls prevgnaccess to the network for legitimate
above ROUTINE precedence VVoIP calls. A denia@ivice attack can occur at all three
layers: signaling, bearer, or network managemehe principal security goal affected by this
type of attack is availability and this vulneratyilis more likely to occur in a converged
network.

The next step after identifying the threats isédf@rm a risk analysis of the threats. The method
used in the ETSI TIPHON risk model is to score etackat in terms of its likelihood of
occurrence and its potential impact. The Threakicore is the product of the likelihood of
occurrence and the impact scordsible 5.4.3-2ETSI TIPHON Threat Likelihood Scoring
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Criteria, andTable 5.4.3-3ETSI TIPHON Threat Impact Scoring Criteria, axér&cted from
ETSI TS 102 165-1 and designate the scores thatdbe used for assessing the system risks.

Table 5.4.3-2escribes the scores that should be used foikiglénbod of a particular threat.

Table 5.4.3-2. ETSI TIPHON Threat Likelihood Scorng Criteria

SCORE | LIKELIHOOD DESCRIPTION

1 Unlikely According to up-to-date knowledge, a gib& attacker needs to solve
strong technical difficulties to start the thremtthe motivation for an
attacker is very low.

2 Possible The technical requirements necessatate this threat are not too high
and seem to be solvable without big effort; furthere, there must be a
reasonable motivation for an attacker to perforenttireat.

3 Likely There are no sufficient mechanisms insthlio counteract this threat, anc
the motivation for an attacker is quite high.

Table 5.4.3-3describes the scores that should be used fomibect of a particular threat.

Table 5.4.3-3. ETSI TIPHON Threat Impact Scoring Citeria

SCORE IMPACT DESCRIPTION

1 Low The concerned party is not harmed very siggribe possible damage is loyv.

2 Medium The threat addresses the interests ofgem/and subscribers, and cannot|be
neglected.

3 High A basis of business is threatened and salarege might occur in this
context.

Following the ETSI TIPHON model, the risk assodiatégth each threat is divided into three
categories and all risks scoring a six or nine ireq@Ms. Although risks scoring four do not
require CMs, they are still considered major rigkd should be mitigated. It should be noted
that the risk cannot score five, seven, or eiglet tdubasic mathematicgigure 5.4.3-1ETSI
TIPHON Threat Risk Score, shows the result of ik@bd and impact scores on the overall risk
score.

The UC Information Assurance team developed th@lrgcores and vetted the scores with the
user community and industry. The scores are arageebased on the feedback since every
vendor’s Information Assurance solution and evesgris implementation is different.
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Likelihood of Successful Attack

Figure 5.4.3-1. ETSI TIPHON Threat Risk Score

Tables 5.4.3-4 through 5.4.3-12 are extracted fitogri'Analysis of Information Assurance
Requirements and Threats for the DoD Real-Timei&es\Environment,” and summarize the
risk assessments associated with the threats.

Table 5.4.3-4. General Threat Risk Assessment

ITEM THREAT LIKELIHOOD IMPACT | RISK COMMENT
Gl Eavesdropping 2 2 4 Although the SBU voice service is|a
on VVolP distinct network from the PSTN,
subscriber most attacks do occur from inside
transport data the network. However, the impactf|is
reduced due to the use of STU/STEs
for classified conversations and the
use of encryption for all calls.
G2 Corruption of 2 3 6 A user who can eavesdrop on the
transport data transport data can manipulate the
data stream to issue false orders of to
make the communication
unintelligible.
G3 Eavesdropping 2 3 6 Encrypting all layers of the

on a valid
telephone
number to
determine its
location or to

masquerade

communication should reduce the
likelihood. The ability to

masquerade the telephone numbey

makes the impact higher.
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ITEM THREAT LIKELIHOOD | IMPACT | RISK COMMENT

G4 Eavesdropping 2 3 6 SIP increases the likelihood of this
on the attack. The information gained in
signaling data this attack can be used to derive

information for other attacks (e.qg.,
call teardown denial of service
(DoS) attack). Call pattern tracking
also allows for traffic analysis,
which is an operations security
(OPSEC) concern.

G5 Corruption of 2 3 6 SIP increases the likelihood of this
signaling data occurrence. The modification of the
via malformed signaling data could be used to
packets or derive other types of attacks or for|a
protocol DoS attack. Malformed messages
fuzzing are protocol messages with incorrgct

syntax; protocol fuzzing includes
malicious messages with proper
syntax. Protocol fuzzing interferes
with message sequence, confusing
the state machine. Unexpected
protocol messages can also cause
infinite loop parsing and system
crashes, along with buffer overflows
[G22].

G6 Eavesdropping 2 1 2 The large number of tools availabl
on network on the Internet makes this task
management easier, but the impact is minimal.
traffic

G7 Corruption of 3 3 9 The closed loop approach to
network signaling involving the routers
management would make the impact of this atta¢k
data high to the voice or video.

G8 Obtaining 3 2 6 This information could be used to
telephone discern the origination of calls,
number from which can be used by enemies as
VVolP end intelligence.
instrument

G9 Denial of 3 3 9 This is particularly important to
service voice or video due to the need for

assured service for precedence calls.
Examples include G11, G12, G21,
G22, G23, and G30.

G10 Unauthorized 1 3 3 The primary concern is unauthorized

access to data access to CDR. Nevertheless, the
security in-depth approach employ|
minimizes the likelihood of this
occurring.

1%
o
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ITEM THREAT LIKELIHOOD IMPACT | RISK COMMENT

G1l1 Flooding the 3 3 9 This item addresses flooding the
network network, which is an issue before,

during and after call setup. This is|a
type of DoS attack [G9]. See also
valid/invalid registration flooding,
valid/invalid call request flooding
[G21].

G12 Stolen 3 3 9 In wartime and peacetime scenarips,
terminals it is likely that a terminal may be

acquired by an enemy agent.

G13 Subscription 3 1 3 Since the DoD is a military
and toll fraud organization, this is not as critical

since the profit is not the only factgr
in the solution. This does not meap
that it is not important as relates to
PSTN charges.

G14 Unauthorized 2 3 6 The prevention of the disseminatign
access to of the locations and sizes of units is
network critical to the safety of our forces.
management
or subscriber
database

G15 Unauthorized 2 1 2 The end instruments in the voice qr
access to data| video have limited usable data storfed
in end in them. If the end instrument storgs
instruments private keys, then a possible threaf is

unauthorized access to the private
key and additional related threats
become possible.

G16 Masquerading 3 3 9 In wartime and peacetime scenarips,
as one it is likely that an enemy agent whg
legitimate gains access to the network will
subscriber or masquerade as a legitimate
signaling subscriber.
device to
another

G17 Man-in-the- 3 3 9 Although this is an internal threat,
middle attack the numerous shareware tools

available to execute this attack make
it likely and the impact is high due

to the ability to redirect voice traffic
and get access to user data.

G18 Repudiation o 2 2 4 The threat depends on the action

actions

taken and ability of the system to

detect the action rapidly.
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ITEM THREAT LIKELIHOOD | IMPACT | RISK COMMENT

G19 Replay attack 1 2 2 This type of attack codd b
associated with command related
actions, such as “launch all aircraft.
These attacks apply to NM,
signaling, and bearer streams.

G20 SIP Parser 2 2 4 This attack could occur if an

attack unauthenticated El or SIP signaling
appliance was allowed to connect {o
the network. Another avenue would
include the manipulation of the SIA
application to create a poorly
organized SIP message that is
difficult to parse.

G21 SIP 3 3 9 Attacks include valid/invalid
Registration of registration flooding, and
INVITE valid/invalid call request flooding.
Flooding — This attack could occur if an
DoS attack unauthenticated El or SIP signaling

appliance was allowed to connect {o
the network. Another avenue would
include the manipulation of the SIA
application to generate repetitive
registration or INVITES.

G22 Buffer 1 3 3 The likelihood of this attack is smg
overflow due to the requirement to mutually
attack authenticate all signaling appliances.

This attack is associated with
malformed SIP messages causing
the buffer to overflow.

G23 SIP INVITE 2 1 2 The SIP timers should cleds th
issue within approximately 32
seconds. In addition, this attack
would only affect one phone at a
time.

G24 SPAM over 1 2 2 This attack would have to originatg
Internet within the SBU voice due to the
Telephony TDM constraint to the PSTN.
(SPIT)

G25 Worms, 1 3 3 Remove applications that are not
Viruses, and VVoIP related from VVolP
Trojans appliances. Install antivirus

software on appliances that have
applications.
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ITEM THREAT LIKELIHOOD | IMPACT | RISK COMMENT

G26 Exploitation 3 3 9 System remains exposed until an
of a “zero- approved fix is available. Close
day” coordination with trusted vendors i
vulnerability needed, along with the ability to

rapidly approve/implement fixes
once available. Must address any
CM, security approval,
implementation issues for
expeditious turnaround.

G27 Disabling of 2 3 6 Various motivations (e.g., avoid
security complexity, concerns over agency
controls by monitoring) prompt authorized usefs
authorized to attempt turning off security
users mechanisms. Product features to

prevent, detect, and/or respond to
such circumvention should be
included, along with having these
features validated (APL).

G28 Exploitation 3 3 9 The variety of products that
of numerous comprise the DISN IP VVolP
vendor- introduces the potential for
specific numerous vulnerabilities for
VVolP exploitation by human threat
product sources. Although approved
vulnerabilities products are used, the component

must be properly configured and
patched on an ongoing basis.

G29 Exploitation 3 3 9 This item is intended to address a
of underlying threats considered “general” in the
(i.e., not sense of DoD Instruction 8510.01,
VVolIP- DoD Information Assurance
specific) Certification and Accreditation
network Process (DIACAP): “All DoD ISs

and/or system
vulnerabilities

shall be implemented using the
baseline DoD IA controls in
accordance with DoD Instruction
8500.2. The baseline DaD IA
controls may be augmented if
required to address localized threats
or vulnerabilities (Section 4.5).”
Integration and compliance with th
DODI 8500.2 baseline controls will
largely mitigate this risk.

3%
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ITEM THREAT LIKELIHOOD | IMPACT | RISK COMMENT

G30 Unintentional 2 3 6 Unintended flooding due to
flooding simultaneous end point registratior

after a power outage, misconfigure
end points (e.g., IP phones with to
short a registration interval),
legitimate flooding (e.g., following 4
disaster), or end point hardware,
software, or firmware malfunctions
that cause flooding.

G3l1 Security 2 2 4 Security defense-in-depth depend
devices upon layers of safeguards, includir]
collectively technical components that have th
impact QoS. potential to introduce delay

(firewalls/NAT, IDS), packet loss
and jitter (encryption solutions)—a
challenges to VVolIP. Security
requirements must be carefully
balanced against performance neg

G32 | Components 2 3 6 Example: usage of untrusted fore
within the actor-developed/supplied
system from components, subassemblies, or
untrusted software embedded within VVoIP,
sources that IA, and IA-enabled products.
could serve
as future

attack points,
such as back
doors, logic
bombs, etc.

agn
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Table 5.4.3-5. Data Deletion Threat Risk Assessnien

ITEM THREAT LIKELIHOOD | IMPACT | RISK COMMENT
D1 Eavesdropping 3 1 3 To find the physical location of a
of old address user, an enemy may try to eavesdiop

on an old address to determine
where the terminal was. The
likelihood is high due to the mobile
nature of DoD subscribers. The risk
is reduced by using non-global

addressing.
D2 Masquerading 2 3 6 Once enemy agents gain access o
as a subscriber the network they may, in addition tp
to delete data calling people, attempt to access the

signaling data to disrupt the ability
to place calls. However, the

likelihood of this action is less than
calling another subscriber.

Table 5.4.3-6. Subscriber Registration Threat RislAssessment

ITEM THREAT LIKELIHOOD | IMPACT | RISK COMMENT

SR1 lllegal 1 1 1 Due to the use of TDM for the
registration by interface to the PSTN and other
an attacker networks, the likelihood of this
masquerading als attack is minimal. The impact is
a voice or video also minimal since this would
switch/appliance likely be detected very rapidly.

Table 5.4.3-7. Subscriber De-Registration Threat Bk Assessment

ITEM THREAT LIKELIHOOD | IMPACT | RISK COMMENT

SD1 lllegal de- 1 1 1 Due to the use of TDM for the
registration by interface to the PSTN and other
an attacker networks, the likelihood of this
masquerading als attack is minimal. The impact is
a voice or video also minimal since this would
switch/appliancs likely be detected very rapidly.

SD2 Subscriber doe$ 2 1 2 The impact is minimal since the
not allow de- subscriber should be easily
registration by isolated using firewalls and other
manipulating security mechanisms.
the end
instrument

SD3 Subscriber does 2 3 6 This can inhibit the ability of the
not allow de- network to disable illegitimate
registration by users and is part of a DoS or
manipulating flooding attack. SIP manipulation
VVoIP server is possible using virus infection.
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Table 5.4.3-8. Incoming Call Threat Risk Assessmén

ITEM THREAT LIKELIHOOD [ IMPACT | RISK COMMENT

11 Masquerading 2 2 4 Since authentication is mandatory,
by using the likelihood is low.
someone’s ID

12 Masquerading 1 3 3 The design of the authentication
by using mechanism should be sufficient to
someone’s ID minimize the likelihood of an
and attack. However, if the mechanism
authentication is broken, it makes a large segment

of the network vulnerable.

13 Eavesdropping 1 2 2 Session keys have a shorter lifespan
of the than the time it should take to bregk
communication the key. The key is not sent in the
on the access clear, making it difficult to obtain.
interface by
use of a
session key

14 Eavesdropping 2 1 2 This is possible if call setup is
at the start of a performed before the authenticatign
communication is completed. Call transfers are also
on the end vulnerable to this due to the intervgl
instrument between a call transfer and the

rekey.

15 Modification 1 3 3 The impact is that data may be
of routing data routed to bogus or enemy networks;

legitimate entities may also be
excluded. The likelihood is low due
to the defense in depth strategy
required.

16 Message 1 3 3 Intermediary configured by an
alteration: call attacker to not pass essential
black holing protocol messages. This causes

delays in call setup, dropped
connections, and other errors.
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Table 5.4.3-9. Outgoing Call Threat Risk Assessmen

ITEM THREAT LIKELIHOOD | IMPACT | RISK COMMENT

o1 Masquerading 1 2 2 This attack is associated with
using a outgoing calls and the likelihood is
subscriber’'s ID minimized if authentication is

required.

02 Masquerading 1 3 3 Authentication would be obtained
using a by methods described elsewhere in
subscriber’'s ID this UCR2008
and
authentication

(OK] Eavesdropping 1 2 2 Session keys have a shorter lifespan
on the access than the time it should take to break
interface by the key. The key is not sent in the
using a session clear, making it difficult to obtain.
key

04 Eavesdropping 1 3 3 The use of encryption for all layerp
on the network should minimize the likelihood of

this event occurring.

05 Eavesdropping 2 1 2 This is possible if call setup is
on the start of 4 performed before the authenticatign
communication is completed. Call transfers are allso
on the end vulnerable to this due to the interval
instrument between a call transfer and the

rekey.

06 Eavesdropping 2 1 2 This is possible if call setup is
on the phone performed before the authenticatign
number of a is completed.
called party

o7 Modification 2 3 6 This attack could result in a
of the dialed precedence call being forwarded tp
number the wrong location.

o8 Masquerading 2 1 2 This is accomplished for the
using purpose of placing a short call

someone’s ID

before authentication.
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Table 5.4.3-10. Emergency and Precedence Call TlateRisk Assessment

> U —
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g

ITEM THREAT |LIKELIHOOD | IMPACT | RISK COMMENT

El Misuse of 3 1 3 An attacker would place a 911 or
emergency emergency call without reason to
call cause chaos during a crisis or attack.

This is important if the authenticatio
mechanisms are compromised or ar
not implemented for emergency call
Normally, it would be associated wit
single sessions.

E2 Misuse of 3 3 9 An attacker would place a preceder
precedence call without reason to a particular
calls phone to deny that phone’s access {0

other calls. This is important if the
authentication mechanisms are
compromised.

E3 Manipulation 2 3 6 This could cause calls to be
of improperly sent to emergency
emergency numbers thereby tying up the circuit
database or sending the emergency calls to
information invalid destinations.

E4 Manipulation 2 3 6 The likelihood of this attack occurrir
of is higher since this is a critical point
precedence of attack for an enemy agent.
database
information

Table 5.4.3-11. Survivability Threat Risk Assessnm

ITEM THREAT LIKELIHOOD [IMPACT RISK COMMENT

S1 A nodeinthe |3 3 This is a situation very
network is likely in the DoD
destroyed or environment.
disabled

S2 A device in the| 3 3 Many times an attacker wil
network is be able to disable one devi
disabled or before the attacker is
destroyed detected.

Table 5.4.3-12. Risk Summary
RISK LEVEL NUMBER OF RISKS RISK SCORE
Critical Risks 27 6,9
Major Risks 16 3.4
Minor Risks 15 1,2
Total 58
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As seen immable 5.4.3-12Risk Summary, approximately half of the risks eategorized as
critical and require CMs. Sixteen risks were catexgd as major risks and the risk should be
minimized. Although the other risks are minor ytlage still risks that require mitigation and
will need to be addressed in the Information Assceadesign. The Risk Summary Table is
repeated at the end of this section, and it shhesritigated scores based on the full
implementation of the VVoIP Information Assuran@sign.

NOTE: The risk scores are preference scores, whdibate multiple values that are relatively
greater or lesser than the other values. Thessuresare ordinal. A risk with a score of 2 is
considered to be a greater risk than a risk wighae of 1; however a risk of 2 is not necessarily
twice as great as a risk of 1. With ordinal measuthe magnitude of the difference between 2
and 1 is not known. In tables such as 5.4.3-4escare treated like interval data. A likelihood
score of 2 is multiplied by an impact score of Dtoduce a product of 4 which is called a risk
score. Under certain conditions, ordinal data imayreated as interval data. In general, the
nature of the distribution is the primary considiemm

544 VVoIP Generic Countermeasures

In “Analysis of Information Assurance Requiremeaitsl Threats for the DoD Real-Time
Services Environment,” a set of threats and requergs for the DoD VVoIP environment, was
identified and these threats were summarized iptbeeding paragraphs. A complete
discussion of the CMs is provided in “DoD RTS Imf@tion Assurance CMs.” This section
describes the process used to develop the CMsregoi the DoD VVolP environments based
on those threats and requirements and summarieagetieric CMs developed to mitigate the
threats. The first step in the process is to agvah initial set of recommended CMs that
tentatively mitigate the threat to an acceptablelle

544.1 Recommended Countermeasures

The recommended CMs were developed using an iterptbcess involving the vendor and
DoD communities to mitigate the threats associatéidl a DoD VVoIP environment. The CMs
are presented in a generic manner to ensure thagtdnandate a technical solution, and are
provided as part of the systems engineering prdoesieveloping the Information Assurance
design. There is no intent to mandate a countesurean an appliance or system and they
should not be considered requirements. The sydesign, and its associated requirements, will
define the technical solution for the system asdppliances and a specific countermeasure may
or may not be used dependent on the design. Teatshassociated with ancillary services and
TDM technologies have not been addressed complefdigrefore, the CMs described below do
not address the threats associated with ancillgmpenent and TDM technologies completely.
Before discussing the CMs, it is important to defihe terms used in the discussion.
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1. Registrant An appliance that is used to register with thework to seek and gain
authority to invoke services or resources fromrtevork. Registrants are typically
associated with primary and alternate registrasamples of registrants are Els, AS-SIP
End Instruments (AEIs), EOs, PCs, and LSCs.

2. Regqistrar The appliance that stores the location of astegit and its profile. The profile
is used to define the services to which a regisisaauthorized (or a user via the
registrant). In the DoD VVoIP environment, exangpté the registrar include LSCs, AEI
and DoD PKI servers. A registrar may reside onstmae appliance and be integrated with
a Service Point of Attachment (SpoA).

3. Service Point of AttachmeniAn SpoA is an appliance to which a registrataldshes a
session over the IP network or TDM network. Thesgm may be established to pass
signaling or network management traffic. In theDCD@VolP environment, examples of an
SpoA are LSCs, MFSSs, SSs, directory servers, tenggs.

4.  Transport Point of Attachment (TpaAR TpoA is an appliance that is used to provide
transport of a session over a network. Exampleésaasport appliances in the DoD VVolP
environment include routers, LAN switches, firewalEBCs, MFSS, and gateways.

Figure 5.4.4-1Interaction between VVoIP Information Assuranaar@onents, shows the
interactions between the different countermeasi@raents.

User » Registrant [* > Registrar [

a2 a2 a2

4
w
©
o
>

v
—
o
o
>

1

=—p One Way Interaction

<+—> Bj-Directional Interaction

Figure 5.4.4-1. Interaction between VVoIP Informaion Assurance Components
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5442 Access Control Countermeasures

1. C1 - Access Control to Serviceshe system should validate, based on prior
authentication, the privileges to which a userdnathorization before granting access to
services.

2. C2 - Access Control to Databaskhe system should validate, based on prior
authentication, the privileges to which a userdnatborization before granting access to a
database.

3. C3 — Access Control to Sensitive Informatioelrand AElI The system should validate,
based on prior authentication, the privileges tactvla user has authorization before
granting access to sensitive information storedmil or on a AEI.

4. C4 — Access Control to System Softwalde system should validate, based on prior
authentication, the privileges to which a userdnathorization before granting access to the
system software. This software includes the sotweeded to provide VVolIP as well as
the operating system software.

5. C5 — Access Control to System Hardwafée system should control access to the use of
system hardware from users who are not authenticate

6. C6 — Access Control to System ResourcHse system should protect system resources
from users who are not authenticated.

7. C7 — Access Control between Network Resourddse system should protect one network
resource from another network resource unless thexelefined requirement for those
resources to interact.

5443 Authentication Countermeasures

1. Al - Authentication of the El and the AEI by tRegistrar The El and AEI should
contain a unique identity that identifies the Etldhe AEI to the registrar, and
authentication should confirm this identity throygioof of knowledge of a secret shared
by the registrar and the El and the AEI, or byubke of a public key cryptosystem. This
countermeasure is the corollary of A2.

2. A2 — Authentication of the Reqistrar by the Bldhe AEI The Registrar should contain a
unique identity that identifies the registrar te tl and the AEI, and authentication should
confirm this identity through proof of knowledge aftecret shared by the registrar and the
El and the AEI, or by the use of a public key cogyistem. This countermeasure is the
corollary of Al.
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A3 — Authentication of the EI and the AEI by tBpoA Before providing service to the

SpoA, the SpoA should authenticate the EI and tBe A'his countermeasure is the
corollary of A4.

A4 — Authentication of the SpoA by the El and thEl. Before transmitting to a SpoA,

the El and the AEI should authenticate the Spoértsure that it is the actual SpoA
assigned by the registrar. This countermeasuteisorollary of A3.

A5 — Authentication of the SpoA by the Registrahe registrar should authenticate the

SpoA before directing an El and AEI to use that&p@dhis authentication should be
based upon a secret shared by the registrar arpth®. This countermeasure is the
corollary of A6.

A6 — Authentication of the Registrar by the Spofhe SpoA should authenticate the

registrar requesting service before granting thatise. The authentication should be
based upon a secret shared by the registrar ar®pth¥®. This countermeasure is a
corollary to A5.

A7 — Authentication of the User to the Appliandéhe user should authenticate to the

appliance to protect against misuse. This courdasure does not have a corollary.

A8 — Authentication of the SpoA by the TpoRefore transmitting to a SpoA, the TpoA
should authenticate the SpoA to ensure that itésactual SpoA to which it is assigned.
This countermeasure is the corollary of A9.

A9 — Authentication of the TpoA by the SpoRefore transmitting to a TpoA, the SpoA
should authenticate the TpoA to ensure that hesactual TpoA to which it intends to
transmit. This countermeasure is the corollarp®f

A10 — Authentication between SpoABefore transmitting to a SpoA, the SpoA should
authenticate the other SpoA to ensure that itesatttual SpoA to which intends to
transmit. This countermeasure does not have daoro

Al1l — Authentication between TpaABefore transmitting to a TpoA, the TpoA should
authenticate the other TpoA to ensure that itésattual TpoA to which intends to
transmit. This countermeasure does not have daoro

5444  Non-Repudiation Countermeasures

N1 — Non-Repudiation of User Modifications to Aguice ResourcesThe appliances should

ensure that non-repudiation is associated withnaogifications made to an appliance’s
resources to include the operating system, fileglieations, or databases.
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54.4.5  Data Confidentiality Countermeasures

1. E1 - Confidentiality of User Communication oe &l and the AEI The system should
provide confidentiality for bearer stream at theaBt the AEI for originating and
terminating sessions.

2. E2 — Confidentiality of Signaling on the El aé AEI The system should provide
confidentiality for the signaling stream at thea#gld the AEI for all originating and
terminating sessions.

3. E3 — Confidentiality of Signaling between SpoAhe system should provide
confidentiality for the signaling between SpoAdgrfaling may include session keys, call-
forwarding numbers, network management traffic, pexsonal data.

4. E4 — Confidentiality of Signaling between Spafddd poA The system should provide
confidentiality for sessions between the SpoA dedTtpoA. The signaling may consist of
signaling or network management traffic. This nbayaccomplished using physical
protection or cryptographic protections.

5. E5 — Confidentiality of Communication betweerofAs. The system should provide
confidentiality for sessions between TpoAs. Thegwnication between TpoAs may
consist of signaling or network management traffitiis may be accomplished using
physical protection or cryptographic protections.

6. [E6 — Confidentiality of Communication betweero8mnd Registrar The system should
provide confidentiality for sessions between SpaAd registrars. The communication
may consist of signaling or network managementfitrtaflhis may be accomplished using
physical protection or cryptographic protections.

7. E7 — Confidentiality between User and Appliandé&e system should provide
confidentiality for sessions between an authergat@ind authorized user and an appliance
for network management purposes.

8. EB8 — Confidentiality of Data at Resthe system should provide confidentiality fotadat
rest. The data may be stored in a file or a da&@ba

9. E9 - Confidentiality between the Registrar dr@lReqgistrant The system should provide
confidentiality for registration and de-registratiof appliances to the network.
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5446  Data Integrity Countermeasures

|1 — Signaling Integrity The system should ensure integrity for signatmessages. Types
of signaling messages include SIP, H.323, andmgutpdates.

|2 — Bulk Data Transfer Data Integrity'he system should ensure integrity for bulk data
transfers. Bulk data transfers include call dettbrds (CDRS).

I3 — Appliance Data IntegrityThe system should ensure the integrity of datdem, read,
or stored on an appliance.

14 — Appliance System Integritylhe system should ensure the integrity of thexaing
system and the applications on the appliance. difadl include unauthorized operating
system or application modifications.

I5 — End Instrument Transport Integritfhe system should ensure the integrity of the
bearer packets transmitted between the end insftrisme

54.4.7  Survivability/Availability Countermeasures

S1 — Diversity of Network Connectian$he system should ensure high availability using
diverse geographical distinct connections for destigd locations throughout the network.
In addition, the connections should be diverse fbmth physical and logical perspectives.
Sites that require diverse geographic distinct eations are typically C2 sites. However,
non-C2 sites sometimes require diverse connectilgpendent on the mission and network
topology.

S2 — Redundancy of Hardware and Softwarkee system should have sufficient
redundancy in hardware and software to ensurdhbakequired availability is achievable
based on the computed failure rates for the harelaad software.

S3 — Out-of-Band Network Management Capabilityhe system should have an out-of-
band network management capability for use duretgvark outages or for when network
resources are not reachable during Information ressie attacks.

S4 — System Power Redundandye system should have sufficient backup poweuse
during power failures based on its usage and esglirements.

5448 Miscellaneous Countermeasures

Some CMs overlap many assurance categories andtbeyjassified as miscellaneous CMs.
Each of the assurance categories are subject tly4tkseovered (“zero-day”) vulnerabilities.
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Miscellaneous CMs contribute to a layered, defens#epth architecture for zero-day
addressing and other vulnerabilities.

Product Assurance: VVoIP components should behased from reputable vendors that, at a
minimum, conduct internal pre-release reviews adige vulnerability fix support for their
products. Details of these provisions should beudented as part of the vendor warranty to the
Government that addresses product defects.

54.4.9  Privacy Countermeasures

1. P1 — Physical SecurityThe system infrastructure should be placedsacre facility that
only permits access by authenticated and authopeesbnnel.

2. P2 —Personal Data Securitifersonally Identifiable Information (PIl), esply Social
Security numbers, in the system infrastructure khba minimized to the maximum extent
possible. Where present, the PIl should be predeict accordance with DoD information
assurance and privacy policy and guidelines.

54.4.10 Network Management Countermeasures

M1 — Threshold Exception Management System Notifica The system should notify a
designated network management system when preddhnesholds are exceeded. A threshold
may consist of a single event (e.g., an audit &lgife) or multiple events (e.g., multiple failed
login attempts).

After developing the CMs, the next step in the infation Assurance Process was to develop a
VVolIP Information Assurance design that implemeahese CMs. Based on that, design a set of
requirements was derived. An iterative processwsasl due to the many interdependencies
involved.

545 WelP-Information Assurance Design

5451 elP ComponrentPhysical Security

Physical security foa\/elP-systens specified in this UCHRras the responsibility of the
installing B/P/C/S. There are essentially two sétequirements associated with a complete
WelP-UC system. The Els have one set of physical secrggyirements while the network
(LAN switches and routerskgndsignaling products (i.e., LSC, MFSS, SS, MG, etod
Security Devicesequire another set of requirements. A full défim of physical security
requirements is beyond the scope of this sectidgheotJCR.
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The physical security for thé\/etRP-UC product network infrastructure and signaling appies
must limit physical access to all the associatgdiapces and cable terminations. Sensitivity
and/or classification of the product have no bepadn this requirement. This means that the
supporting infrastructure for the total product tmeside, minimally, behind locked doors. This
may, however, be minimally provided by a lock ocasinet housing a LAN switch in the open
(i.e., an unsecured area)gain—as-WVith the EIl and the AEls, this is typically affordbg the |
facility in which the equipment/infrastructure isused (e.g., locks and/or access control on
doors of rooms and closets housing the equipment).

Facility security requirements fall under the pewiof “DoD Traditional Security. Fhese

reguirements-are-well-beyond-the scope-eldBR A subset of these requirements is provided
in the VVoIPSTIG and other related DISBTIGs.

Vendors must support their customer’s need to cpmijih the DoD system physical security
requirements fo¥A/elRP-UC products. This support is to be provided in thenfof locking kits
for any equipment that the vendor normally proviohea cabinet. If a cabinet lock is not
provided normally in the vendor's commercial offgyj optional locking kits must be made
available that work well with the vendor’s cabindtll cabinet locking mechanisms must be
robust enough to resist prying the cabinet open.

54.5.2 AelPApphance-Security Design

The/elRP-UC product security design uses a defense in-deptioapip that is based on best
commercial practices. The product security defease categorized as follows and discussed in
the following paragraphs:

User Roles

Hardened Operating Systems
Auditing

Application Security
Redundant Systems

Additional defenses may be added dependent orpiwfie threats associated with a product.
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54521 User Roles

In general, Fhere are three types of users related‘#&atP-UC product, which are segmented
into two different categories: users of the syssemvices and administrative users of the
product. This becomes confusing due to the unfiedland repeated use of the word “user.”
One must be aware of and remember what area @irdiuieict is being discussed (i.e., its services
or its administration, configuration, or maintenapm order to be sure of the context of the
word.

Essentially, a user of product services has oree rdle or she uses the services that the product
provides and they are referred to in this UCR secdis application users. Such a user may be a
“privileged application user” who has permissiorut® certain restricted services, such as the
ability to initiate a FLASH precedence sessionclBa user may be required to authenticate to
the product in some fashion (such as entering sopat identification number (PIN) code to
identify the user (called User ID) and a differei (called password) to authenticate the user)
in order to receive access to their “privilegedivéze. There may be multiple levels of

privileged service, which might be considered “ssgwser roles” by some readers.

Administrative users are those users that are daské the configuration, operation, or
maintenance of the system. These users are useagdlyed to as system administrators. System
administrators fulfill different roles based onithduties, responsibilities, or job
description/function. DoD policy requires thatt®ya administrators receive only those system
privileges or access to commands that are reqtorpdrform their duties (i.e., role-based
access). System administrators who are limitesetected applications on the system are
designated application administrators.

System administrators receive their privilegesameas to commands based upon Discretionary
Access Control (DAC), which provides authorizateammtrol. Discretionary Access Control is a
role-based feature that grants a system admirostsgecific permission to perform various
functions when accessing the product. Such peronissre established in accordance with the
job functions and responsibilities (role) of theindual. Permissions are established by the
responsible security officer (i.e., the Informatidssurance Officer (IAO) or system security
administrator), and stored in the system memoisaronfiguration files. The security officer
also establishes the relationship in the systenvd®st authorized command class(es) or

group(s).

Products that are developed with various levelsudfiorization or command access must
support DAC requirements. This can be achievedday privileges or group privileges. The
methods to access resources may vary dependingrdwéwre and software products.

Examples of system administration roles are asvidl
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1. Tier 3 Engineer (Troubleshooter — Initial SugpoiThis role may only have privileges and
access to commands that allow him/her to view djmeral statistics, alarms, and some
specific level of appliance or system configuratidrhis role may not have the ability to
change any configuration settings. This coulddmesaered Tier 3 support.

2. Tier 2 Engineer This role would have all the capabilities of th@ubleshooter role with
the added privileges and access to certain comnthatallow him or her to make some
but not all configuration changes.

3. Tier 1 Engineer This role would have privileges and accessltoaahmands for
troubleshooting and system configuration.

4.  Provisioner/AdministratorThis role may only have privileges and accestomands
that allow him/her to provision circuits, configugad instruments and/or features. This
role may have the ability to troubleshoot some eispef the system.

Another scenario is the case of a database adnaitwisbr application administrator role that

only has rights to access the database or an apphahat they manage but does not have rights
to access the administration of the operating syste the platform that support one or more
databases or applications.

Similar roles or levels of privilege and DAC to Heodescribed above are required for DoD
information systems. These equate to the nornsésyadministrator roles. The granularity of
DAC provided is dependent on the capabilities efgpecific system being managed.

The third type of user required for DoD systemihes Auditor, which is short for Security
Auditor. This role has none of the normal systemiaistrator privileges or access. The normal
system administrator role does not have accessditoa level commands. The auditor role only
has access to commands related to the securitydarlags, and is associated with the system
security administrator.

545.22 Hardened Operating Systems

Multipurpose or general-use operating systems alieeted with none, or a minimal number, of
security features enabled. Access to criticalsacédahe operating system as well as application
and data files is sometimes unrestricted. Adddilyn some of these operating systems are
delivered with inherent security vulnerabilitiesti known and undiscovered. The process of
“hardening” an operating system is the procesgslificting access to those system areas and
functions that could be detrimental to the secuwsftthe system and mitigating the known and/or
discovered security vulnerabilities. The implenagioin guidelines associated with common
operating systems are found in the STIGs develbpeithe operating system and are different
for every operating system.
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54523 Auditing

In this UCR section, auditing refers to the loggargl analysis of security related events.
Auditing and recording the events occurring to @him an appliance of the APL product is
critical to maintaining accountability. This iscaenplished by tracking security and
configuration related changes, which provides trstesn security administrator or Information
Assurance manager vital information to reconstwitat may have occurred before a system
crash or other situation. Security auditing isessary for the reconstruction of system events
that have led to a security incident in supporis€iplinary action or prosecution. This
information may also allow the system manager $tore a system to its correct configuration
and to determine the cause of the problem. Time teistory file” may or may not relate only to
security. Some systems such as telecommunicaigpisances record every transaction
performed by the appliance. History files may @ymot contain auditable security events. A
determination must be made for each appliance degathe location of the security audits.
Appropriate security record events must be captuesmbrded, retrieved, protected, reviewed,
and archived on a regular basis.

The DODI 8500.2 is the primary driver of auditireguirements. The DODI 8500.2 IA control
Enclave and Computing Environment Audit Trail Potiten-1 (ECTP-1) states:

“The contents of audit trails are protected agaumstuthorized access,
modification or deletion.”

DoD requirements also state that all system andar&tdevices perform security auditing and
that auditing records are placed in an unalterabtgt or history file that is available only to
those individuals authorized to analyze systemetwark appliance access and configuration
activity. This implies that the audit log mustdeparate from any other system logs.

The DODI 8500.2 states the following regarding auettord content:

Audit records include:

Enclave and Computing Environment Audit Record €otifl (ECAR-1); Base level for
information sensitivity = public

e UserliD
e Successful and unsuccessful attempts to accesstgdibes
e Date and time of the event

e Type of event
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Enclave and Computing Environment Audit Record €ntt (ECAR-2); Adds items for
information sensitivity = sensitive

e Success or failure of event
e Successful and unsuccessful logons
e Denial of access resulting from excessive numbéogdn attempts

e Blocking or blacklisting a user ID, terminal or ass port, and the reason for
the action

e Activities that might modify, bypass, or negateegspfards controlled by the
system

ECAR-3; Adds items for information sensitivity =askified
e Data required to audit the possible use of coyshoel mechanisms
e Privileged activities and other system-level access
e Starting and ending time for access to the system

e Security relevant actions associated with periadsgssing or the changing
of security labels or categories of information

The above DoD8500.2 requirements are mapped, interpreted, agiohented with best
practice, as shown below.

At a minimum, the following events are to be audlite the system and network devices:
e Logons and logouts
— Starting and ending time for access to the system
e Excessive logon attempts/failures
— Denial of access resulting from excessive numbdévgin attempts

— Blocking or blacklisting a user ID, terminal or ass port, and the
reason for the action
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e Remote system access
e Change in privileges or security attributes

— Activities that might modify, bypass, or negateegpfards controlled
by the system

e Change of security levels or categories of infororat

— Security relevant actions associated with periadsgssing or the
changing of security labels or categories of infation

e Failed attempts to access restricted system pgeilevels or data files
e Audit file access
e Password changes (not the passwords)
e Device configuration changes
— Privileged activities and other system-level access
e Other
— Data required to audit the possible use of covmhoel mechanisms

At a minimum, the following information is recordedthe audit log for each event that is
audited:

1. Date and time of the event
2. Origin of the request (e.qg., terminal/workstati®, port ID, IP address, etc.)
3. Unique ID of the user who initiated the event
4.  Type of event
5. Success or failure
a.  Success or failure of event

b.  Successful and unsuccessful logons
c.  Successful and unsuccessful attempts to aceeasty files
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6. Description of modification to configurations

NOTE: A vendor’s system, appliance, or productustiGaupport the audit requirements for
classified products so that they can be purchasedsk in classified systems. There may be
additional requirements that it will need to meet.

DoDI 8500.2 also requires that audit logs be: |

“...regularly reviewed for indications of inappropeaor unusual activity”
(ECAT-1) on MAC-3 and/or systems processing searesiind public information.

Additionally, for MAC 1 and 2 and/or systems pragiag classified information it states

+An automated, continuous on-line monitoring andiatrail creation capability
is deployed with the capability to immediately algersonnel of any unusual or
inappropriate activity with potential IA implicatis, and with a user-configurable
capability to automatically disable the systemeifigus IA violations are detected
(ECAT-2). These requirements indicate that theytarbe reviewed regularly
and additionally for classified and/or missionicat systems, auditing should
generate alarms to ‘immediately alert personnesesfurity issues.”

The process of auditing security events can geméaiege volumes of data on busy systems. For
this reason, audit logs are to be retrieved or k&tdrom the system on a regular basis. Since
audit logs contain information that may be requiredupport of administrative or prosecutorial
actions, they must be protected. In some casesMicrosoft Windows-based systems), audit
log protection is provided by halting the systenempion if the audit capability fails.

DoDI 8500.2 ECRG-1 states: |

“Tools are available for the review of audit recoahd for report generation from
audit records.”

The tools that are referenced are software toasiged by the vendor that can interpret the
vendor’s audit log file format to allow offline wng and analysis of the logs, as well as the
generation of repast\A/elP-from the data contained therein. |

54524  Application Security

DoD application security requirements are basedrahare implemented in accordance with
DoD Information Assurance policy requirements. Séheequirements are detailed in the DoD
Application Security Checklist and DoD Applicati@evelopment STIG. Basic application
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security requires that the application must narahe security posture of the supporting
operating system or other applications on the @iatf In addition, applications must not change
operating system files. Applications may rely ba bperating system for some Information
Assurance functions or may include some or allrimfation Assurance enablement features in
the application. Applications that provide managatrcapabilities of a system should be
Information Assurance enabled. These applicatstwasild provide, at a minimum, for
identification, authorization, roles/command classend auditing in accordance with the
documents mentioned previously in this section.

54525 Redundant Systems

Products that support critical services, such asevoommunicationsr security serviceshould

be designed with enough redundancy to preventesipght of failure issues that could affect
more than a threshold number of end points. Ehrtially driven by the percentage of
“uptime” that is targeted for the overall systeBwvery critical product function should have a
backup. This includes power distribution, signglappliances, other critical servers, core LAN
hardware (routers and switches), boundary hard({EB€E€s and CE Routers), and data links. A
certain level of redundancy is appropriate. The @nd distribution segments of a LAN, for
example, should be redundant. The uplinks to tisess segment switches should be redundant
also. Redundancy for access segment switcheshardidtribution cabling to the end points
does not make sense. One design concern is tiat #iccess segment switch supports more
than the threshold number of voice end points, Wisaypically driven by the Telcordia
Technologies GR-512-CORE reliability requiremetitign it is recommended that the end points
be split among different switches. If this canbetdone, the switch should have redundant
processors and power supplies.

It is beyond the scope of this section to definergvtem that needs to be redundant. This
determination must be made based on good designiarand best commercial practices.
NeverthelessJCR,-System Quality Factors sectionsection 5.3 of this UCRBpecifies many
requirements associated with redundancy, and gstesgld be used as a requirement baseline for
the systems to which the documents apply.

5453 AP UC Component Interactions

One of the principal tenets of any Information Assice design is the separation of components
(i.e., traffic, appliances, and users) and/or sexvirom each other based on their characteristics.
Still, a converged network requires the oppositthat appliances within a converged network
may service the voice, data, and video applicatigksa result of this conflict, the interactions
between the various component segments must betledtto ensure that an attacker that gains
access to one segment does not gain access ttamaffect, the other segments. In addition,
interaction control between various segments @ ased to prevent configuration or user errors
in one segment from impacting other segments. athiens of normal users of converged
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network services must not affect the other seryiocese specifically the voice service. The
principal mechanisms that are used within thisgie®or segmenting the network are VLANS,
segmented IP address space or subnets, and VPNseanged in combination with filters,
access control listACLSs), and stateful packet inspection firewalls (VVolRtsful Firewalls) |
to control the flow of traffic between the VLANS@WPNSs.

Figure 5.4.5-1Notional Example of Voice and Data ASLAN Segméntg presents the
simplest type of converged LAN with only voice attata applicationsThose readers familiar
with the architecture defined in the DISA EnclaviEG will recognize many similarities
between Figure 5.4.5-1 and the recommended artinigedefined in the Enclave STIG.
Separate VLANSs are established between voice atadaghplications and the Layer 3 switches
are responsible for providing access control betvike different VLANS using filtering
techniques, such as ACLs. In this type of deplaytm&ppliances are classified as VVolP
appliances or data appliances and it may be pessitdvoid deploying appliances that service
both VVoIP and data appliances. At the CE Rowgeparate VPNs may be established, if
necessary, to segment the voice traffic from tha ttaffic as the packets transit the DISN
WAN. In addition, VPNs may be used to extend theal enclave to remote offices of the same
organization, telecommuters, and travelers. Alse VVoIP traffic is routed from the CE
Router to the PE Router along the same path asoé/VolP traffic. The only connection to
the PSTN is through a TDM interface using PRI orSCg\gnaling so that there is not interaction
between the VVoIP system and commercial VVoIP IBvoes. Moreover, it is important to
note that the LSC has two separate interfacesfarrséggnaling and bearer traffic and one for
network management traffic.
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Figure 5.4.5-1. Notional Example of Voice and DatASLAN Segmentation

The 802.1Q VLAN tagging of the packet for the agprate VLAN should occur at the
appliance, but may occur at the first LAN switclthé appliance is not capable of 802.1Q
VLAN tagging. To comply with this, the ASLAN pertaiport-based and MAC-based VLAN
tagging. Although VLANSs are an important componeiithe Information Assurance defense in
depth approach used here, the reader should reméngenly one component. If an El or a
AEI supports a subtended data computer/workstaitiomist perform several unique functions.
The first function is that it should be capable/afAN tagging the data traffic with a different
VLAN tag than the voice traffic. In addition, itust be capable of routing the VVolIP traffic and
the data traffic to the appropriate VLAN. The altjee of this function is to ensure that the data
applications on the workstation do not have vigiptb the voice related packets.

A more complex design involves appliances that sdppultiple types of applications like
softphones and videophoneSigure 5.4.5-2Notional Example of Voice, Video, Softphone,
Videophone, and Data ASLAN Segmentation, show3/tbe&N segmentation associated with

this complex design. To simplify the design, aloe, video, and data sessions associated with a
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VTC are VLAN tagged (and DSCP marked) as a vidasisa. In the case of videophones, the
videophone may be used for voice or video appbegati In this case, the audio and video traffic
from the videophone may reside in the voice VLAN($he VTC only systems, desktop or room
size, should have their own VLAN and addressingcstire.

Notes:

« Single p 1

+ Notional

« This diagram supports voice, video, softphones,
videophones, and data only.

Media Gateway 1

o Edge o There are multiple voice, video, data, and converged
DSN ou l Boundary VLANs.
‘f VLAN C14 Controller « Layer 3 switches control flows among various
Alternate lud VLANs.
Backup Call { psTj TOM '1 Includes VVoIP IDS) | o pmzs are established for appliances (i.e., LCC, voice
Path & Local “‘ﬂ VLAN V15 mail servers) that service multiple VLANs.
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Figure 5.4.5-2. Notional Example of Voice, Vide&oftphone, Videophone, and Data
ASLAN Segmentation

Demilitarized zones are created for appliancesrthadt service multiple segments of the
converged network. An example is the LSC, whiclsthservice voice, video, videophone, and
softphone appliances. Since access control bettieevarious VLANS is significantly more
complex, filtering is not adequate to achieve guoal and VVolP stateful firewalls are needed to
ensure that only authorized packets are able nsitrthe VLAN boundaries. The stateful
firewall may have the complete functionality of BBC, but this is not required.

In addition, if the softphones are used in remotenectivity situations, such as for a long local
for a tactical deployed system, the system musipable of supporting a VPN for VVolP
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traffic from the PC to the LSC. It is essentiaitthe data and VVoIP traffic must be separated
into the appropriate VLAN at the earliest pointie path. In the long local scenario for a
tactical user, this separation would likely occuthee Teleport facility.

Finally, an alternative not shown in the diagramslves an LSC that has separate interfaces for
the H.323, AS-SIP, and network management tratficthis scenario, the ASLAN should have

an H.323 VLAN, an AS-SIP VLAN, a data VLAN, and atwork management VLAN as a
minimum. Each network will typically have uniquegquirements and topology, and the VLANs
implemented will depend on the local network needs.

Each of the following represents a separate VLAN:

1. VolP Els and AEIs (multiple VLANs recommended farge sites)*
2.  VoIP LSCs, SSs, and configuration servers*

3. Separate VLANSs for other voice/VVoIP relatedvees

Voice mail or unified messaging (voice mail @&achail)*
Computer Telephony Integration (CTI)

Automatic Attendant/Call Director (ACD)

Call center or operator’'s systems

Emergency messaging system servers

Multipoint controllers for conferencing: VTC dfor audio only
Streaming video servers (video streams shardateeVLANS)

@ o ao0oTy

4. Media Gateways*
a. VolP Els that are part of a CTI, ACD, or calhte¥/operator’'s system
5. VoIP Els that have an integrated VTC capability

a. VolP and VTC video can share the same VLAN
b.  Multiple VLANs recommended for larger sites

6. Stand-alone desktop VTC units

a. Units associated with and/or controlled by tldP/LSC can reside in the VolP El
VLAN(S).

b.  Workstations running softphone applications (DAgproved)*
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c.  Workstations running desktop VTC application&fDApproved)

7.  Collaboration tools: The VTC portion should tise appropriate VVoIP VLAN(S) if
technically feasible while the data applicationg(ewhiteboard, file sharing, etc.) must
use the data VLAN(S).

NOTE: Items marked with an asterisk (*) are cutiserequired in the VolP STIG.

Figure 5.4.5-3Component Interaction Flow Diagram, providesféedent depiction of the
interactions between various VLANs within a B/P/C/Bhe illustrations in this section are
notional and address the scenario where ancillmices are internal to the system. The
information is only provided as reference matearad each B/P/C/S will determine its VLAN
needs and boundaries based on its tailored regeiesnand security profile.
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Data 1> 2 STT> H2as W < >
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Figure 5.4.5-3. Component Interaction Flow Diagram
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5454 VVolIP Protocol Design
54541 Overview

The VVoIP protocol Design consists of a combinatwbstandards based protocols and
proprietary based protocols. Within an APL Prodhetvendor is allowed to implement
proprietary protocols for signaling (e.g., betwéesm End Instrument and the LSC or between the
LSC and the Media Gateway), but standards-basedqmis are required for interfaces to
external network management, signaling and trangmmliances. Although Els may use
proprietary protocols, AEls may not. The AEIs erquired to use AS-SIP for signaling. Every
proprietary protocol must be secured in a manredrighat least as secure as can be achieved
using a standardized protocol. For instance, telW design mandates the use of TLS with
AS-SIP to provide confidentiality and integrity.SASIP, in combination with TLS, could be

used for the signaling between the El and the U&Eis not required (AElrequire AS-SIP).

Since every proprietary protocol must be securednmanner that is at least as secure as can be
achieved using a standardized protocol, if a vertlopses to use a proprietary protocol for that
interface, it must be as secure as that which eaachieved by using AS-SIP with TL&igure
5.4.5-4presents the different protocols that are allowetie VVoIP system and discriminates
between interfaces that permit proprietary prot®ewid ones that require standardized protocols.

1220



DoD UCR 2010
Section 5.4 — Information Assurance Requirements

Legend:

Protocols Supporting the IA Architecture Signaling: AS SIP/wTLS

Signaling: Standardized or Proprietary s
Bearer: SRTP —_——
AR =NIPR Aggregation Router

CE-R = Customer Edge Router

EBC= Edge Boundary Controller

LSC= Local Session Controller

SS = SoftSwitch

CA = Certificate Authority

Inter-Local Service Enclave signaling via MFSS,
Inter-enclave Media, not thru MFSS

NIPRNet

_______ Bearer:SRTP _ _ _ _ _ _ _ _ _ _ _ _[F®]

ASSIP(TLS)

Media
Gateway

II

¥

I

H PRI/C

I LK st
1

l:

Proprietary or
H.248/MGCP/MEGACO (IPSEC)

Firewall
AS'_AN

CA/PKI Server Data

(LDAPV3/HTTPS) l T Firewall
Proprietary or
ASLAN

H.323 (IPSec)

Propnetar;
I or AS SIP (TLS), :
Gt E o
v or AS SIP (TLSI
= - == —@ WolIPE2E EMS

Bearer:SRTP ~ (SNMPv3/SSH/TLSl 0(SSL3.1)) |

g N\ |
VVoIPEMS Bearer: SRTP

(SNMPv3/SSH/TLS1.0(SSL3.1))

Local Service Enclave Local Service Enclave

Figure 5.4.5-4. VVolP Proprietary and Standards Baed Protocols

Independent of the protocol or cryptographic aldpon used, many common Information
Assurance mechanisms are required of all applian€es example, every VVoIP signaling
appliance that performs a cryptographic functiorstuse a cryptographic module that is FIPS
140-2 level 1 complianh a FIPS approved configuration (with limited egtions for certain
protocols that are not yet FIPS complianiy addition, the default encryption algorithnt the
VVoIP system is the Advanced Encryption Standar@$Malgorithm with 128-bit encryption
unless the protocol does not support AES, in whade the encryption algorithm selected must
use 128-bit encryption as a minimum. The defaadthhis the Secure Hash Algorithm (SHA) —
1, which is supported on every protocol used ia fiystem.However, given the NIST directives
to migrate to SHA-256 for digital signatures by 2Ghd the direction DoD approved Public
Key Infrastructures are heading with respect to S¥8, as of UCR 2010, all UC devices will
need to minimally support SHA-256 when validatingnstures on objects generated-by LoD
approved-Public Key-nfrastructureBl). In compliance with DoD requirements and policies,
mostall VVoIP appliancesvil-arealsorequired tdbe Public Key Enabled (PKE) so that they
may interoperate with the Do&pprovedPKIs. This directive now includingswith the

\"£J

exeepﬁeneﬁh&l te#whlchthels requwed to be DoDJlRKE enabled as of UCR ZCEQLE
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54542  EndinsirumentEl Authentication and Registration

The first step in the VVoIP protocol design is thgistration of the appliance to the network and
its receipt of an E.164 telephone number if itnd= or a AEI. During the initial installation of
an appliance either it will be configured with atgt IP address (i.e., LSC, SS, MG, MFSS, AElI,
and EI) or will receive its (El or AEI) IP addresem a DHCP server. The first step is for the El
or AEI to authenticate itself to the LAN switchwhich it is physically connected using the
802.1X protocol. If DHCP is used, when the El &lAuthenticates itself to the DHCP server
to get its IP address it will also obtain the ré&gigon information necessary to locate the LSC.

If an El uses static IP addresses, it will be pnéigoired by the system administrator with the
location information of the LSC. It is importanttote that the DHCP server must be physically
separate from the routers and LAN switches. TherBEI will then authenticate itself to the
LSC so that it may obtain its E.164 number andiB€ shall update its user database and local
directory to reflect the active status of the EAg1 with its associated profile. In addition, the
LSC shall authenticate itself to the EI or AEI. elimutual authentication between the El and the
LSC shallbe provided through the use ofa-Beb-R¥ttificate issued from a DoD approved

PKI Hseln conjunction Wlth a protocol such ﬁSS or |ts equwaleniepauiehenheanenas a

eheeuraged The mutual authentlcatlon between the AEI araastSC shalblsousedewceDeD
PKl-certificatesissued from a DoD approved PKI, but only in comjiion with TLS EachEl
andAEl shall be issued deviceDoD PKI certificateand-wil-havevhich will containa unique
Common Namen the X.509v3 Subject fieldAt this point, the EI or AEI is able to support
VVoIP sessions at the ROUTINE precedence levek ithportant to note that the exact
approach used for proprietary Els to mutually anticate with their LSC using PKI certificates
is beyond the scope of this documéngure 5.4.5-5AEI Registration Process (DHCP), shows
the AEI registration process if DHCP is used fotanting its IP address. The figure simplifies
the TLS authentication process for ease of undeisig the sequence, blbigure 5.4.5-7AS-
SIP TLS Authentication Process, provides a detalkstription of the process.
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Figure 5.4.5-5. AEI Registration Process (DHCP)
54543  User Authentication and Authorization

For a ROUTINE precedence VVoIP session, the syste®s not require user authentication.
However, VVoIP sessions above ROUTINE precedencenmeuire user authentication and that
authentication may be provided using a User ID |Riith an associated numeric password
(PIN) or usingpeb-PKl-user certificatesssued from a DoD approved PKIf the end |
instrument is a softphone, the end instrument shbelable to pass the user credential provided
by the CACor other DoD approved tokda the LSC for user authentication. If a DePproved
X.509v3PKl-certificate is used, then the certificate path sthtwe authenticated up to the trust
point (or anchor point)Alternatively, i no otherintermediatdrust point is established, the
certificate path shall be authenticated to the ceotificate or CA. Limiting the authentication of
a user to sessions with precedence above ROUT IdtHiatits the impact that authentication
has on the post-dial delay, since the validatioa BioD PKI certificate can take up to 4 seconds
to complete. If the user certificate cannot bedadéd due to an inaccessibilidfthe-Onrkine
Status-Cheek{(OSE) access an online revocation status checkingsystich an Online
Certificate Status Protocol respondiie session setup shall continue, but the eveik Ise

logged and an alarm shall be sent to the NMS.
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Based upon the user authentication and the pragdeciated with that user, the LSC will make a
decision on whether to allow the session setupiicue.

Figure 5.4.5-6Precedence Session User Authentication and Aattmn, shows the PKI user
authentication and authorization process for sasgquests above the ROUTINE precedence
level.

- EE =
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@ ] =
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LAN Switch
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Figure 5.4.5-6. Precedence Session User Authentioa and Authorization

54544  Sgnaling Appliance Authentication and Authorization
545441 AS-SIP
In addition to user authentication amgbpliance authentication, the signaling appliamoast

also mutually authenticate to each other usigpD approved PHieBebB-PKl. Since all
signaling appliances support AS-SIP, the authetmticanechanisms must be integrated with
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AS-SIP in order to provide interoperability. Urtiamately, the SIP protocol is not intended to be
a secure protocol and must rely on other securdgopols for its security. Since the AS-SIP
model chosen is a hierarchical signaling model, WaS chosen as the Information Assurance
protocol to secure AS-SIP since its hop-by-hop sgcmodel integrated nicely with the
hierarchical signaling model. Fortunately, all 882 signaling appliancé®equired-in-JCR
2010feran-E} RequiredfoiAEH are required to be DoD PKE and supportBed®
PKlinteroperability with a DoD approved PKCurrently, #he process for obtaining a DdBx}
approved X.509veertificate is a manual process and has to be aiatpbefore or during the
initial installation. FreUse of a certificate from BoD approvedPKI, in combination with TLS,
provides a secure process for signaling appliatecasthenticate to each other and the process
must be completed before transmitting an AS-SIRadigg session to the remote AS-SIP
signaling applianceJCR 2010 incorporates new requirements that depatifically how this
validation process, using certificates and AS-3diRaling messages, must occur.

Figure 5.4.5-&hows the process that must be completed befor8IRSignaling is transmitted
between AS-SIP signaling appliances.

TLS TLS DoD PKI
Server Certificate Request Client Server
Certificate
Certificate Request
Hello Request Certificate
Client Hello
Server Hello

Server Certificate

Certificate Request

Server Hello Done
Client Certificate

Client Key Exchange
Certificate Verify
Finished

AS-SIP Signaling Messages

Figure 5.4.5-7. AS-SIP TLS Authentication Process

Once a TLS session is established between the RSi§haling appliances, the AS-SIP
signaling messages are allowed to transit betweeappliances if the appliance profile permits.
Every signaling appliance in the path of a AS-S§Paling session (with the exception of the El,
where it is Conditional) is responsible for recetythe AS-SIP packet, decrypting the packet,
verifying the integrity of the packet, processihg packet in accordance with the AS-SIP
specification, and then encrypting the packet efansmitting it to the next hop.

Figure 5.4.5-8AS-SIP Signaling Appliance Packet Processingwshtis process.
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5.4.5.4.4.2 H.323 and H.248

Several legacy protocols must be supported uriliER20102012timeframe. They include
H.323, which is primarily used to support videossesss, and H.248, which is primarily used to
communlcate between a media gateway controllelaanédla gatewa\luGR—zgi(;Lalso

bl urely
aeressJehe—WANThe LSC may mterpret H. 323 and H 248 for Ilne sndanectlons (within a

local domain or to the PSTN), but will translate tgnaling to AS-SIP for trunk side (WAN)
signaling. If H.323 is used for trunk (WAN) sidigrsaling it will involve a point-to-point
signaling session that will bypass the LSC andrektéirectly to the remote EI or Multipoint
Control Unit (MCU). TLS can be used to secure 13.24annels within the H.323 protocols
because it uses TCP. However, H.323 is also coadpofsH.225.0 and RAS protocols and these
protocols are not compatible with TLS if they arglemented with UDP since TLS requires a
reliable protocol (TCP or SCTP). As aresult, IP®8@s chosen as the protocol to secure H.323
and H.248&nd this is in accordance with the DISA FSO VVE8IPIG Checklist

Receive Packet

Valid Not Valid

Validate
Packet Integrity

Check Profil

Validate Not Valid

Session

Valid

Process

[ m

N
Transmit .
Final State

Figure 5.4.5-8. AS-SIP Signaling Appliance Packétrocessing

The mechanism used for H.323 authentication ancekellange is thinternet Key Exchange
(IKE) protocol. The IKE is a standards-based approagkldped by the IETF to support IPSec.
The IKE is a method for establishing a securityoaggion (SA) that authenticates users,
negotiates the encryption method, and exchangesetiret key. The IKE is derived from the
ISAKMP framework for key exchange and the Oakley &rchange technique, IKE is designed
to support a PKI like infrastructure, such as tleIPKI; andlKE alsohas mechanisms to
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provide the secure transmission of the secret &elye recipient so that the encrypted data may
be decrypted at the other end.

545443 Secure Bearer Path

In addition to securing the VVoIP signaling patie ¥VolP bearer path for Els is also secured
using the SRTP to provide confidentiality and imiigg Since the end-to-end signaling path was
authenticated using TLS and the Els are the oriiginand termination points for that path, the
Els authentication will be achieved via that hopHmyp authentication. It is understood that a
limitation of hop-by-hop authentication model istlt is only as strong as the weakest link. To
understand the effect of this approach, an analyassconducted that weighed the risk of a hop-
by-hop security model with the benefit of reducpast dial delay by eliminating the point-to-
point authentication process between the Els usie@uthentication provided by the TLS
process. The result of the analysis was that ¢éimefits outweighed the risks. Given that
additional authentication is not required, the rexicern is to reduce the delay associated with
exchanging encryption keys.

This was accomplished by embedding the SRTP enorygey for the session in the AS-SIP
INVITE message as part the SDP within the AS-SI€kptin accordance with RFC 4568,
“Session Description Protocol (SDP) Security Dgaeyns for Media Streams”. H.248 is also
capable of distributing the SRTP encryption kethiea SDP portion of the H.248 using the same
parameter. H.323 distributes the session keyarsime manner using the H.235 key
distribution mechanisms instead of using SDP. &the AS-SIP messages are encrypted and
checked for integrity, the inclusion of the SRTRrgption key in the AS-SIP message provides
a secure method for key exchange. In additiomd@iging a secure method for transport of the
session key, it also allows the encrypted beareast to be transmitted as soon as the session
setup is complete. The SRTP is used for both denfiality and integrity of the bearer path. In
determining the size of the hash needed to prdSRIEP integrity, a cost benefit analysis was
conducted that weighed the cost for each SRTP patkprocess the hash and the IP overhead
associated with the hash with the risk mitigatecapplying a larger secure hash. The analysis
showed that a small hash (32-bit) was adequatdtigate the risk given the large number of
packets and the documented threats.

54545  Network Management

Network management protocols are the final categbprotocols that must be secured within
the VVoIP environment. Since the Information Asswe architecture leverages the DoD PKI
for authentication, it is expected that all EMSgoemel will be assigned a CAE other DoD
approved tokeand will usea-CAGhis credentiafor authenticating to the system. Once
authenticated to the system using PKI, it is exgubthat theSAC-credentialsrom the tokerwill

be passed to the system to provide role-basedstxése EMS based on the privileges assigned
to the EMS personnéin other words, no secondary username or passsiardld be required
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for authorization purposesNetwork management protocols for the purposehisfdiscussion
are separated into two categories dependent orheshigtey support traditional FCARBault,
Configuration, Accounting, Performance, Securnglated functions or directory services type
functions. At this time, the VVoIP Information Agance Design has not identified a
requirement for the VVolIP systems (i.e., LSC, S$38, EBC, CE Router) to interface the
EMS using XML-based Web services ght UCR does not address the mechanisms that would
be used to secure those services. Although the¥8gstems do not use XMP-based web
services, the EMSs managing the VVoIP systems ilbeuKML-based services for Information
Sharing and have secure ways of providing the servihe Information Assurance approach
used for the Information Sharing is not within gu®pe of this UCR. Appliances performing
network management functions (i.e., LSC, SS, MR&S, ADIMSS, ARDIMSS, etc.) will use
static IP addresses and they will not be assigReatitiresses by a DHCP server. Since the IP
address can be published to the FCAPS personadiince, the session initiator will use the
appropriate IP address (either IPv6 or IPv4) inrtreguest and IPv4/IPv6 translation is not
required between the terminal and the appliance.

The VVoIP Information Assurance Design requireg theery LSC and MFSS support a
minimum of two Ethernet interfaces (to include nedancy on each interface). The two
Ethernet interfaces are used to support 1) Signalimd Bearer Traffic and 2) the EMS. Using
Information Sharing, the EMS (Local or RTS EMS)Iwihare FCAPS information with other
EMSs to provide end-to-end managemefince there are multiple interfaces, the appéanc
must ensure that traffic transiting from one Etle¢interface to a different Ethernet interface is
limited to authenticated and authorized traffict Ewample, the LSC appliance must ensure that
a user who has access to the signaling and bedeefaice to establish a session is not allowed
access to the Local EMS network. An instanceafditing between interfaces occurs when a
authenticated and authorized systems administi@gsrinto a LSC in order to perform call
tracing functions as part of a trouble shootingueege. In this case, the system administrator
entered the system through the EMS interface,ransmitted the traffic through thgignaling

and bearer interface. The external Ethernet inted are assigned to distinct VLANS in
accordance with the types of traffic they suppéigure 5.4.5-9VVolP Product External
Ethernet Interfaces, shows an example of the E¢hémnterfaces found on an LSC and the access
controls that may be configured to control traffetween the interfaces.
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IP External Interface IA Issues (PRI and Analog Interfaces are not shown)

Typical Protocols Supported between this interface and external Typical Protocols Supported between this interface and another
appliance (e.g., NMS, El, BC, Console, etc.) Interface. Note that all tests actually go through the LSC.
@ AS-SIP/TLS, SRTP, Phone NMS, Phone Configuration In Out

@ @ @ ICMP, Call Trace, Test Call, etc.

(2) SSHv2, SNMPV3, HTTPS, ICMP, Secure FTP, TFTP (Secure)

RTS Aware

Stateful Firewall
Ethernet
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StaterI FirewaII (S) actions occur through

interface 2.

Ethernet interfaces 1 & 2 may be provided in two physical interfaces using logical subinterfaces if the IA design ensures that it is impossible for an
intruder to penetrate from one logical interfaces from a different logical interface with the exception of the protocols defined above. For instance,
one may implement two physical interfaces, each with 2 logical subinterfaces. Logical interface E0/1 on physical interface 1 will provide
redundancy for logical interface E1/1 on physical interface 2 by sharing the logical IP address.

Figure 5.4.5-9. VVolP Product External Ethernet Irterfaces

The first category of protocols is the protocolattbupport FCAPS. These have been defined as
the SNMPv3, the SSHv2, and Secure Sockets Laydr) ([B®tocol version 3.1. SNMPv3 builds
upon earlier versions of SNMP, but adds additicealrity mechanisms that are integrated into
the protocol. SNMP is primarily used for minor éigaration changes and for providing real
time status on the VVoIP appliances. The VVolRinfation Assurance Design requires the
use of SNMPv3 as a threshold requirement due wgtgficant improvement in the Information
Assurance area over previous versions. Howeveruiderstood that due to its newness, some
solutions may have to use earlier versions of SNNR the mitigations of the appropriate
patches, IPSec, and an upgrade plan for migrati8\NtMPv3 due to their development cycles.
The VVoIP Information Assurance design will use 8 MPv3 User Based Security Model.

SSHv2 is defined in RFC 4251 as a protocol for secemote login and other secure network
services over an insecure network. Primarily, S&I8vn the DoD VVoIP environment as a
secure configuration and control protocol used &tyvork engineers to access network elements
in order to configure the appliances. It shoulthbted that Els and AEls will disable remote
manual configuration after the initial installatimncompleted and should not allow remote
manual configuration after the initial installatiom addition, all EI and AEI non-automatic
processes shall be performed locally. The SSHpabiconsists of the following three major
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components: the Transport Layer Protocol, Usehéutication Protocol, and Connection
Protocol. The Transport Layer Protocol providaseeauthentication, confidentiality, and
integrity. The User Authentication Protocol auttiemtes the client to the server, and the
Connection Protocol multiplexes the encrypted timite several logical channelCR 2010
now requires all SSHv2 implementations to supgwetttansmission of full X.509v3 certificates
during session establishment.

The final protocol is the TLS, version 1.0 or high&hich for the purposes of this design is
considered interchangeable with SSL, version 3Hie SSL is used within the network
management system as an alternative to SSHv2 gamoharily associated with web-based
network management GUIs. It provides a secure meraion authorized and authenticated
network engineers to access VVoIP appliances topemetwork management functions.

The second category of network management protigalssociated with location services.
Lightweight Directory Access Protocol, version 3he protocol that will be used to interface
between the RTS Routing Database and the LSC andnS&Idition to directory services,

| LDAPv3- mays alsobe used tosupperiinterface with portion othe DoD PKI and is designed to
provide access to directories supporting the Xfm@dels, while limiting the resource
requirements associated with other protocols. O&Pv3 is specifically targeted at
management applications, such as the DoD PKI amedtdry services that provide read/write
interactive access to directories, including adogsstored PKI certificates and E.164 addresses.
When used with a directory supporting the X.50Qqmols, it is intended to be a complement to
the X.500 Directory Access Protocol (DAP). The LB# nothing more than an access protocol
and does not require the underlying directory dadalio be based on any particular technology.
The LDAPV3 is designed to integrate with TLS inraikr manner to AS-SIP. The TLS is used
with LDAP to provide confidentiality, integrity, @nauthentication in combination with the use
of the DoD PKI certificates. The use of TLS does provide or ensure confidentiality and/or
non-repudiation of the data housed by an LDAP-basettory server, nor does it secure the
data from inspection by the server administrat@®sce established, TLS only provides for, and
ensures confidentiality and integrity of the openas and data in transit over the LDAP
association and only if the implementations ondient and server support and negotiate it.

54546 ASSP End Instruments

End instruments can be placed into two broad caegon the basis of the signaling protocols
that are used to communicate with the LSC to s¢heall. These categories are “vendor
proprietary” and “AS-SIP”.

Els are end instruments that use vendor-proprietignaling interfaces between the LSCs and
itself. Both ITU H.323 and IETF SIP (commerciaPShot DISA-specified AS-SIP) are also
| considered vendor-proprietary El to LSC protocaolgis UCR2008 They are treated as
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vendor-proprietary protocols because one EIl vesdorplementation of H.323 or SIP is not
guaranteed to interoperate with another LSC vesdorplementation of H.323 or SIP.

AEIsAElLs are end instruments that use AS-SIP between tlisla8d AEI itself. AEIs from anj
AEI vendor operate on any LSC vendor's productngisthe AS-SIP-based LSC-to-AEl
interface.

545.46.1 Secure VVoIP End Instruments

Secure Els are NSA Type-1 certified VVoIP termirtélgt support the end-to-end transmissiorr
of classified VVoIP media trafficSecure Els can also be placed into "vendor praoyétnd
“AS-SIP” categories on the basis of the signalingtqcols that are used to communicate with
the LSC to set up the call.

The IP secure El is currently designed to relyfen$CIP standaythat-was-adeopted-as-the
replacementforth€Fthe FNBDT standard was renam&CIPin 2004. The IP secure DSCD
willrelyrelieson SCIPtransported over either V.150.1 or SRTP on thedfvorkto previde
transmitclassified voice and data across the DoD IP netsvoNSA has directed that IP DSCDis
adopt the AS-SIP protocol as the default VVolP algmg protocol.

54547 EdgeBoundary Control Appliances

The VVoIP Information Assurance design uses twdiappes to defend the boundary between
the Customer Edge Segment and the Network Edge &#griithe first appliance is called the
EBC and its function is to act as a VVoIP awareviall. The second appliance is called the CE
Router, and its primary functions are associatétd @oS and perimeter defendeigure 5.4.5-4
VVoIP Proprietary and Standards Based Protocotsystihe location of the EBC and the CE
Router. Both appliances must be highly reliahke. (99.999 percent available) and IPv6 capable
using a dual stack.

The CE Router is responsible for providing traffanditioning (policing and shaping) on
inbound and outbound traffic to ensure that thégperance requirements are met for both the
Network Edge Segment and the Customer Edge Segniig.is one of the defense-in-depth
mechanisms used to preveriDanial-of-Service DoS) attack by ensuring that only a |
predetermined number of signaling or VVoIP sessioay transit the CE Router at a particular
instance of time. It is understood that this gmigvents the Customer Edge Network from being
impacted by a DoS attack and that the externalectivity may be affected. The granularity of
the traffic conditioning is to the level of the gtdar service class, such as voice or video.
Currently, the configuration changes associatetl waffic conditioning will be a manual
process. However, it is hoped that Ehecal Year FY) 2012 Design will incorporate dynamic |
traffic conditioning based on policy. To achiehéstvision, an interface must be defined for
communication between the AS-SIP signaling appéane., LSC or SS) and the CE Router in
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order to ensure that the AS-SIP signaling applidnmigets are consistent with the CE Router
traffic conditioning parameters. In addition, BE Router must also have the capability to
provide QoS for VVoIP by supporting tfer-Hop BehaviorsRHBS based on the DSCP
markings that will be defined by the QoS WorkingbGp.

Primarily, the EBC is focused on perimeter deferiReal time services suffer from certain
difficulties with traditional perimeter defense rhaoisms, such as NAT and data firewall
behavior. Many protocols designed by the IETF usihin the VVoIP environment, such as
SIP, are designed as end-to-end protocols. Thdéceadd model is broken by the presence of
firewalls and NAT appliances. In large deploymerft¥VVolP, such as the DISN, a specialized
appliance is needed to facilitate the coexistefid®mIP and perimeter defense mechanisms.
The DoD VVolIP Information Assurance design has liedbéhis specialized appliance as an EBC
to distinguish it from similar commercial appliasdbat do not have unique DoD requirements.
Before describing the requirements and functiossa@ated with the EBC, it is important to
explain the difficulties that VVoIP protocols experce crossing network boundary devices and
to explain the common types of solutions availabldhe commercial market that leverage
commercial standards. Following this discussiogeeral discussion of the requirements
associated with an EBC will be provided.

As mentioned previously, the use of NAT introduseseral problems to an end-to-end protocol
security model. The use of NAT is required at\W&N boundary by the VVoIP and Network
Infrastructure STIGs. In a traditional NAT emplognt, the NAT is conducted at the Network
Layer (Layer 3) of the OSI model (Network AddresstH ranslation is conducted at Layer 4).
However, the DoD VVolIP environment requires tha BBC perform NAT at a higher layer in
order to process the AS-SIP messages properly.cdimenon scenario provided for NAT is the
use of private addressing in two remote enclavéh, ayublic address space in the
interconnecting WAN.

During the initial AS-SIP offer/answer exchangethbite originating and terminating AS-SIP
User Agents (UAs) will specify in the SDP paylo&é desired IP address and port combination
for the caller and called party to receive the aisged media stream and to properly direct the
signaling stream. AS-SIP UAs within the Customdg& segment may use private addressing
for topology hiding reasons. A problem occurs wpewnate addressing is used within the SDP
payload since the private address is not resolvaiue the WAN side of the NAT. A traditional
NAT device will change the IP source address angidor combination at packet header level,
but not the IP address within the SDP payload. SEquently, the called party, or User Agent in
the remote enclave, will not have the correct IBrasls to respond to from a signaling
perspective and the call setup will fail. Evethié call is established from a signaling
perspective, the bearer stream would be sent tavitbieg address/port and the session would not
be established.
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An additional problem is that the signaling andreepaths are different IP sessions and NAT
bindings in a traditional NAT appliance are finitenature (not correlated). A scenario may
result in that a VVoIP session may continue for ynarinutes with active RTP streams, but no
signaling messages. Since there is no signalgsignaling NAT binding could time out, and
the session would not be able to end properly.

Difficulties experienced by AS-SIP signaling andaR€&me Protocol/Real Time Control
Protocol (RTP/RTCP) media protocols passing thrdugkwvalls stem mainly from the fact that
bearer stream port numbers are selected dynamfoalgach call from a large pool of potential
port numbers. Allowing this large range (typicadisound 20,000 UDP ports for a large
MILDEP) of potential port numbers to be open ateéhelave boundary is unacceptable. The
EBC needs to know which ports to open temporanlyen to open them, and when to close
them. Placing this functionality (essentially appfication Level Gateway) into data firewalls is
slow to occur in the commercial market and camih it some disadvantages, for example,
having the firewall perform actions it is not suppd to handle.

Solutions for these issues have evolved slowlyiwithe standards bodies and major equipment
vendors. A myriad of suggestions have been offéeed both communities, yet none has
attained widespread acceptance. Efforts havededuwvork from the IETF's Middlebox
Communication (MIDCOM) Working Group, which closedMarch 2008. The envisioned
MIDCOM Design provided for a protocol link betwettte LSC and the boundary device, a
firewall or NAT device, called a middlebox, for tparposes of opening and closing pinholes in
the middlebox. The MIDCOM Working Group never cdetply achieved its goal, but certain
pre-MIDCOM solutions, such as Simple Tunneling @RJthrough NAT (STUN) and
Interactive Connectivity Establishment (ICE), hdneen implemented in freeware projects and
in some products. Widespread deployment of tedyies such as STUN, Traversal Using
Relay NAT (TURN), and ICE has not happened asisfuhiting. In the interim, some vendors
have developed limited solutions for their produotallow functionality, and several have
acquired EBC functionality to enhance their produngs, however, no clear solution to achieve
multivendor interoperability has come out of thganaendor arena. As a result,
interoperability problems often occur between défe vendor solutions due to the proprietary
nature of the vendor unique solutions.

Some of the difficulty with solutions coming frotnet standards arena is an aversion to dealing
with middleboxes at all. NAT was originally medatbe a short-term solution to the IP address
depletion problem. Many Application protocols designed to be end-to-end in nature, and
firewalls and NAT devices break this end-to-endurabf many protocols. There are also
arguments that middleboxes prevent applicationrlpyatocols from protecting themselves by
breaking the end-to-end security model. Standatidiz of NAT behavior has not occurred and
has resulted in NAT implementations that behaviedihtly from vendor to vendor. Another
IETF working group, the Behavior Engineering fonHiiance Avoidance (BEHAVE) working
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group, was formed to identify, classify, and unthard these behaviors in order to bring some
standardization to them but the end state of alstalived behavior has not been achieved.

In response to a need for a solution to varioublpros with VVoIP in the areas of firewall/NAT
traversal, topology hiding, and lawful interceptaege number of startup companies have
produced a solution that has come to be known ssi@eBorder Controller (SBC). These
products may provide functionality in one or moreas, however there is no standardization
among the producers of these products and thegrdlyrdo not meet the DoD unique
requirements associated with the processing of A5 it is necessary for the DoD to specify
precisely the functionality required in these solus.

The result of this situation is that the DoD hafrekel an EBC system that is placed at the
boundary between the Edge segment and the Accgsereto providéhreefour critical
functions; topology hiding, “pinholing;andfiltering, and as of UCR 2010 VVolP traffic

monitoring

Topology hiding is accomplished by processing ti& 3P messages and performing the
appropriate IP address and port translations witlenP header and the SDP paylo&tyure
5.4.5-1Q Typical End-to-End AS-SIP Call Flow, shows thpital call flow associated
establishing an AS-SIP session. The diagram sthowsthe media is bi-directionally anchored
by the EBC to ensure that topology hiding is preddn accordance with the DoD requirements.

Several issues are encountered by EBCs in attegnjatimeet the topology hiding requirements
due to the VVoIP signaling hierarchy and by theuregment to allow call forwarding and call
transfer. The first issue is found in EBCs thanfra Softswitch component of an MFSS. Upon
receipt of an AS-SIP INVITE, the EBC does not knehether that session terminates within the
enclave, or will be forwarded to another enclaviee(grocessing by the Softswitch). Due to the
uncertainty, the EBC must anchor the media streiagirdéctionally. If the Softswitch returns the
INVITE to the EBC for forwarding to the next hopetEBC must restore the original IP address
and port number so that it is no longer involvethi@ media stream associated with that session.

1234



DoD UCR 2010
Section 5.4 — Information Assurance Requirements

.
['ypical El-to-El AS SIP Flow
ClientA LCSA EBCLSC EBC SSA EBC SSB EBCLSC  LSCB  ClientB
A SSA SSB B
1. INVITE o 2 InviTE 5 INVITE
. » 4. INVITE
5. INVITE >
6. INVITE 7. INVITE
_8.INVITE
9. INVITE »| 10.INVITE
11. INVITE
12. 200 OK
14.2000K 13. 2000K
15. 200 OK
For the sake of simplicity,
17. 200 OK 16.2000K | D i plicity,
< the following messages are
< 18. 200 OK not shown: 100, 183/180,
21 200 0K 20.200 0K Lo 18- 200 0K ACK, etc.
22.2000K | < |
$:10.10.10.1 $:15.15.15.15
D10.10.10.11 D:30.30.30.30 > SA0202021 ——
l¢——— $101010.11 $:30.30.30.30 < $:10.20.20.2
D:10.10.10.1 D:15.15.15.15 N D:10.20.20.21
1010.101 10101010 10194011 40.40.40.40 | 39.39.39.39 30.30.30.3 10.20{20.20 10.10.10.2
15.15.15.15 5.5.5.1 5.55.5 7771 7.7.7.7 10.20.20.21
Media is anchored in | | Media is anchored in
both directions (bi- both directions (bi-
directional) by the EBC directional) by the EBC

Figure 5.4.5-10. Typical End-to-End AS-SIP Call Fdw

Figure 5.4.5-11Media Anchoring for Transitive SIP Signaling, sfsothe process associated
with transitive SIP signaling for an EBC that freihe Softswitch component of the MFSS.

The second issue associated with topology hidimgléded to call forwarding and call transfer
scenarios where the session no longer terminategwthe enclave. Upon notification that a
session is being forwarded or transferred, the BBgbciated with the forwarding or transferring
party must restore the original IP address andmariber associated with that session to ensure
that the media is not improperly anchored at thredaae since the session is no longer associated
with the enclave. The process used is similan¢oprocess describedfimgure 5.4.5-11Figure
5.4.510, Media Anchoring for Transitive SIP Signaling.
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Media Anchoring for Transitive SIP
Signaling

Client A LSC-A EBC LSC-A EBC SS-A SSA EBC SS-B SSB
! ! ! M 5. INVITE .
essage 5.
Message 3. INVITE A = 5 5
INVITE sip:2222222;phone-context=dsn.mil@dsn.miluser=phone SIP/2.0 If this session does not terminate at SS A (e.g., a LSC at another enclave is
. " . _ i S o the target of the request), then SS A will tandem the INVITE back to its EBC.
From: <1111111;phone-context=dsn.mil@dsn.mil;user=phone>;tag=9fxced76sl|
Call-lb' 384b4c7’6566710 : : INVITE sip:2222222;phone-context=dsn.mil@dsn.mil;user=phone SIP/2.0
CSeq: '314159 INVITE From: <1111111;phone-context=dsn.mil@dsn.mil;user=phone>;tag=9fxced76sl
c:lﬁlquA 15.15.15.15 Call-ID: a84b4c76e66710
—audi 193 RT CSeq: 314159 INVITE
m=audio 50123 RTP/SAVP 0 C=IN IP45.5.5.1
1. INVITE m=audio 47543 RTP/SAVP 0\
"2 INVITE s ] I
3. INVITE ’ The SS does not modify the
- 4. INVITE )‘ A IP address and the port
> 1 > number in the c/m lines
|
|
5. INVITE |
6. INVITE 7. INVITE
z -
Message 4. INVITE
EBC SS-A rewrites the SDP c= and m= lines for every INVITE it receives on its Message 6. INVITE
40.40.40.40 address (as if it were going to anchor the associated media). When EBC SS A receives message 5, based on the ¢/m lines of the message,
INVITE sip:2222222;phone-context=dsn.mil@dsn.mil;user=phone SIP/2.0 EBC SS A will recognize that this is an INVITE request which it just forwarded
From: <1111111;phone-context=dsn.mil@dsn.mil;user=phone>;tag=9fxced76sl| to SS A. Before it forwards message 6 downstream, it will restore the c/m back
Call-ID: a84b4c76e66710 to the values conveyed originally in message 3 as follows:
CSeq: 314159 INVITE INVITE sip:2222222;phone-context=dsn.mil@dsn.mil;user=phone SIP/2.0
c=INIP4 5.5.5.1 From: <1111111;phone-context=dsn.mil@dsn.mil;user=phone>;tag=9fxced76sl|
m=audio 47543 RTP/SAVP 0 Call-1D: a84b4c76e66710
Note: EBC SS A will cache the c= and m=line values conveyed in message 3. CSeq: 314159 INVITE
c=IN IP4 15.15.15.15
| | m=audio 50123 RTP/SAVP O I
e 15.15.15.15 foam s 5551 39'39‘39‘3J 7771
10.10.10.1 10.10.10.10 T e 5555 T 77707

Figure 5.4.5-11. Media Anchoring for Transitive SP Signaling

The next issue concerns the ability of the EBCetednine the appropriate next hop for
signaling. For an EBC fronting an LSC, the EBC baly a primary and secondary TLS path in
which to forward the AS-SIP messages. The primf&$ path is to the EBC fronting the
primary MFSS for the LSC and the secondary patb tke EBC fronting the secondary MFSS
for the LSC. However, for an EBC fronting the Safitch component of the MFSS, it has
numerous TLS sessions associated with the subtdrfied of the MFSS and with the other
Primary and Secondary MFSSs for all the remote LS&isce the EBC does not have its own
location service, it must rely on the Softswitcimgmnent of the MFSS to inform it of the
appropriate next hop. The Softswitch informs tiB&CEof the next hop using the Route Header
construct defined in the RFC 3261. It is importanhote that this issue is not relevant to
INVITESs arriving from the WAN, since the EBC is assated with one and only one AS-SIP
signaling system on the line side and always fod&dNVITESs arriving from the WAN to its
associated AS-SIP signaling system (i.e., LSC oEBf- In addition to performing topology
hiding, the EBC provides several other functionstude “pinholing.”

“Pinholing” is accomplished by opening and clostpmholes” that only allow approved
sessions to transit the EBC based on the AS-SIBages. The coupling of the signaling and
bearer stream requires that both streams musitttaa€EBC. If H.323 video is also transiting
the EBC, the “pinholes” may also be associated thi¢hH.323 messages. In addition, the EBC
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must have a timer associated with each “pinholegrisure that “pinholes” do not remain open
indefinitely if a signaling message is not receitedlose the “pinhole.” If the EBC closes the
“pinhole,” it must send a BYE message in each timado notify the next hop signaling
appliances that the session has been terminated.

Filtering is accomplished by allowing targeted I&fs to transit the EBC based on their “6
tuple,” which in VVoIP consists of the:

Source IP address
Destination IP address
Source port number
Destination port number
DiffServ Code Point
Protocol identifier

Compared to “pinholes,” filtering is a manual preg@nd is not dynamic in nature. A type of
traffic flow associated with filtering is a SNMPg@ssion from the EMS to a LSC that is active
all the time and is well defined. If the EBC désean anomalous condition (DoS attack,
abnormal number of invalid AS-SIP requests, eiicthust have the ability to notify the
appropriate EMS of the event.

Beginning with UCR 2010, the EBC is also requiregtovide either an onboard VVolP
specific IDS/IPS capability or an interface to ertd VVVolP IDS/IPS which can monitor the
VVolIP signaling and media traffic for potential ¢lats. The EBC represents the ideal location
for such a capability because the EBC is genetiéyonly place in the architecture, other than
the endpoints, where signaling and media trafiagit the same component. The VVoIlP
IDS/IPS does not have to necessarily be a sepandependent, component from the data
IDS/IPS already in use at the site provided thatekisting IDS/IPS provides the required
VVoIP monitoring capabilities. If an external IDBS interface is provided by the EBC, the
interface must be secure and must minimally meeséturity profiles defined for IPSec and
TLS in this UCR.

545478 RTSSateful Firewall (RSF)

The role of the RTS Stateful Firewall (RSF) is totpct a LSC, SS, or MFSS from attacks that
originate from inside of the enclave. The placenuéithe RFS within the LAN is displayed in
Figure 5.4.5-2. In most deployment scenarios tR€ LMFSS, and WAN SS provide a sufficient
Information Assurance posture to be deployed witlaoBSF. Therefore, the use of the RSF is
not a mandatory requirement. However, some MILDiERyg determine that additional
protection is required because of the risks assatiaith their unique scenario (i.e., such as a
large regional MAN). When this occurs, the RFS rhaydeployed to provide additional
protection. The RSF is similar to a EBC and manliBC. However, the RSF is only required
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to support a subset of the EBC requirements. kamele, the RSF is not required to support
NAT and NAPT and is not required to support ROUHadters to support failover scenarios.
The primary requirement that is added to a RSFishadt applicable to a EBC is the support of
both TLS dual path and reuse methods. The RSFsrieestipport both methods since it will be
involved in the SIP dialogues between the LSC &edAEIls and the LSC and proprietary SIP
Els. Since proprietary Els have an option to im@at both TLS methods, the RSF needs to
support both methods. The EBC is not involved lt$ Bessions between the LSC and Els and
only needs to support AS-SIP TLS sessions, whiettlus dual path method.

545.4.9 Smartphone End Instruments and Backepdd@uSystems

In the context of this document, a “Smartphone Esttuement” is defined as an application
that provides End Instrument (El) or AS-SIP Endrinment (AEI) functions. However, unlike a
traditional El, this is an application that opesatgthin the confines of an advanced, mobile
computing platform (e.g. a smartphone, PDA, wirel@blet, etc.) which provides functionality
beyond just basic telephony services—TFhe-follawiffigure 5.4.5-12 illustrates the relationship
between a Smartphone El and its operating platform.

Applications
R
. o Allows for calls to/from the
Other applications Smartphone h dLSC
(e-mail, web, calendar, etc.) End ome
**Also STIG Compliant** Instrument e Conforms to most UCR
requirements for Els

* Allows for precedence calling
e Secure VVoIP communication
Platform (OS, Middleware, Hardware) to host enclave

**Must be STIG Compliant**

Form factor: smartphone, wireless tablet, etc.

Figure 5.4.5-12: Smartphone End Instrument Relatioship to the Host Platform

Even though a Smartphone End Instrument providestifonality similar to a standard End
Instrument or AS-SIP end instrument, there are sompertant differences. First and perhaps
most important, a Smartphone E| will typically ogier over non-DoD controlled, public access
networks to include the public Internet and wireleemmercial carrier networks. Also, because
public networks in many cases do not provide qualitservice and availability guarantees, calls
made using a Smartphone El will not have availgbdomparable to calls originating from

within the VVolP _enclave—in spite of the fact tlaat assured services VVoIP network is used
within the enclave. Lastly, other applications g on the same platform as the Smartphone
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El could provide any number of e-mail, GPS, Blugtowveb browsing, instant messagqing, or
SMS services. These additional services must eaken the security posture of the device
when it connects to the assured services VVolP orktw

The addition of Smartphone Els to the VVoIP ope@gnvironment provides the opportunity
for enhanced mobility and connectivty, but alsoursgs the implementation of additional
safequards in order to maintain the security pestdéithe network. Unlike an El or AEI, which
has nearly direct network layer 3 connectivityttoiomed LS& a Smartphone El is only
permited to connect to its homed LSC in one of ways:

1.) Establish an encrypted VVoIP signaling and mediffitr session with a “Back-to-Back
User Agent,” providing functionality similar to &BC, at the edge of the homed
enclave. This Back-to-Back User Agent communicatebehalf of the Smartphone El
to the homed LSC using the LSC’s native, vendormaef line-side protocol or AS-SIP.

2.) Establish a VPN tunnel to a VPN Server located withe home enclave’s DMZ. The
VPN server extracts the VVoIP signaling from theN/®innel and transmits the
information, to the homed LSC. If necessary, adiation step can occur at the VPN
server if the information received/transmitted thia VPN tunnel is not already
compatible with the LSC’s vendor defined line-spetocol or AS-SIP.

Fhe followingfFigures 5.4.5-13 and 5.4.5-14 illustrate theseoosti For simplicity, required
additional security elements such as firewalls iafrdision detection systems, are omitted fron

these figures.

! Though the term LSC is mainly used in this sectamSS or MFSS could also provide the same fumality for a
Smartphone EI.
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point - if required) El, AEl, MG, or EBC

Figure 5.4.5-13: Options for secure LSC connectiwtfrom a Smartphone El

In general, the specifics of the type of solution @rotocols utilized to provide secure LSC
connecitivty are left to the discretion of the vendHowever, there are several basic minimum
requirements for confidentiality, authenticatiomgigrity, etc. to which the complete system
must adhere. The smartphone platform and any stipgpservers must meet all applicable
requirements contained in any STIG checklists, B&Curity Requirements Matrices and
applicable DoD policies. For instance FIPS 140@D PKI interoperability, mutual
authentication, etc. are examples of the requiwedtfonality. In addition to these requirements,
this UCR defines requirements specific to the Spime El VVoIP application. These
requirements range from protecting data at reptdwiding providing authenticated remote
administration capabilities, in accordance with 81dGs.

Reqgardless of whether a VPN or Back-to-Back usentb@r both) is used, this document
utilizes the term “Smartphone Backend Support S§5{EBSS) to represent, in generic terms,
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the applications and services used to terminatedhare connection from the Smartphone El
well as provide management functions.

From an interoperability standpoint, it is antidgdhthat Smartphone El vendors will not field
directly compatible solutions. However, becauseSmartphone El relies on its homed LSC f
session establishment, the LSC will serve as thesliar interoperability between other AS-
SIP devices as well as other devices served biyn&eside protocol of the LSC. As a result the
Smartphone El and the Smartphone Backend SuppsitiByare considered to be a part of theg
LSC. This fact impacts how the testing of thistegswill occur, since the Smartphone El, the
Smartphone Backend Support System, and the LSGheilefore be tested together as a
complete system under test (SUT).

FhefollowingfFiqure 5.4.5-14 provides a more detailed view af lsession establishment
would occur between Smartphone El and a wired Battument located within the enclave.
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Figure 5.4.5-14: Architecture for Smartphone Accessia Untrusted Internet Connection

The figure illustrates placement of the SmartphBaekend Support System within the enclave’s

DMZ. However, if the system provides back-to-baskr agent with dynamic port “pinhole”

functionality similar to an EBC, sites may prefemiace the back-to-back user agent in line with
the EBC and data firewall rather than behind tha @eewall. For simplicity this option was not
shown in the figure and could only be implemenfexbproved and accredited by the site DAA.

The figure also shows a call between a Smartphda@dEan El or AEI, however the call could
just as easily have been routed to the EBC or t@edsl appropriate depending on the call
source/destination. Regardless, the traffic masarban “RTS Compliant” format upon entry
into the network. In other words, the VVoIP signgland media must be protected in
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accordance with the requirements in Section 5thiefUCR and the packets must have
appropriate DSCP markings consistent with the requents in section Section 5.3.3. Since the
platform on which the Smartphone El resides wkiély support other applications besides voi¢e,
appropriate marking of the Smartphone El applicagiackets becomes even more important.

The “Other Smartphone Supporting Services” symibdhe figure represents the services that
must accompany these solutions, which include aittegion of remote devices and checks
related to the security posture of the device. s€lservices may also support other non-VVolF
related applications such as e-mail, web browsimgiant messaging, as appropriate. Note that
even though the figures show this functionalitypamg logically separate from the LSC, some
vendors may choose to implement certain functioitisinvthe LSC rather than as a service
provided by an external device.

A4

5455 Security Devices

A detailed discussion of UC Security Devices aragdrtfunctionality occurs in Section 5.8 of this
UCR and for brevity will not be repeated haeralforbrevitywill-notbe-repeated-he As of
UCR 2010this-secticBection 5.4 now contains information assuranceireauents extracted
from Section 5.8 via a phased approachtbsiitingedfrom-the-first phasthe of extractingtA
reguirementsfrom-Section- S8 reguirement-extractianA follow-on phase will further

harmonize the-baformation assurance requirements in this secgsociated with-adbecurity
DevicestandthoseofVVoIP components.

Per a decision from the UC Steering Group, additi@ecurity Devices will be incorporated into
later UCR revisions. These new devices includedrated Security Solutions, 1A Tools (Wired
and Wireless), and Network Access Control systeiige requirements for these new product
types will be incorporated in Section 5.4 and SecH.8 as appropriate-and requirements for
these new product typease developed.

5.4.556 A%lP-Information Assurance Design ltems Outstanding

Several VVoIP Information Assurance design itenesartstanding and associated with the
uncertainty of the final VVolIP design. Some isstieg must be resolved before the completion
of the VVoIP Information Assurance design are thalization of the VVoIP closed loop ASAC
solution and the addressing wireless technologyrinition Assurance issues. In addition, the
proper design for securing multicast was deemedlifbioult to address in this version of the
UCR 20608and may be included in future revisions as the Dh@Nticast design solidifies.

Also, full standardization of the exact mechanignwiich User credentials from a CAC or
other DoD approved token may be standardized & [ACR revisions.
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e#th%eetren%ﬂkbe%pdatedt&ee#eet—thmmn—lt is also assumed that the review process

of UCR26162012will identify several outstanding Information Asance items that will need
to be addressed in subsequent revisions of this.UCR

5.4.6 Requirements
546.1 Introduction
To minimize impact to the structure of this sectionl its associated requirements, the

requirements specific to VVoIP components have &g in their respective sections relative
to previous UCR revisions, even though new requarihfor Security Devices have been

incorporated.

Based-eRorthecomponents comprising thé/etP-UC Information Assurance desigathreats
andCMs—aset of derived requirements were developaded on the analyzed threats and
countermeasureDifferent vendors combine different functionsoitheir appliances to meet the
requirements of a particular type of produeb+the-purpeses-of UCR-200Bhe requirements
are levied on the individual appliance, as applealo secure the entire product. In many cases
the system is composed of multiple appliances. ekample, an LSC is typically composed of a
Call Connection Agent, a media server, a configonagerver, a voicemail server, and other
servers. Due to the wide variation in vendor patsluit is impossible to break out the
requirements for each component of a system ancetiter should apply the higher level
requirements to that component unless specifisadited. An example is that the LSC
requirements apply to a media server since it ispecifically called out. However, media
gateway and El requirements are specifically cadligidand therefore the LSC requirements do
not apply to them. The terms user and customeusad in the same context as GR-815-CORE.
It is understood that the Information Assurancegteprovides a high-level description of how
the security services are applied to the appli@mcehow the appliances interact in a secure
manner. In addition, the appropriate STIGs witther clarify how the Information Assurance
design and requirements are implemented on théaagpl For example, all Security devices
would comply with the Application Security and Neik Infrastructure STIGs and STIG
Checklists.

In general UCR -2008;Section 5.4, Information Assurance Requirementsiténded to provide

a level of security requirements consistent withl#vel of security requirements specified in the
GR-815-CORE, but adapted for the unique DéBsP-UC environmentndconsistent with the
requirements in the UCR.
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requirement key words (i.e., REQUIRED, CONDITIONAdtc) are defined elsewhere insth
UCR2008 Failure to satisfy a requirement will resuliaitCategory |, 11, or 1l finding.

Finally, thederivedrequirementsghat followdo not include all of the administrative |
requirements (nontechnical) associated with pdieg the STIGs. For instance, if someone is
required to administratively document something.(aiver, pilot request, etcap part of site
accreditationthat requirement is not include@he-acronyms-and-apphances-used-for-spagfy
the-type-of componentare-showrliable 5.4.6-Ishows the Acronyms and Applianges
Acrenyms-and-Appliances-SpecifyingTFype-of- Compdwhith represent a specific UC APL
product

Table 5.4.6-1. Acronyms and Appliances Specifyinfiype of Component

ACRONYM APPLIANCES

MFSS Multifunction Softswitch

SS Softswitch

LSC Local Session Controller

MG Media Gateway

EBC Edge Boundary Controller

RSF RTS Stateful Firewall

El End Instrument

AEI AS-SIP End Instrument

LS LAN Switch

R Router

Smartphone El Smartphone End Instrument

SBSS Smartphone Backend Support
System

Fw Data Firewall

VPN Virtual Private Network
concentrator and termination

IPS Intrusion Detection/Prevention
System

546.1.1 The[Alarm| Tag: Generation of Alarms

When thgdAlarm] tag appears after a requirement's applicabil@testent (Required,
Conditional, etc.), this indicates that the producist at a minimum support the capability to
perform the following functions in addition to colimg with the specified requirement:

1.) Generate an alarm to the NMS based on thmalae actions identified in the
requirement

2.) Record an entry in the product's system awlit sogs indicating that the event occurred

1245



DoD UCR 2010

Section 5.4 — Information Assurance Requirements

This tag is intended to facilitate rapid identifiom all of those requirements that result in alarm

conditions by automated requirement management tools.

54.6.2

Generaknd V\V/olP ComponentRequirements

[Required: MFSS, SS, LSC, MG, EBC, R, LS, EI, AE]FW, IPS, VPN All
Information Assurance and Information Assurancéokthinformation Technology (IT)
products shall be capable of being configured soedance with all applicable DoD
approved security configuration guidelines (i.8.]&s).

a.

[Required: MFSS, SS, LSC, MG, EBC, RSF]VVolIP appliances shall be dedicated
to VVolIP functions.

[Required: MFSS, SS, LSC, MG, EBC, RSF \A/olR-applianceskFW, IPS, VPN]
The applianceshall only have applications or routines thatregeessary to support
WelP-funetionsits designated function.

NOTE: The disabling or deletion of applicationsg@utines via hardware or software
mechanisms shall satisfy this requirement. Fomgta in the case of a VVolIP
applianceif an appliance by default is installed with abA®owser and the web
browser is not needed to support VVoIP, then th@iegtion shall be removed from
the appliance. Another example is if a featungaig of the application, but is not
needed in the DoD environment that feature shatlib&bled via hardware or
software mechanisms

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, EIAEI, FW, IPS, VPN
Software patches shall only be installed if theigioate from the system
manufacturer and are applied in accordance withufaaturer’'s guidance.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, EIAEI, FW, IPS
VPN] The product shall only accept automatic softweaeates if they are
cryptographically signed by the software vendor.

NOTE: Itis assumed that manual updates will Helated by an authorized
administrator before installation.

NOTE: For JITC testing purposes, the vendor must proaideck software
update server to verify compliance with this regment.
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d. [Required: FW, IPS, VPN] The product shall be NIAP validated against éxist
current and approved protection profiles.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &I, LS, FW, IPS, VPN If the
product uses public domain software, unsupportéitvace, or other software, it shall be
covered under that system’s warranty.

NOTE: If a vendor covers in its warranty all sodiwe, regardless of its source, within their
product then this requirement is met. An examplensupported software is Windows
NT, which is no longer supported by Microsoft ahd iunlikely that a vendor would
support this operating system as part of its system

a. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, EIl, AEILS, FW, IPS, VPN|
The products shall only use open source softwaak licensing requirements are
met.

NOTE: Itis anticipated that the Government wdtapt an LOC from a vendor as a
means of satisfying this requirement. Open sosofevare refers to software that is
copyrighted and distributed under a license thavigies everyone the right to use,
modify, and redistribute the source code of thévge. Open source licenses
impose certain obligations on users who exercigsghights. Some examples
include publishing a copyright notice and placingjgclaimer of warranty on
distributed copies.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, EIAEI, FW, IPS, VPN The
product shalketonly use moblle code technologles (e. 9. Java, Jay@seBScript, and
ActiveX) 2 edin accordance
with the current DoD Moblle Cookmollcy

NOTE: The policy specifying categories and risksagiated with mobile code is defined
in DoDI 8552.01, “Use of Mobile Code Technologia€hoD Information Systems”,
October 23, 2006.

[Conditional: El -and, AEI] If the softphones are used in remote connectsittyations, |
the product shall be capable of supporting a VRN/AoIP traffic from the PC to the
Enclave VPN access router/node.

NOTE: The data from the PC and VVolIP traffic fréime PC softphone must be separated
into the appropriate VLANSs at the earliest pointhie path.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSFW, IPS, VPN] The product shall |
be capable of being located in physically secueasr
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11.

a. [Reguired:-Conditional: MFSS, SS, LSC, MG, EBC, RSFFhe FW, IPS, VPN]
If the BIOS settings are configurable, fhrduct shall be capable of enabling
password protection of BIOS settings.

b. [Required: MFSS, SS, LSC, MG, EBC, RSEEW, IPS, VPN The product shall
be capable of disabling the ability to boot fromemovable media.

[Conditional: EI, AEI] If the product has a speakerphone, the systethtsheapable of
disabling the speakerphone microphone.

NOTE: Acceptable methods for meeting this requertnclude physically disabling the
speakerphone or disabling the speakerphone usingfagurable software parameter.

[Conditional: EI, AEI] If the product is used in a sensitive area WiNS& are employed
and/or within environments where national secunfgrmation (NSI) is stored, processed,
or transmitted, then the system shall be certified accredited in accordance with the
Telephone Security Standard (TSG) 6, which is peply the National
Telecommunications Security Working Group (NTSWG).

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, EIAEI, FW, IPS, VPN The
product shall be capable of using a static IP adre

[Required: MESS, SS, LSC] The product shall only connect to the PSTN olitoa
networks using PRI and/or CAS.

NOTE: This precludes the exchange of SS7 or IP WP\&ignaling (and IP VVoIP media)
information between the SBU voice (SS and LSC)taed®STN and coalition networks.

. —[Reserved]
el Mo e be L on Ml —or o = SR e el one o Merneof]

[Required: MFSS, SS, LSC, EBC, MG, AEI, EIl The system that assigns a port for the

reception or transmission of SRTP and SRTCP bamsia as part of the session
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establishment process shall have the capabilitptdigure the range of ports used for
media reception or transmission.

a. [Required: MESS, SS, LSC, EBC, MG, AEI, Ell The system shall support the
specification of port ranges in at least one offtle®wing two ways:

» Using even numbers to specify the lower bounais) the upper bound(s) of the
allowed range(s). In this case, the given rangkeimdlude the SRTP port
specified as the lower bound (inclusive), but theweed range will not include
the port specified for the upper bound (exclusive).

* Using an even number for the lower bound(s) anddd number for the upper
bound(s) of the allowed range(s). In this casegthen range will include both
the SRTP port specified as the lower bound (inekisand the odd numbered
SRTCP port specified as the upper bound (inclysive

b. [Required: MESS, SS, LSC, EBC, MG, AEI, EI] The default port range shall be
from 16,384 to 32,764.

54.6.21  Authentication (Includes Authorization and Access Control)

546.2.1.1 Banners

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable of
having warning banners on all systems managemgresa ports accessed by
administrators or users as part of a human-to-madhterface for the purposes of network
management. The banner shall function in the fotig manner:

a. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]At the first point of entry,
before the logon, the product shall have the cdipatn display a warning message
that is at least 1,300 characters in length. THikgyato display longer messages (20
rows by 80 characters) is desired (Objective).

NOTE: The warning message may appear at the sameas the logon prompt or
before the logon prompt.

b. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]As part of delivered software,
the product shall be capable of providing an appatg default message that warns
against unauthorized access or use.

NOTE: The default message can be configured duniegnstallation process.
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c. [Required: MESS, SS, LSC, MG, EBC, RSF, R, LS[The product banner shall be
capable of being configured by authenticated arnhlcsized personnel.

d. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of displaying the banner to the administrator arugefore a login attempt to the
system.

e. [Required: MFSS, SS, LSC, MG, EBC, RSF]The product shall be capable of
requiring that the administrator or user acknowe=dtne banner after the user login
but before accessing system processes.

(2) [Required: MFSS, SS, LSC, EBC, RSF]The product shall record the
acknowledgement in the audit log in associatiofthe administrator or user
name.

NOTE: If the acknowledgement is an essential stepe successful login
process, then it is sufficient to only log the coetipn of a successful login.

f. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS][The product shall be capable
of displaying the following information upon sucsts access to the product:

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSJThe date and time of
the administrator’s or user’s last successful axt@she product.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The number of
unsuccessful attempts by that user ID to gain acmethe product (e.qg.,
mistyped password) since the last successful atgetsat user ID.

g. [Required: FW, IPS, VPN] Prior to establishing a user authentication sess
security device shall display the latest approve®[@onsent warning message to
include verbiage that system usage may be monitoeedrded, and subject to audit.

5.4.6.2.1.2 Systerand-User Names and Passwords

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS, FW, IPS, VPN Every
communicating system entity (i.e., persons, praess remote systems) shall be
identified by an entity identifier that is uniquétinn the domain of the appliance or
applicationbeirgo which the system entity connectede.
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[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product shall

be capable of providing a primary access contrdhotethat is stronger than
assigning passwords to specific actions (e.g.,ajpars-related commands) although
assigning passwords may be used to augment acuetssic

NOTE: If such a password is assigned, it losesatdidentiality because it has to be
shared among all authorized users.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product shall
be capable of ensuring that aflersiserand customer passwords are used in a secure
manner.

NOTE: This requiremensincludesuser/customer passwords to include passwords
that are used for role-based authentication.

Q) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, EIl, AEILS] The product
shall be capable of automatically suppressing aitibg out the clear text
representation of a password on the data entryéevi

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, EIl, AEILS] The product
shall ensure that passwords are safeguarded ebtifiential level for
sensitive but unclassified (SBU) systems.

NOTE: All components of a product will be at tleme sensitivity level.

NOTE: The decision of how to properly safeguar psswords is
determined by the B/P/C/S DAA, batat a minimumthese safequarcshall J
consist of encrypting the passwords during tramsibdwhile in storage usin
FIPS 140-2 commercial encryption.

€)) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The
product shall be capable of storing access passwasgr and
administrator) in a one-way encrypted form.

3) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product
shall be capable of ensuring that passwords aravaoable in clear text to
any user, including appropriate administrators. afgpropriate administrator
may be allowed to retrieve encrypted passwordsweyver, encrypted
passwords shall not be available to any other user.

NOTE: Itis recognized thadit may not be realistic to make the encrypted |
password file unavailable to administrators. Tdemistrator may be able to
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(4)

(5)

(6)

view the file’s content, but would not be able &xgbher the encrypted
passwords.

[Required: MESS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product
shall be capable of providing a mechanism for awasd to be user
changeable. This mechanism shall require reautagioin of user identity
(e.q. entry of the old password must occur whewipeg the new

password).

NOTE: This requirement applies to factory setad#f or standard user ID
passwords.

(@ [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The
product shall be capable of ensuring that a newpasssword differs
from the previous password by at least four charact

(b) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The
product shall be capable of having a password ftyistoprevent
password reuse. The default shall be configurabteshall be at least
the past eight passwords or 180 days of passwetdrii

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]After a password is
assigned to a human user, when that user estabbskession for the first
time, the product shall be capable of promptinguber to change the
password and deny the session if the user doesongly.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be
capable of enforcing a configurable password agitegval (i.e., a password
is required to be changed after a specified intgrva

NOTE: The exception to these requirements is fdaoride emergency access
requirements in Section 5.4.6.2.1.7 "Authorizatiggaragraph 1 (I) and (m)).

@) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product
shall be capable of defining a system-wide defaa#tsword aging
interval.
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[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product
shall be capable of setting the password agingvat®n a “per-user
ID basis.”

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The
product shall notify the user a specified periodimie before the
password expiration.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The
product shall notify the user upon password exjpinatut allow a
specified additional number of subsequent logirthiwia specified
time period before requiring a new password.

A. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSJThe
default for the number of subsequent logins statlle greater
than three.

B. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The
default for the specified time periadiring which subsequent
logins are alloweshall not be greater than 30 days.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The
product shall not hard code the notification medsrarfor
password expiration to allow for variation in vdnies such as
“early warning period,” “grace period,” and subsequlogin after
password expiration.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, EIl, AEILS] For a user
updating a password, the product shall be capdldaforcing a configurable
minimum period of waiting before an existing passivcan be updated
(except for the first time update, which is reqdite be performed when the
user logs in for the first time after being assjagpassword).

NOTE: This requirement discourages password “ftighand is related to
the history requirements stated previously.

(@)

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The
default for the minimum waiting period shall be f2gurs without
administrator intervention.
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(8)

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product
shall be capable of ensuring that all user entpesdwords meet the following
complexity requirements (dbatit earnetbes not“easily guessable”):

€)) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product
shall be capable of ensuring that the passwordistsns a mix of a
minimum of nine characters using at least two attara from each of
the four character sets (i.e., upper-case lettmrgr-case letters,
numbers, and special characters).

NOTE: Special characters are characters on a lkeghigpically
located above the numbers (i.e., !, @, #, etcQTH: See the next
requirement that is more stringent on certain users

(b) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product
shall be capable of ensuring that system secudityiistrators,
system administrators, and application administreé@swords consist
of a mix of a minimum of 15 characters using asléao characters
from each of the four character sets (i.e., uppsedetters, lower-case
letters, numbers, and special characters).

NOTE: Special characters are characters on a keylgaically
located above the numbers (i.e., !, @, #, etc.).

(©) [Required: MFSS, SS, LSC, MG, EBC, R, El, AEI, LS] The
product shall be capable of ensuring that the passdoes not
contain, repeat, or reverse the associated user ID.

(d) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The
product shall be capable of ensuring that the passdoes not
contain three of the same characters used congelguti

(e) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The
product shall be capable of ensuring that a “npdissword is not
possible.

(f) [Required: FW, IPS, VPN] The security device shall be capable of
setting and enforcing password syntax in accordamttecurrent DoD
Directives as defined in the latest JTF-GNO Comrmatiwns Tasking
Order 07-015.
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[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &I, LS] If
passwords are generated by the product, the prpdsgstvords shall be
capable of meeting the following requirements:

(@)

(b)

()

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS]
Product supplied passwords shall be “reasonabgistant to brute-
force password guessing attacks, i.e., the totallbau of product -
generated passwords shall be on the same ordeagrfitnde as what
a user could generate using the rules specifiedder-entered
passwords.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The
generated sequence of passwords shall have therprab
randomness, i.e., consecutive instances shall teratated, and the
sequence shall not display periodicity.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &I, LS] If
the “alphabet” used by the password-generationrighgo consists of
syllables rather than characters, the securith@fpiassword shall not
depend on the secrecy of the alphabet.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, EIl, AEILS] The product
shall ensure that it does not prevent a user flooosing (e.g., unknowingly)
a password that is already associated with anoterID (Otherwise, an
existing password may be divulged).

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product
shall not permit passwords to be embedded in sydefmed access scripts or
function keys.

[Conditional: MFSS, SS, LSC, MG] If the product has the capability to
display the “username of the last successful |Idgien the product shall
have the capability to enable and disable thatifeat

[Conditional: MFSS, SS, LSC, MG] If the product has the capability to
display last logon information (e.g., successfudlwotessful, date, and time
details), the product shall provide the capabilitylisable and enable that
feature.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &1, LS] If PINs
are used for passwords, the product shall havafigooable parameter for
the PIN length and the range shall be between(fjuaind twenty (20)
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characters with a default of four (4).

NOTE: All password requirements defined in thistieecapply to PINs when
used as passwords.

(@) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &I, LS] If
PINs are used for passwords, the product shallrertbat only
numbers are allowed (i.e., no “#” or “*”).

c. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &1, LS] If PINs{User
{Bs)are used for user identificationgfsue.g. the PIN is used as a user ID instead of
as apassword), the system shall be capable of ensthratgnly one individual is
permitted to use an assigned PIN.

NOTE: Since this can conflict with the precedieguirement, PINs (User IDs) must
be assigned to users and they shall not be alldavedlect their own PIN (User ID).
This requirement only applies when a PIN is usediger identification without any
other credential like a username or phone number.

(1)  [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &I, LS] If PINs
(User IDs) are used for user identification, thedurct shall have a
configurable length between six (6) and twenty (@@gracters and the default
shall be 6.

(2) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &I, LS] If PINs
(User IDs) are used for user identification, thetegn shall only use numbers
(i.e., no “#” or “*”) when assigning the PIN (UsHD).

NOTE: The uniqueness rules for the PIN (User I[2)the same as for any
user ID as described in the following requirements.

d. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product shall
be capable of ensuring that all authorized usedscastomers have unambiguous user
IDs, such as MAC addresses or usernames, for fobatiton purposes to support
individual accountability, auditability, and accessvilege.

(1) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product
shall be capable of supporting the unambiguity o$er ID. This implies that
the system shall prevent an appropriate admingstfedm creating (e.g., by
mistake) a user ID that already exists.
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[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]At any given instance of
time, the product shall be capable of internallynteaning the identity of all user IDs
logged on at that time.

(1)

(2)

3)

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be
capable of associating a process that is invokeal tser or customer with the
user ID of that user.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be
capable of associating a process that is invokeahioyher process, with the
ID of the invoking process.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be
capable of associating an autonomous processeg(obeesses running
without user or customer invocation) with an idéadition code (e.g., “system
ownership”).

NOTE: An example of this would be a daemon on aXUnNorkstation.

[Required: MESS, SS, LSC, MG, EBC, RSF, R, LS]A product shall have the
capability todisable(as-distinet-from-deletindeny access ta user ID after a |

configurable specified time interval, if that usBrhas never been used during that
time interval.

(1)

(2)

&(3)

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSJAlarm] _This |
capability shall be either an autonomous disabdithe user ID by the
productalong with an alarm/alert to notify the approggiadministratgror an |
alarm/alert generated by the product for an appatgadministrator who
then, depending on the policy, may disatieleletethe user ID by using |
appropriate commands.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]A disabledor deleted |
login ID shall not be re-enabled by the user ortla@oapplication user.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[Theproductshall

have-the-capability-to-configure-tilefaulttime-intervalaluefor disablinga
user 1D that has not been used during that tirexvat. The defaulhe
onflgurabletlme interval shall be 90 daysaeldmmﬂls&b#ngmlser
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g. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &I, LS] If the system
supports the capability to create temporary or gemey accounts, the system shall
provide the capability to automatically termindiese accounts after a configurable

time period

h. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The product shall be capable
of verifying that a specified user (e.g., admiragdr) is only connected to the product
a configurable number of times.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LE[Alarm] An attempt
for a specified user (e.g., administrator) to logmthe network a configurable
number of times shall cause an alarm to be sehetd!MS unless an
exception is granted per site policy.

Example: If a user should only be logged on ondhémetwork, but the user
attempts to logon while an active session for Hmesuser is ongoing, this
case could indicate a compromise of the user'ssoteds. Therefore, an alert
must be sent to the appropriate administratorsnfigured.

I. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, EIl, AEILS] The product shall
be capable of allowing the system security adnmaiigt to configure the number of
consecutive failed logins for a user before theéngquyocedure shall exit and end the
attempted session. The number of times shall tvede® two and five and the
default shall be three.

NOTE: The exception to these requirements is faaride emergency access
requirements (Section 5.4.5.1.7 "Authorization,paragraph 1 (I) and (m)).

(1) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, EI, AEILS] The product
shall be capable of immediately notifying the uskea failed login (i.e.,
“Login Failed”). The error feedback generated gy $ystem after the user
authentication procedure shall provide no inforemabther than “invalid,”
(i.e., it shall not reveal which part of the usatexed information [user ID
and/or authenticator] is incorrect). Informatiarck as “invalid user ID” or
“invalid password” shall not be reported.

NOTE: Itis acceptable to return a generic messagh as “Account
Locked” or “Account Disabled.”

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, EIl, AEILS] The product
shall be capable of allowing a locked out userdadsenabled by a
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configurable timer or manually by an applicatioows&y administrator, a
system administrator, or a system security adnmatist.

(@) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, El, &I, LS] If
a timer is utilized to re-enable a locked out uttez,default for the
lock-out duration shall be configurable and theadéfshall be 60
seconds when the threshold for incorrect user-edtieformation has
been exceeded. (This is because longer delaysecased to
temporarily disrupt the service by systematicadigking out all input
ports.)

(3) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] [Alarm] |
The product shall be capable of providing a med@rarib immediately notify
(in real time) an appropriate administrator whemttireshold for incorrect
user-entered information is exceeded.

(4) [Required:- MFSS, SS, LSC, MG, EBC, RSF, R, El, AEI, LS]When the |
threshold for incorrect user-entered informatios been exceeded, the
product shall not, as a default arrangement, sukffenassociated user ID.
(This is because suspension of user IDs can betasadtematically disable
all user IDs.)

k. [Required: FW, IPS, VPN] [Alarm] For security devices, enforcement of session
controls shall include system actions on unsucaekxi-ons (e.q., blacklisting of the
terminal or user identifier).

(1) [Required: FW, IPS, VPN] For security devices, successive l1og-on attempts
shall be controlled using one or more of the folloyv

* Access is denied after multiple unsuccessful toaiempts.
* The number of access attempts in a given pesidichited.
* Atime-delay control system is employed.

54.6.2.1.3 User Roles

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, EIAEI] The product shall be
capable of having different types of user’s roles.

NOTE: Section 5.4.5.2.1, User Roles, defines ifferdnt types of user roles. A vendor
may rename the user roles as long as the requiterasnmet. The user roles are used for
the purposes of originating VVolP sessions andh&awork management functions.
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a. [Required: MFSS, SS, LSC] The product shall be capable of having at lgast f
types of user roles: A system security administrat system administrator, an
application administrator, a privileged applicatisger, and an application user.

b. [Required: R, LS, EBC, RSF, MG] The product shall be capable of having at least
three types of user roles: A system security adstmator, a system administrator,
and an application administrator.

c. [Required: El, AEI] The product shall be capable of supporting atléaee types
of user roles: a system administrator, a privitegpplication user, and an application
user.

NOTE: The product demonstrates the ability to supg privileged application user
by being able to dial precedence digits to sighalliSC the precedence of the
session.

d. [Required: El, AEI] The product shall be capable of setting the deteer
precedence VVoIP session origination capabilitiR@JTINE.

e. [Required: MFSS, SS, LSC, MG, EI, AEI] The product default user role shall be
an application user.

f. [Required: R, LS, EBC, RSF] The product default user role shall be an apiina
administrator.

g. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, EIAEI] The product shall
be capable of working properly without Super Usaress privileges for any user
application roles (system security administrataystem administrator, an
application administrator, and application user).

h. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, EIAEI] The product shall
support appropriate system administrator functesmseparate” from other user
functions.

Q) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, EIAEI] The security
functions performed by an appropriate administrabail be identified and
documented.

(2)  [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] Ifthe
ability to enable or disable the administrators@mt is an option of a
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product, the products shall not require that treant be enabled or activated
during normal operation.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be
capable of providing a mechanism for the appropr@aministrator to
perform the following functions:

(@)
(b)

()

(d)
(e)
(f)
(9)

(h)
(i)

@)

(k)
()

Display all users currently logged onto thedorct.

Independently and selectively monitor (in riéale) the actions of any
one or more users, based on individual user identit

Monitor the activities of a specific terminplrt, or network address of
the system in real time.

Authorize users.

Revoke users.

Lock out and restore a specific system pornhterface.

Identify all resources accessible to any speaser along with the
associated privileges required to access them. BN(Resources (i.e.,
files, applications, processes, etc.) should béedeto users unless
specifically authorized access.

Deny the creation of a user ID that is alreedyse.

Disableor allow manual deletion & user ID after a specific period of |
time during which the user ID has not been used.

Reinstate a disabled user ID.
Delete a disabled user ID.

Create or modify a password associated witkex ID.

(m) Delete a user ID along with its password.

(n)

Prevent the retrieval of a password in clexat. te
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(0)
(p)

(@)

(r)

(s)

(t)

(u)
(v)
(w)
(x)
(v)
(2)

Define a password aging interval.

Define the interval during which an expired pasrd of a user shall be
denied reusing a password.

Define the events that may trigger an alarra lévels of alarms, the type
of notification, and the routing of the alarm.

Define the duration of session lockout, whidtwars when the threshold
on the number of incorrect logins is exceeded.

Specify a customized advisory warning bannat isndisplayed upon
valid system entry.

Define the duration of the time-out interval.

Define the privilege of a user to access auesn

Define the privilege of an interface/port to leed to access a resource.
Permit post-collection audit analysis tools feport generation.

Permit the retrieval, copying, printing, or aptling of the security log.
Deny the ability to modify or delete the setyfog.

Provide a mechanism to specify the conditiat thould necessitate
uploading the security log to avoid an overwritéha buffer.

(aa) Provide a capability to validate the corrgeration of the system.

(bb) Provide a capability to monitor the systenotgses and their

availabilities.

(cc) Provide a capability to detect communicatiooes above an

I. [Required:

administrator defined threshold.he types of communications errors that
must be detected include abnormally large numbiersceived packets
that fail decryption and/or fail to pass integrityecks (e.qg. failed CRC or
hash function computations).

MFSS, SS, LSC, MG, EBC, RSF]The product shall be capable of

ensuring that a user’s role or precedence abiéig/iot changed during the execution
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or exit from an application.

NOTE: The user shall not be able to use a costqlence mechanism, for example,
shell escape to a SUPERUSER mode. Or, if the egdn fails, it must not leave

the user in a different role with more privilegeghe user must reauthenticate (relog-
in) in order to assume a different role. If a systadministrator has granted a user
role limited root access (e.g., sudo for UNIX)sitgart of that person’s user role. This
primary method to mitigate the threats associatéld tlvis requirement is to use
industry best practices when developing the system.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The product shall only
transmit passwords that are encrypted.

NOTE: The Backbone Transport Services STIG requat router administrative
passwords are hashed using MD5.

[Reguired-Conditional: MFSS, SS, LSC, MG, EBCRSF.R, LS] Fheprodudf
the system provides remote access, the syshathbe capable of limiting user access
based on a time of day interval (i.e., duty hours).

NOTE: Even during the times where remote accesssisicted, local access is still
permissible for emergency situations.

a.

[Required: FW, IPS, VPN] The security device shall employ Role-Based Asces

Control (RBACQ) in the local and remote adminiswatbdf all device functions and
operations.

[Required: FW, IPS, VPN] The security device shall associate all userrggcu

attributes with an authorized user.

[Required: FW, IPS, VPN] The security device shall allow and maintain the

following list of security attributes for an autimed user:

(1) User identifier(s)
(2) Roles (e.g., System Administrator)
(3) Any security attributes related to a user id@nt(e.q., associated certificate)

[Required: FW, IPS, VPN] The security device shall immediately enforce:

(1) Revocation of a user’s role |
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(2) Revocation of a user’s authority to use an exniicated proxy
(3) Changes to the information flow policy rule sdten applied
(4) Disabling of service available to unauthengdatisers

e. [Required: FW, IPS, VPN] The security device shall ensure all administgatan
review the audit trail associated with their role.

f. [Required: FW, IPS, VPN] The security device shall ensure all roles cafopa
their administrative roles on the security devineally.

9. [Required: FW, IPS, VPN] The security device shall ensure all roles cafop®
their administrative roles on the security deviemotely.

h. [Required: FW, IPS, VPN] The ability to perform the following functionsahbe
restricted to an Administrator defined or predddirfiee., default) access control user
role: to cryptography security data and/or the tdage method used for forming time

stamps.

(1) [Required: FW, IPS, VPN] The ability to perform the following functions
shall be restricted to the System Administratoerol

(a) Modify security functions.

(b) Enable/disable security alarm functions.

(c) Enable and/or disable Internet Control Mes$mpocol (ICMP) (in an
IP-based network), or other appropriate networkneetivity tool (for a
non-1P-based network).

(d) Determine the administrator-specified periodimie for any policy.

(e) Set the time/date used for timestamps.

(f) Query, modify, delete, and/or create the infation flow policy rule set.

(a) Specify the limits on transport-layer conneicio

(h) Revoke security attributes associated withuders, information flow
policy rule set, and services available to unautbated users within the
security device.
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(2) [Required: FW, IPS, VPN] The ability to enable, disable, determine, and/pr
modify the functions of the Security Audit or thecBrity Audit Analysis
shall be restricted to the AAdmin role.

(3) [Required: FW, IPS, VPN] The ability to perform the following functions
shall be restricted to the CAdmin role:

(a) Enable and/or disable the cryptographic fumstio
(b) Modify security functions.

(c) Modify the cryptographic security data.

(d) Enable/disable security alarm functions.

(4) [Required: FW, IPS, VPN] The security device shall restrict the ability to
determine the administrator-specified network idmmt

5.4.6.2.1.4 Ancillary Equipment

1. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] Products that use
ancillary AAA and syslog services shall do so iseaure manner.

NOTE: An external AAA service is a service thaexdends beyond the boundary of the
system whereas an onboard AAA service exists witignsystem boundary.

a. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] Products that use
external Authentication, Authorization, and Accangt(AAA) services provided by
the Diameter Base Protocol shall do so in accorganth RFC 3588.

(1) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] Systems
that act as Diameter Agents shall be capable oigosonfigured as Proxy
Agents.

(@) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI]
Systems that act as Proxy Agents shall maintasi@estate.

(2) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] All
Diameter implementations shall ignore answers veckeihat do not match a
known Hop-by-Hop Identifier field.
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3)

(4)

[Conditional: MFSS, SS, LSC, MG, EBC, R, LS, EI, AH] All Diameter
implementations shall provide transport of its nages in accordance with the
transport profile described in RFC 3539.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] Products
that use the Extensible Authentication Protocol PEfvithin Diameter shall
do so in accordance with RFC 4072.

b. [Cenditienal-Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, El, AEI]
Productshat-use-external AAA-services-providedsbagll support the capability to
utilize the Remote Authentication Dial In User Service (RAS) shall-do-san
accordance with RFC 28650 provide AAA services.

NOTE: Fhe-use-of Diameteris-preferred—Futunéke previous UCR revisions
where RADIUS was a Conditionegquirementevisions-may-mandate-the-use of

BPiameter RADIUS is now a capability that is required wismpporting AAA
services

(1)

(2)

3)

(4)

[Cenditienak-Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, El,
AEI] Products that use the EAP within RADIUS shalkdan accordance
with RFC 3579.

[Cenditienak-Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, El,

AEI] If the products support RADIUS based accounting,system shall do

so in accordance with RFC 2866.

[Cenditienak-Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, El,

AEI] If the product supports RADIUS, it shall suppihet use of IPSec

and/or TLS using non-null transforms as definethaconfidentiality section
of this UCR20608(Section 5.4.6Requirements).

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] If the
product supports RADIUS and IPSec, it shall suptietuse of IKE for key
management as defined in the confidentiality seabiothis UCR2668

(Section 5.4.6Requirements).

c. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] Products that use
external AAA services provided by the Terminal Ags€ontroller Access Control
System (TACACS+) shall do so in accordance withtA€ ACS+ Protocol
Specification 1.78 (or later).

NOTE: The intent is to use the most current TACAGPHecification.
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(2) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] Ifthe
product supports TACACSH+, it shall support the osE’Sec and/or TLS
using non-null transforms as defined in the conftadity sectionof this UCR ‘

(Section 5.4.6Requirements).

(2) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS, E AEI] If the
product support TACACS+ and IPSec, it shall supfitetuse of IKE for key
management as defined in the confidentiality sectidhis UCR (Section |
5.4.6,Requirements).

[Conditional: El, AEI] Products that use external address assignmemteser
provided by the DHCP shall do so in accordance REC 2131.

NOTE: An external address assignment serviceseréce that extends beyond the
boundary of the system.

(2) [Conditional: EI, AEI] Products that act as DHCP clients upon receipt of
new IP address shall probe (e.g., with ARP) thevast with the newly
received address to ensure the address is notiplease.

NOTE: The actions to take if a duplicate addresdetected are found in RFC
2131.

(2) [Conditional: EI, AEI] Products that act as DHCP clients upon receipt of
new IP address shall broadcast an ARP reply towamo®the client’'s new IP
address and clear outdated ARP cache entries ia bnghe client’s subnet.

[Conditional: R, LS, EI, AEI] Products that use external AAA services provioigd
port based network access control mechanismsdhaib in accordance with IEEE
802.1X-2004 in combination with a secure EAP typAR-TLS, EAP-TTLS, or
PEAP).

(2) [Conditional: R, LS, EI, AEI] Products that use external EAP services
provided by EAP shall do so in accordance with R#@8 and its RFC
extensions.

€)) [Conditional: R, LS, EI, AEI] Products that support EAP as a
minimum shall support authentication using shaesmutess.
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NOTE: RFC 3748 requires that systems support ityeMotification,
Nak, and MD-5 Challenge Request/Response exchanges.

f.  [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Products that use external
syslog services shall do so in accordance with RE&— and[Required UCR
2012]RFC 5424.

NOTE: Even in UCR 2012, support for RFC 3164 fotedisyslog messages would

still be required for backwards compatibility.

(2)

3)

(4)

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Products that
support syslogver UDP in accordance with RFC 31€all use UDP port

514 for the source port of the sender when usin@ i transport.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Predtets-that
suppoHlf the product supportsyslog the producshallsupport the capability
to transmit messages in the format defined by RFC 3164

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Preducts-that
suppoHlf the product supportsyslog the producshallsupport the capability
to generate syslog messages witakie all the parts of the syslog packet as
described in Section 4.1 of RFC 3164.

(@) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the
originally formed message has a TIMESTAMP in theABIER patrt,
then it shall be the local time of the device withis time zone.

(b) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the
originally formed message has a HOSTNAME field ntiteshall
contain the hostname as it knows itself. If itsloet have a hostname,
then it shall contain its own IP address.

(©) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the
originally formed message has a TAG value, thehatl be the name
of the program or process that generated the messag

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If products use
TCP for the delivery of syslog events, then theesysshall do so in
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accordance with the RAW profile defined in RFC 3195

NOTE: At the time of this document's writing, stlhelieved that IETF "draft-
gerhards-syslog-plain-tcp" will deprecate RFC 3\hen approved, it is
expected that this standard will be mandated itJG® for TCP Syslog
implementations.

NOTE: The capability to provide reliable delivenr Syslog events is
expected to be mandated as hard requirement irefllGR versions

[Required UCR 2012: MESS, SS, LSC, MG, EBC, RSF, RS] Ifthe

(6)

product supports the transmission of syslog messagger UDP, it shall
support the capability to do so in accordance RIiC 5424 and RFC 5426
"The Transmission of Syslog Messages over UDP."

[Required UCR 2012: MESS, SS, LSC, MG, EBC, RSF, RS] Ifthe

(7)

product supports the transmission of syslog messaggr TLS, it shall
support the capability to do so in accordance WEHTC 5424 and RFC 5425
"The Transport Layer Security (TLS) Transport Magapfor Syslog"
(including any errata that may exist).

) [Required UCR 2012: MESS, SS, LSC, MG, EBC, RSF, RS] If
the product supports the transmission of syslocgsamEs over TLS,
the TLS profile used to support RFC 5425 shall confo all of the
applicable TLS requirements in this UCR.

(b) [Required UCR 2012: MESS, SS, LSC, MG, EBC, RSF, RS] If
the product supports the transmission of syslogsamgEs over TLS,
the product shall support the use of X.509v3 dediés issued from a
DoD approved PKI in order to support mutual autloation with the

syslog server.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the product

supports delivery of sylsoq events, the producll si@port the capability to:

a. Detect network connectivity errors
b. Provide a mechanism to buffer a configurable Ioemof syslog events
c. Deliver any buffered events once network conwiggts restored
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NOTE: This requirement applies not only to scermavithere reliable delivery
allows for detection of lost messages, but alsmtmectionless transports like
UDP where OSl layer 1, 2, or 3 connection erroevent successful delivery
of messages onto the network.

2. [Required: FW, IPS, VPN] The security device shall be able to use at leastexternal

authentication method (e.q., RADIUS, TACACS+, and/DAP).

3. [Required: EBC] The EBC shall either support an onboard VVoIP/IBS capability

that can monitor all VVoIP signaling and mediaficiin decrypted form, or support the

capability to present all signaling and bearefficad an external VVolP IDS/IPS in a

Secure manner.

a.

[Required: EBC] [Alarm] The VVolP IDS/IPS threat detection capabilitiealEhe

in accordance with the VVolP IDS/IPS functionaluggaments specified in Section
5.8 of this UCR. The product shall alarm to the Ndi&n these threats are
identified.

[Conditional: EBC] If the EBC provides the capability to transmitdemted media

and signaling to an external VVVolP IDS/IPS platfothe EBC shall at a minimum
provide FIPS-compliant confidentiality and integribr this information in an
manner that conforms to the crytographic profilesc#fied for TLS and IPSec in this
UCR.

[Conditional: EBC] If the EBC provides the capability to transmitdmted VVolP

media and signaling to an external IDS/IPS platiahis interface shall use publicly
accessible specifications and standards.

NOTE: The intent of this requirement is to ensina third party IDS/IPS vendors
have the information necessary to create an irgerfaat can accept and process the
received VVolP information.

546.2.15 Authentication Practices

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS, EIAEI] The product shall be
capable of authenticating users and appliances.

a.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product shall
only allow authenticated users and appliancestesacthe system.
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(1) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product
shall ensure that authentication credentials ar¢ransmitted in the “clear”
(i.e., credentials are encrypted end-to-end).

NOTE: The PKI certificate does not fall under threguirement due to the
nature of the public key authentication model.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSFW, IPS, VPN The |
product shall be capable of ensuring that systesasacpoints that provide
remote login facility also provide authenticati@naces that are capable of
utilizing authentication mechanisms that are stesrigan usernames and
passwords (i.e., using two-factor authenticatidrofsy authenticatigi-] and
using an 1&A technique that is resistant to re&@acks).

(a) [Required: FW, IPS, VPN] The security device shall require user
identification and authentication via one of thikdwing specified
methods before enabling user access to itselfydawice under its
control:

a. Local access authentication mechanism. |

b. Remote access two-factor, authentication meshani
implementing the DoD Public Key Infrastructure (PKI
authentication (defined in detail in Section 5fpfmation
Assurance Requirements), either internal to secdavice or via
an external AAA service such as RADIUS or TACACS+.

(b) [Required: FW, IPS, VPN] The security device shall provide a local
authentication mechanism to perform user authdidita

3) [Required: LSC] The product shall be capable of authenticatiegghusing
TLS (or its equivalent) (Thresholdréd/erwith PKI certificates
issued from a DoD approved PKI.

NOTE: This assumes the El is served directly leyappliance.

4) [Required: LSC] The product shall be capable of authenticatiegARl|
using TLS with PKI certificatessued from a DoD approved PKI |

(5) [Required: EI] The product shall be capable of authenticatiegtBC using
TLS (or its equivalent) (Thresholdréd/erwith PKI certificatesssued from a
DoD approved PKI
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(6) [Required: AEI] The product shall be capable of authenticatiegthC
using TLS with PKI certificatessued from a DoD approved PKI.

b. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSEI, AEI] The product shall
be capable of authenticating an appliance usin@#ie Pk

Mod=The =l bepleaion el i o nnee e L 1
2008certificates issued by a DoD approved PKI.

(1) [Conditional: -LSC, SS, EBC, RSF, MFSS, EI, AEI]If the product is PKE,
then the system shall use=-BeBPKI certificatesssued from a DoD
approved PKWwith the associated public key in the TLS cerafeemessage
for authenticating appliance when using-ASP.

NOTE: Some options considered to meet this remerg include the use of
OSAOCSP respondend certificate trust lists as discussed in Sactio

5.452+ f this UCR.

(2) [Conditional: MFSS, SS, LSC, MG, EBC, RSF]If the product supports
web browsers and web servers, the system shalifmbte of usingpeb-PKl
certificatesissued by a DoD approved PWith the associated public key in
the TLS certificate message for authenticatingsuser

c. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product shall
be capable of ensuring that user authenticatiotofying in, logging, and auditing of
an appliance shall be at least as strong as dDiserd the appropriate password/PIN
(user ID) entered over a previously establishestédi path.

NOTE: The previously established trusted path erssthat the password is not
transmitted in the clear. It is acceptable foitays to use RADIUS, TACACS+, or
Diameter for AAA services.

(1)  [Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] If a CACor
other PKI token approved by the DoD PKI PMO (e.y/)Rs used for
authentication purposes, tB&\C-user'scredentialsrom the CAC or token
shall be passed by the authentication mechanismldical authentication,
RADIUS, DIAMETER, TACACSH+, etc.) to thpreduetproduct's
management and configuration applicatitorsthe purposes of providing
role-based access control

NOTE: For example, this means that the productlshoot have to require a
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second authentication, such as a username andgrassovoccuifor EMS
funections—authorization purposes after the CAC or other apgmidoken-
based authentication has successfully completed.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product shall
not support ways to bypass the deployed authermrcatechanism.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, EI, AEILS] The product shall
perform the entire user authentication proceduenéfthe user ID that is entered is
not valid.

NOTE: The notification requirements associatedhwifailed login are covered in
theother requirements in this section of the UZRS |

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product shall
protect (i.e., encrypt) all internal storage ofreauttication data to ensure
confidentiality. |
NOTE: This requirement is not meant to presergsisa keys during a power cycle.
It is primarily meant to ensure that an intrudextthains access to the system is not
able to view the authentication information in clesxt.

[Required: El, AEI] The product shall be capable of allowing usenslace
ROUTINE precedence and emergency calls withoutessittating.

[Required: El, AEI] The product shall only allow authenticated useraccess the
product for services above the ROUTINE precedence.

(2) [Conditional: LSC, EI, AEI] If the product uses SIP, the system shall use
digest authentication as specified in RFC 3261@nalith PKI certificates for
authenticating user credentials to the LSC vieEher the AEI.

NOTE: The LSC is responsible for the authentigatlecisions. The method
for authenticating a user with their PKI certifieas a vendor decision due to
the immaturity of the current standards. Vendoay choose to implement
user authentication using PKI certificates as desdrin RFC 3261 or as
described in RFC 3893.

(2) [Required: LSC, EI, AEI] The user authentication mechanism shall be
software enabled or disabled.

NOTE: In certain deployments, the user does neg liae time to input
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authentication credentials and the El or AEl isated in a secure environment
where credentials are not necessary due to theamisBy default this
capability will be disabled to allow users to plaadis without authenticating.

€)) [Required: El-and, AEI, (Softphone)] If the product is a softphone,
the product shall provide user authentication ®spnting th&€AC
usercredentialofextracted frontheusefCAC or other DoD PKI PMO
approved PKI toketto the LSC.

i. [Required: EI, AEI] The product shall only allow an
authenticated system administrator to perform cpmétion
functions.

NOTE: This requirement is focused on network aB«€CL
configuration items and is not meant to precludsasifrom
personalizing the phone through configuration itéikesvolume
control (to include mute), speakerphone enablditbs@f
originally enabled by the system administratorpdset
enable/disable, LCD contrast, voice mail featuspged dial and
call forwarding features.

I. [Required: El, AEI] The product shall not display configuration imf@tion
without proper authentication.

NOTE: The minimum requirement for authenticatisméefinedJCSR-2008this
section of the UCR, Section 5.4.6.2.1Authentication Practiceparagraph-1.c

J- [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The product shall be capable
of ensuring that all ports on a system that supppetations related command inputs
(e.g., SNMP SET commands) exercise strong autteimicmechanisms for access
control.

k. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of ensuring that all appliances that support cotioe@riented communications also
support mutual authentication between the requestothe provider.

NOTE: A connection-oriented communication is ssg@sbetween two VVolP
appliances where the Transport Layer Protocol seokisowledgments to the sender
regarding incoming data. This type of session lhspeovides for retransmission of
corrupted or lost data.
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[Required: El, AEI] The product shall properly operate when autostegfion is
disabled.

NOTE: Auto-registration is typically used duringtial installation of large numbers
of Els. It involves the automatic registrationkdé to the LSC, automatic assignment
of IP assignment of IP addresses and user IDsaatmnatic download of application
files. Typically, auto-registration is disabledeatfinstallation and manual changes
are made.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSJThe default authentication
mechanism for SNMPv3 shall be HMAC-SHA-9&erefore, the product will
present HMAC-SHA-96 on the appropriate SNMPv3 agunfation interface as the
default authentication mechanism.

[Required: FW, IPS, VPN] Identification and Authentication management

mechanisms shall include, in the case of commupitdietween two or more
systems (e.q., client server architecture), bidioeal authentication between the two

systems.

5.4.6.2.1.6 Public Key Infrastructure

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AECenditional—, EI] The product
shall be capable of meeting the D&Dblic Key EnablemenPKE) requirements for PKI
based authentication.

NOTE: The requirement for an El to be PlsEvasconditional forthis-iteration-of-the
UCR 2008 Change,butwilt-beis nowrequired intheUCR 2010-The-condition-foithis

otsbenaptlbe e e tbe b be BLle oo poone smend e r e e ne

a.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Cenditienal—, EI] The |
product shall be capable of generating asymmairibl{c and private) key pairs and
symmetric keys.

(1) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Conditional—, El] |
The product shall be capable of generating asynmeriatys whose length is at
least16242048for RSA. |

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Conditional—, El] |
The product shall be capable of generating symmkéys whose length is at
least 128 bits or [Required UCR 2012]256 bits. |
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3)

(@ [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+
Conditional-, EI] The product shall be capable of distributing keys
used for symmetric encryption out-of-band or byuseryptographic
processes that comply with in FIPS 140-2.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEIConditienal—, El,
FW, IPS, VPN] The product shall be capable of generating keysgua
random source algorithm that meets the requiren®w@ii2S-186

a. FIPS 186 if the product's randomizer is apprdmwellIST before and
including 2010

b. NIST SP 800-90 if the product's randomizer israped by NIST after
2010

NOTE: At the time of this document's writing, drafiST SP 800-131 fully
deprecates FIPS 186 randomizers after the year. 2015

b. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+Cenditional—, EI] The
product shall be capable of storing key pairs dwit related certificates.

(1)

(@)

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Conditienal—, El]
The product shall be capable of storing certifisdte a subscriber.

NOTE: A subscriber may be itself, another appleror a user of the

product. The certificates may have the same plelcand may be
associated with different issuers, different useslifferent validity periods.
The certificates are stored on the appliance fargety of reasons including
for historical purposes. This requirement is fmrdl authentication of the user
and is not meant to obtain the private key of thtessriber.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Conditienal—, El]
The product shall be capable of protecting thegte\key from compromise
or loss.

NOTE: Therequirement-may-be-satistied-by-meeimgduct must minimally

meetthe requirements of FIPS 140-2 for protecting keys also conform to
any requirements that are more stringent whictspegified in this UCR

(@ [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, AEIEI] If the
certificate shall be used for non-repudiation psg® the product shall
be capable of ensuring that all copies of privatgskgenerated for
actual or possible non-repudiation purposes arertte owning
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entity’s sole control.

NOTE: A subsequent requirement mandates thatysters is capable
of using the certificate for non-repudiation bytsgf the key usage
extension for non-repudiation. An example of adhiee non-
repudiation is to verify that a user made a malisioonfiguration
change on the platform.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEI, El]The
product shall be capable of meeting the requiresnfemtievel 1 of

FIPS 140-2n FIPS Mode (i.e approved for federdbovernmentse l

as-opposed-to-commercial-uand operate in a FIPS approved mod
as defined in FIPS 140-2.

NOTE: Where the requirements listed are more setthian FIPS 140-
2, UCR 2008 requirements supersede FIPS 140-2.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, AEIEI] If the
product performs operations with the unencryptedikesoftware, the
system shall be capable of encrypting or destrothedgey as soon as
the operation is complete.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, AEIEI]
passwords are used to protect private keys, thduptshall be

capable of ensurlng that the passwerdeleeted—#ema—spaeeef at

minimum the requwements in this UCR for passwmmplexny (size,
character type, and diversity).

NOTE: This requirement is meant to prevent a n@lg user from
usmg password guessing to gain access to thet@rkeg{s—'Fhe

en%#passwe#d&a#aased%—ppeteet—pwa{ekélme requirement,

by itself, does not mandate passwords. In accoslafith the
Application Security and Development STIG, priviatg's must be
accessible only to administrative users.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE}
Conditional—, EI] The product shall operate with DaDprovedrust
points_(e.qg. public keys and the associated certificiteselying
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party deems as reliable and trustworthy, typicRlbot Certificate

Authorities).

NOTE: Trust points areirtherdefined indER-2008;Appendix Aof
this UCR Definitions, Abbreviations and Acronyms, and Refees.

i. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE
Conditional—, El] The product shatbbtain-the-status
efauthenticatendividual certificatesremup toaBeb trust point.

ii. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, AEIEI] If
thea trust point is not established, the product shiathin-the
status-eduthenticatendividual certificates from the issuer
specified on the individual certificate—frormup tothe root
certificate authority (CA).

c. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+Cenditional—, EI] The
product shall be capable of protecting certificdled are trust points.

NOTE: Methods used to protect trust points incltesricting access to and use of
this capability to designated individuals.

d. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+Cenditional—, EI] The
product shall be capable of supporting end enétyex and device certificates in
accordance with methods described in the DoD PKEEanal Interface
Specification (June 2007).

e. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Ceonditional—, EI] The
product shall be capable of importing key pairiatesl certificates, and certificate
revocation information.
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[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Cenditionak—, El|
The product shall be capable of using the LDABYHTTP, or HTTPSas
appropriatevhen communicating with the DoD PKI.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEl-Ceonditienal—, El|
The product shalbe-ecapablgupport allof aceepting-needed-old-certificates
ten o hat rod or | Bland E
Sevmendlen Lo Lo DDl e wbooe pone o e ethe e e o)
fromapplicable requirements in the latest DoD PKE Aggilbn Requirements
specification published biyhe DoD PKlarehive-using-HFFPBMO.

NOTE: At the time of this document's writing, itegavisioned that a new
version of the DoD PKE Application specificationginally published in
2000 will soon be released

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEI]The product shall be
capable of requesting and accepting informatioangigg the status of
certificates using CRLs or thenr-lireOnline CertificateStatusSheek |
Protocol (OCSP) as defined in RFC 2560 and in tbB PKI Functional
Interface Specification dated June 2007.

(@) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, AEIEI] If |
CRLs are used, the product shall be capable ofjuether the date
and time specified in the next update field in @RL or using a
configurable parameter to define the period assediaith updating
the CRLs.

(b) [Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIEI] If

CRLs are used, the product shall be capable ofrobtathe CRL
from the CRL Distribution Point (CDP) extensiontbé certificate in
question. The product shall be able to process Hidifters in the
CDP field whereas the ability to process HTTPS EDAP pointers is

objective

(9] [Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIEI] If

OSCP is used, the product shall support the capatulutilize the
Delegated Trust Model (DTM), whereby the OCSP respo's
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(4)

certificate is signed by a DoD approved PKI CAagtordance with
DoD PKI PMI quidance.

NOTE: The OCSP responder's DTM certificate is appérto every
OCSP response sent from the DoD PKI OCSP resparfélergucts
should expect this certificate to change reqgularly.

(d) [Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIEI] If

OCSP is used, the OCSP Responder shall be contamted on the
following information:

1) The OCSP Responder pre-configured in the ag@icar toolkit;
and

2) The OCSP Responder location identified in thes®dield of the
AlA (Authority Information Access) extension of tleertificate in

question.

3) If both of the above are available: The prodinzll be
configurable to provide preference for one overdther.

4) The product should (not shall) be configurabl@fovide
preferences or a pre-configured OCSP Responded loasthe
Issuer DN.

[Required: EI] The Elshall support a mechanism for verifying the status

(5)

an LSC certificate using a Certificate Trust LIST()}-ervia-the- OSCH.
CRLs, an online status check (OSCP in the cadecoDbD PKI).

NOTE: Itis understood that the system administratust ensure that the
CTL is current to ensure that the status is aceurat

NOTE: When implemented the CRL and OCSP implemiamtahust
conform to the CRL and OSCP requirements specifiegiously and later in
this section.

[Sonditional—Required: LSC] H-the-EHsDoeb-PKEth€éhe LSC shall
verify the status of an El certificate using tbertificate Trust ListCTL-ef),
CRLs,an9©SConline status check (OSCP in the case of the DoD.PK

NOTE: Itis understood that the system administratust ensure that the
CTL is current to ensure that the status is aceurat
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NOTE: When implemented the CRL and OCSP implemmtahust
conform to the CRL and OSCP requirements specifiegiously and later in
this section.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+Cenditional—, EI] The |
product shall be capable of performing public kpgrations necessary to verify
signatures on DoD PKI signed objects (i.e. cedis, CRLs, an@SSOCSP
responderesponses).

(1) [Required: -MFSS, SS, LSC, MG, EBC, RSF, R, AECenditienal—, El] |
The product shall be capable of producing SHA dgyefmessages to
support verification of DoD PKI signed objects.

(a) [Required: MESS, SS, LSC, MG, EBC, RSF, R, AEIl, El]The
product shall support the capability to verify derates, CRLs, OCSP
responses, or any other signed data produced mpeaapproved PKI
using RSA in conjunction with the SHA-256 algorithm

NOTE: During the migration to SHA-256, certificatkrains may
contain a mix of certificates signed using eithelAS1 or SHA-256
within the same chain.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEI, El] The product
shall reject all new sessions associated with aked certificate.

3) [Required: MFSS, SS, LSC, MG, EBC, RSF, R]The product shall log
when a session is rejected due to a revoked cauttf

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+Cenditional—, EI] The |
product shall be capable of supporting the devetayrof a certificate path and be
able to process the path.

NOTE: The path development process produces a&reguof certificates that
connect a given end-entity certificate to a trushp The process terminates when
either the path tracks from a trust point to an emntity or a problem occurs that
prohibits validation of the path.

(1) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEl-Conditional—, El] |
The product shall be capable of verifying certifecaignatures using the
certificate issuer’s public key.
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(2)

3)

(4)

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Conditienal—, El]
The product shall be capable of ensuring that tleetéve date falls within the
certificate’s validity period.

NOTE: The effective date is the date when thes@ation was initiated.
Normally, the effective date should be considehesddurrent date unless
reliable evidence exists to establish an earlifmcéf/e date.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEl-Ceonditienal—, El|
The path process shall fail when a problem thahiprts the validation of a
path to occur.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Conditienal—, El]
The product shall be capable of ensuring the uslioh certificates through a
status check.

NOTE: The status check is done at the time théficate is presented to the
appliance. Status checking involves checking tatris of certificates in the
path to ensure that none are revoked.

(@) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-
Conditional—, EI] The product shall be capable of verifying the
signature ofthe CRL or thedSconline status cheaesponseg(for the
DoD PKI, this will be an OCSP responder responsssange).

i. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, AEIEI]
H[Alarm] During VVoIP session establishmentthé product
usesthe-OS@n online status ched& validate a certificate and the
product cannot contact tlwaline status check respondédSCR
(in the case of the DoD PKI, this will be an REGRPCSP
responderand backup OSCRs, the product wihtinue-the
procesgstablish the VVolP session (e.g. shall not teat@rthe
session)but will log the event and send an alarm to theS\M

NOTE: This requirement applies only to the esthinlisnt of
VVoIP sessions. This requirement is not applicablsecenarios
related to non-VVolP-session related functions saglogging in
to administrative interfaces. The intent of tleguirement is to
prevent phone calls from being denied due to cdnncissues
with the OCSP responder.
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i. [Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIE]]

[Alarm] During VVoIP session establishment, if the pradiges
CRLs to validate a certificate and the product cameach the
CRL Distribution Point (CDP) or any backup CDP® product
will continue the process (e.g. shall not termirthesession), but
will log the event and send an alarm to the NMS.

NOTE: This requirement applies only to the estéinlient of
VVoIP sessions (see the note on the precedingneament).

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEI, El]The
product shall be capable of verifying that the GRis not expired
(even if the target certificate has not expired3tuall be capable of
verifying that theSGonline status chedlesponséin the case of the
DoD PKI, this will be an OCSP respongmdlicates the certificate is
valid.

NOTE: The intent of this requirement is to endined the
OSChonline status check resporaeCRL is valid before completing |
the status check.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEF l
Conditional—, EI] The product shall be capable of searching the li
of revoked certificates to determine that the thogetificate is not
included or the revocation date is after the eifectlate.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+
Cenditional—, EI] The product shall be capable of rejecting expire
certificates.

NOTE: An example of this case would exist if atifieate’s effective
date is reliable, but the certificate has sincarexip

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEIEI] The |
product shall log an event if the certificate igoted due to a status
check.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AECenditienal—, El| |
The product shall be capable of ensuring thatritended use of the
certificate is consistent with the DoD PKI extemsio
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(6)

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE-Cenditionak—, El|
The product shall be capable of ensuring that #yeusage extension in the
end entity certificate is properly set.

(@ [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+
Conditional—, EI] The product shall be capable of ensuring that the
digital signature bit is set for authenticationsise

(b) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+
Conditional—, EI] The product shall be capable of ensuring that the
non-repudiation bit is set for non-repudiation uses

(c) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AE+
Conditional—, EI] The product shall be capable of ensuring that the
DoD PKI fields are populated in accordance withEu® PKI
Functional Interface Specification dated June 2007.

h. JRequired: MESS, SS, LSC, MG, EBC, RSF, R, AEI, El] The system shall

periodically examine all of the certificates analstrchains associated with ongoing,

long-lived, sessions. The system shall terminateamgoing sessions on the basis of

updated revocation/trust information if it is detémed that the corresponding

certificates have been revoked, are no longerdd sir are expired.

NOTE: The system must not terminate VVoIP sesssimply because of a failure to

retrieve the latest CRL or perform an online statusck (see Section 5.4.6.2.1.6

Paragraph 1.9.4.a.i and 1.g.4.a.ii)

(1)

[Conditional: MESS, SS, LSC, MG, EBC, R, AEI, El] If the system

(2)

supports manual loading of a CRL or certificatestiists configured by an
administrator, the system shall check all ongoEss®ns as soon as updates
to the internally stored CRL or trust lists occur.

[Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIEI] If the system

supports automated retrieval of a CRL from a CRdtrdiution point (CDP),
the system shall immediately check the certificaied trust chains associated
with all ongoing sessions against the newly reagteCRL.

(a) [Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIEI] If the
system supports automated retrieval of a CRL fra@iR& distribution
point, by default, devices shall retrieve the [a@RL every 24 hours.
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(b) [Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIEI] Ifthe
system supports automated retrieval of a CRL frd@iR& distribution
point, the system shall support the ability to égunfe the interval in
which the CRL is periodically retrieved.

(3) [Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIEI] If the system
supports queries against an online status chepbmegr (an OCSP responds
in the case of the DoD PKI), the system shall mkc@lly query the respondel
to determine if the certificates correspondingrig angoing sessions have
been revoked.

(@ [Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIEI] Ifthe
system supports queries against an online staekaksponder (an
OCSP responder in the case of the DoD PKIl), byulieflor each
session, the device shall query the online stdtaslcresponder every
24 hours for as long as the session remains active.

(b) [Conditional: MESS, SS, LSC, MG, EBC, RSF, R, AEIEI] Ifthe
system supports queries against an online staekaksponder (an
OCSP responder in the case of the DoD PKI), theesyshall support
the ability to configure the interval at which tégstem periodically
gueries the online status check responder.

[Required: MESS, SS, LSC, MG, EBC, RSF. R, El, AEI][Alarm] The system

shall be capable of sending an alert when instaietificates corresponding to trust
chains, OCSP responder certificates, or any othtificates installed on the device
that cannot be renewed in an automated mannengaring expiration.

NOTE: Since Els and AEIs are not expected to harezidaccess to the NMS, the
LSC, MESS, or SS is expected to generate this taléhie NMS on behalf of any
subtended Els or AEIs.

(1) [Required: MESS, SS, LSC, MG, EBC, RSF, R, El, AEI][Alarm] By
default, the system shall be capable of sendirsyaleirt 60 days prior to the
expiration of the installed credentials which canp® automatically renewed
This alert should be periodically repeated on aklyeer bi-weekly basis by
default.

[Required: MESS, SS, LSC, MG, EBC, AEI, EI] The product shall verify that the

identity claimed in an X.509v3 certificate, usedesiablish an authenticated and
secure channel, correctly maps to the identitynodal in signaling messages

transmitted within the same secure channel.
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NOTE: In the case of AS-SIP, an example would signg that the previous hop

specified by the domain parameter of a SIP URhM\8-SIP Route header matches

the identity specified in the Subject Common Namklfof the X.509v3 certificate

received during TLS session establishment.

NOTE: At this time the identity claimed in an X.5@certificate may be a FODN,

IPv4, or IPv6 address.

(1)

[Required: MESS, SS, LSC, MG, EBC] [Alarm] The product shall support

(2)

the capability to generate and transmit an alarthed\NMS when it detects a
mismatch between the identity claimed in an X.508eRificate used to
establish a secure channel at a lower layer, amdldntity claimed in
messages within the established secure sessiatheRuore, the product
shall deny the operation requested by the messateiging the mismatched

identity.

NOTE: Examples include cases where a device atgetopise a phone
number not assigned to the identity claimed inXt&09v3 certificate
presented by the device. Another example inclgdsss where the domain in
the SIP URI of a Route header unexpectedly doesmatth the identity in the
X.509v3 certificate.

[Required: MESS, SS, LSC, MG, EBC, El, AEI] The product shall support

3

the capability to examine the identity claimed bg X.509v3 Subject
Common Name field and compare it to the identiimkd within signaling
messages regardless of whether the claimed ideatitiains an FQDN, IPv4
address, or IPv6 address.

[Required UCR 2012: MESS, SS, LSC, MG, EBC, AEI, Bl The product

(4)

shall support the capability to examine all of ithentities presented in the
Subject Alternative Name and the Subiject fieldthefX.509v3 ceritficate to
determine if any of these fields contain a FQODN/4IRddress, IPv6 address,
or SIP URI that corresponds to the appropriatetitlecontained in signaling

messages.

[Required: MESS, SS, LSC, MG, EBC, AEI — Condition& EI] The

product shall adhere to the requirements in RFQ 53sttion 7.2 "Comparing
SIP Identities" when comparing the domains extcatem X.509v3
certificates with SIP identities contained in silimg messages.

NOTE: The condition for Els is the use of SIP or-81F.
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(5) [Conditional: MESS, SS, LSC, MG, EBC, AEI, EI] If the product does not
support DNS, the product shall support the cagatidi statically map the
FODNSs contained in X.509v3 certificates to IP addes via a configurable

lookup table.

(a) [Objective: MESS, SS, LSC, MG, EBC, AEI, EIl The product shall
support the capability to use DNS to map the FOQPdigained in
X.509v3 certificates into IPv4 or IPv6 addresses.

546.2.1.7 Authorization

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEI, EILS] The product shall be
capable of providing authorization for servicesemsed on the system.

a. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEI, LS]The product shall be
capable of denying system access to any user udiessfied with a user ID and
authenticated. Only authorized users shall bevaktbsystem access. This holds for
all users (i.e., persons, processes, or remoteragst

NOTE: This requirement applies to multiple acagges to include remote login,
telephony services, and direct system access. tawell and emergency service
needs may result in this requirement being exemsome end instruments.

b. [Required: MESS, SS, LSC, MG, EBC, RSF, R, AEI, EILS] The product shall
not allow the user to access a resource unlessisieas user ID has an appropriate
privilege to access that resource.

NOTE: ROUTINE and above VVoIP sessions may beaizad for all users of the
system and this feature may be disabled if theesysiare located in secure facilities
for precedence sessions.

Q) [Required: LSC, MFSS, SS] The product shall only forward a signaling
message when the forwarding destination is autbdriz

NOTE: This is to ensure that sessions are notdoded to an unauthorized
destination. This includes on-net and off-net idesions.

c. [Required: R, LS, EBC, RSF] The product shall be capable of regulating remote
access by employing positive technical control$\sagproxies and screened subnets.
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NOTE: Proxies and screened subnets are providad herder controllers, access
control lists, firewalls, and virtual LANSs.

d. [Required: R, LS, EBC, RSF] The product shall be capable of configuring pesxi
and screened subnets to limit access to only apgrawetwork service classes and
configured traffic levels for the authenticatedrss&nd end instruments.

NOTE: Proxies and screened subnets are provideding border controllers,
access control lists, firewalls, and virtual LANNetwork service classes are defined
by the QoS WG, and they may consist of voice, videuol data service classes.

(1)

[Required: R, LS, EBC, RSF] The product shall have the capability of
controlling the flow of traffic across an interfaiethe network based on the
source/destination IP address, source/destinabdmpmber, DSCP, and
protocol identifier (“6 tuple”).

(@)

(b)

[Required: EBC, RSF] The product shall have the capability of
opening and closing “gates/pinholes” (i.e., padkitring based on
the “6 tuple”) based on the information containdthim the SDP body
of the AS-SIP messages.

i. [Required: EBC, RSF] The product shall have the capability to
close a “gate/pinhole” based on a configurable mewictivity
timer and issue a BYE message to upstream and d@&ansAS-
SIP signaling appliances (lost BYE scenario).

NOTE: The inactivity timer is based on the inaityiwf the media
stream.

A. [Required: EBC, RSF] The default media inactivity value for
closing a session and issuing BYE messages shab be
minutes.

[Required: R, EBC, RSF] The product shall have the capability of
permitting the configuration of filters that wilepmit or deny IP
packets on the basis of the values of the packetisce address,
destination address, protocol, source port, antindg¢®n port in the
packets header. These filters shall have the dagailf using any one
value, all values, or any combination of valuegteFs using source
ports and destination ports shall have the capabdibe configured to
use ranges of values defined by the operatorsy{igldo, (2) greater
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than, (3) less than, (4) greater than or equahtb(&) less than or
equal to.

[Required: R, LS] The product shall be capable of utilizing VLANs t
segregate VVoIP and data traffic. Servers reqgiaocess to multiple
VLANSs shall be kept in a DMZ connected to the fiedand separating the
two VLANS.

NOTE: For the purposes of this UCR 2008, all streaf packets associated
with a VTC session are considered video to inchamlee, video, and data
streams. A DMZ, in this context, may exist betwega VLANs within the
Edge Segment.

(@)

(b)

(€)

[Required: R, LS] The product shall be capable of supporting a
minimum of five distinct VLANs for VVolIP.

[Required: LS, R] The product shall be capable of ensuring that Els
(that do not contain a multi-port switch) and VVd@ppliances are
only connected to switch ports with access to theN? VLAN(S).

NOTE: This requirement is not applicable to amiih an embedded
multi-port switch.

[Conditional: El -and, AEI] If the product supports a data |
workstation, then the system shall be capable gbsuing 802.1Q
Trunking to separate VVoIP and data traffic, shall have a separate
Network Interface Card (NIC) for the data and théolP.

NOTE: The intent of this requirement is to previra workstation
from accessing or viewing the voice traffic as veslto prevent the
workstation from accessing the EI and AEI for cgafation purposes.

i. [Conditional: El, AEI] If the product supports a data
workstation, then the system shall be capable ioQuseparate
802.1Q VLAN tags for VVoIP and data or shall uspasate NICs
for the data and VVolIP interfaces.

ii. [Conditional: El, AEI] If the product supports a data
workstation, then the system shall be capable wing the VVoIP
and data traffic to the appropriate VLAN.

NOTE: This requirement differs from the previoeguirement in
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®3)

(d)

(e)

(f)

(¢))

(h)

that the previous requirement involves markinggheket and this
requirement is focused on what action to take basettie
marking or the output NIC.

[Conditional: EI, AEI] If the product supports a data
workstation, then the system shall be able to tksti® switchport
that allows access for the data workstation wherdéta
workstation is not connected.

[Required: R, LS] The product shall be capable of configuring the
maximum number of MAC addresses that can be dyraiyic
configured on a given switch port (e.g., 1-3).

[Required: R, LS] [Alarm] The product shall be capable of
notifying the NMS when the MAC address tables thods is
reached to avoid an overflow.

[Required: R, LS] [Alarm] The product shall have the capability

to generate an alarm to the NMS when an unauthtbNz&C
address is detected on switchport or the maximumbeu of MAC
addresses allowed on a switch port is exceeded.

[Required: R, LS] The product shall be capable of segregating
softphones to a dedicated VLAN.

[Required: R, LS] The product shall be capable of segregating
signaling appliances to a dedicated VLAN.

[Required: R, LS] The product shall be capable of segregating PSTN
gateways to a dedicated VLAN.

[Required: R, LS] The product shall be capable of segregating NMS
appliances on a separate VLAN.

[Required: R, LS, EBC, RSF] The product shall have the capability to
deploy on a dedicated IP network(s) or subnetwotkét utilize separate
address blocks from the normal data address blbcissallowing traffic and
access control via firewalls and router ACLs.

(@)

[Required: EBC] The product shall be capable of using NAT and
NAPT on all VVoIP enclave to WAN connections.
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i. [Required: R, EBC, RSF] The product shall have the capability
to deploy using private address space in accordaitbeRFC
1918.

ii. [Required: EBC] The EBC shall be an AS-SIP intermediary in
all WAN signaling sessions.

A. [Required: EBC] To enable the application of NAT and
NAPT, the EBC shall be able to inspect and modigy $DP
body (i.e., the SDP “c=" and the “m=" lines) of the
corresponding AS-SIP message.

iii. [Conditional: EBC] If the system supports H.323 video sessions,
the EBC shall be capable of supporting H.323 NAT RNAPT.

[Required: R, LS] The product shall have the capability to be
configured to ensure that the data network perin{ete, data edge
router or data perimeter firewall) blocks all exta@rtraffic destined to
or sourced from the VVolP VLANs and/or IP addresace.

NOTE: The VVolP VLANs may include a softphone VLAN non-
softphone voice VLAN, and a video VLAN.

[Required: R, LS, EBC, RSF] The product shall have the capability
to limit management appliance access to the IPesdds of
appropriate workstations.

[Conditional: R, LS] If DHCP is used, the product shall have the caipab
to deploy different DHCP servers for VVoIP and névielP components and
the DHCP servers shall be located on physicallgidie platforms from the
routers and LAN switches.

[Conditional: R, LS] If DHCP is used, DHCP servers shall reside iirthe
respective VVoIP or non-VVolP address space andtHEP servers shall be
located on physically diverse platforms from theters and LAN switches.

(@)

[Conditional: R, LS, El-and, AEI] If DHCP is used, the product |
shall be capable of using 802.1X in combinatiorhvaitsecure EAP
type (EAP-TLS, EAP-TTLS, or PEAP) residing on thetheentication
server and within the operating system or applicasoftware of the
El and AEI in order to authenticate to the LAN.
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(6)

(7)

i. [Conditional: R, LS] If 802.1X port authentication is used, the
product shall ensure that all access ports stam imauthorized
state. NOTE: The product should set AuthContdbtiertControl
equal to Auto mode for ports that will support VYol

ii. [Conditional: R, LS, El-and, AEI] If 802.1X port authentication
is used, the product shall ensure that reautheinticaccurs every
60 minutes.

[Required: RSF] The product shall be capable of being configuceensure
that VVolP and non-VVolP traffic between their respve VLANS is filtered
and controlled such that traffic is restrictegotanned and approved traffic
between authorized devices using approved pomspqols, and services.

[Required: EBC, RSF] The product shall have the capability to deploy
VVolP aware firewalls at all VVolIP security boungsr (internal and
external).

€)) [Required: EBC, RSF] The product firewalls deployed at the
boundaries of the VVoIP enclave shall have the lodipato employ
stateful packet inspection.

(b) [Required: R] The product shall be capable of implementinditraf
conditioning at all VVoIP enclaves associated wité product.

NOTE: This includes limiting the bandwidth asstethwith external
sessions.

e. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEI, EILS] The product
documentation shall list all of the IP ports andtpcols required by the product and
the boundaries they transit as defined in the P&&irance Category Assignments
List and which is maintained by DISA and is desedlin DODI 8551.1.

(1)

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEI, EILS] The product
shall use IP ports and protocols deemed “greefiyallow” as defined by the
PPS Assurance Category Assignments List, whichaisit@ined by DISA and
is described in DODI 8551.1.

f. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Products that support critical
commands, operational commands or critical objsleédl be capable of establishing
access privileges for these objects and comma@dsical objects include
authentication data storage.

1292



DoD UCR 2010

(1)

(2)

Section 5.4 — Information Assurance Requirements

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]JThe default policy on
a product that supports operations-related orcatitommands shall be
capable of disallowing command issuance unlesgs#uer has been
authenticated and authorized to use that command.

(@)

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Assigning
passwords to specific actions (e.g., operatiorstedlcommands) shall
not be used as a primary access control methoddthpasswords
may be used to augment other access control(s).

NOTE: When passwords are used as the primary sicoasrol
method, confidentiality is lost because of passvabraring among
authorized users.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]All ports of the
product that accept operations-related or critcshmand inputs shall be
capable of exercising system access control. ihhiades ports that provide
direct access, dial-up access, access via a wargiesface, network access,
and access via a Data Communications Channel (S @) the case of an
Add Drop Multiplexer (ADM) in a SONET.

(@)

(b)

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Depending
on the application, if the product is to be accesseadministrative
users who need to keep this access (includinggittettiat an access is
being made) confidential from other administratigers, such as
unauthorized B/P/C/S Director of Information Managat (DOIM)
employees (i.e., CALEA type requirements), the paaghall be
capable of providing a separate interface/porstah confidential
access. It shall be capable of ensuring that gess@ncluding login
requests) at this “special” interface/port are kaptfidential from
users logged on at other interfaces/ports.

NOTE: Itis acceptable to implement the CALEA loggfunctions in
a separate security log on a different applianaa the normal
security log.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]JThe product
shall be capable of controlling access to resousges a given
interface/port on the basis of privileges assigioetthat interface/port.
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(c) [Conditional: EBC, RSF] If the product supports CALEA functions,
those functions shall be disabled by default.

g. [Required: R, LS, EBC, RSF] The product shall have the capability of monitgri
the flow of traffic across an interface to the netiv

h. [Required: MFSS, SS, LSC, MG] The product shall have the capability to provide
a secure method for allowing automatic interconpast

NOTE: Automatic interconnection is only allowedween an incoming long-
distance SBU voice call and the local commerciateay (off-netting).

(1) [Required: MFSS, SS, LSC, MG] Automatic interconnection between DoD
IP VVolIP calls and local commercial systems shalyde permitted with
proper authorization.

NOTE: The authorization is granted based on ss@gkauthentication in
combination with an acceptable profile allowing thierconnection.

(2) [Required: MFSS, SS, LSC, MG] The product shall have the capability of
identifying all calls made through the automati®meonnection.

3) [Required: MFSS, SS, LSC, MG] The product shall be capable of ensuring
that all automatic calls are periodically verified the user.

I. [Required: MESS, SS, LSC, MG, EBC, RSF, R, LS]The NMS shall possess read-
access and limited write/controlled access capegslunless Service/agency
operational command personnel are available to rah&rges around-the-clock to all
DoD IP VVolIP database tables (excluding tables @ated with non-DISA
controlled devices).

NOTE: The intent of this requirement is to ensinag authenticated and authorized
NMS personnel have limited capability to resolvauiess in the event that a problem
occurs and there are no on-site maintenance persawvailable.
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[Required: MFSS, SS, LSC, EBC, RSF]The product shall have the capability to
deny system access to all session requests (sahld the points of ingress) in
response to appropriate messages received froniMig

NOTE: Sessions in this context are associated MiM$ sessions, such as a SSH
session.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the product provides an
emergency entry port (Emergency Action Interfacegh wystem access control, the
product shall have the capability to meet the folitg requirementgnote that an

emergency port is defined to be a port that issopfiently used and therefore it is not
utilized for the purposes of regular maintenance)

(2) [Required: MESS, SS, LSC, MG, EBC, RSF, R, LS[The product shall be

capable ominimally usingstreng-authenticati@nusername with a strong
password which meets the complexity and characotergity requirements

specified in this UCR

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall log
all access attempts in an audit log.

3) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be
capable of ensuring at least one, and not moretthansystem security
administrator accounts cannot be locked out degdio failures.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the product provides an
emergency entry port without system access cotitenl the following requirements
shall be met.

Q) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]JThe product
emergency entry port shall recognize only thosermmands that perform
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system restoration (for example, from a disk) anatiner operations
commands.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LE[Alarm] The product
shall generate a real time alarm/alert when thisipaised to gain access to
the system and transmit that alarm to the apprepN®C.

n. [Required: MESS, SS, LSC, MG, EBC, RSF, R, LS]The product shall have the
capability to deny the establishment of any sesgiam port that is not designed to
accept operations-related command inputs. For pbanf the output port receives a
login request, the system shall not respond.

0. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSEW, IPS, VPN The product
shall be capable of providing a time-out featureugers of the product. This implies
that, if during a session, there has not been aalyamge of messages for a specified
periodor some other away-from-console event occine product shall lock out that
session for subsequent inputs (or reauthenticatehesore accepting subsequent
inputs).

Q) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS][The default for
session inactivity is 15 minutes and shall be cpmfble.

(2) [Conditional: MFSS, SS, LSC, MG, EBC, RSF]If the product uses a
keyboard, the product shall be capable of providimgechanism for user-
initiated keyboard locking. When a keyboard ik, the session time-out
feature shall be suspended. The unlocking of keld&eyboard shall require
authentication (e.g., entering the password). Wherkeyboard is unlocked,
the session time-out feature shall be resumed.

3) [Conditional: MFSS, SS, LSC, MG, EBC, RSF]If thevproductdoes not
use a keyboard (i.e., SSH or other type of remdiSNession), the product
shall terminate the session and automaticallyheguiser out after the session
inactivity timer has expired.

p. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of providing a mechanism to end a user sessionjir@a secure log off procedure.
This implies that when a user terminates a sessidagging off, the product shall be
capable of ensuring that the port drops immediaaty the processes running at the
time of logoff are terminated. When a subsequsat attempts to log on to that port,
the user shall be required to go through the eldgim procedure including
identification and authentication, and shall nogb&nted automatic access (i.e.,
bypassing the login procedure) to any process iegdy the previous user.
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(1) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The system shall
invalidate session identifiers upon user logoubtber session termination.

(2) [Required: MESS, SS, LSC, MG, EBC, RSF, R, LSJFor graphical
interfaces (e.qg. non command line based, suchneebaage), the system
shall provide a logout capability that is readibservable to the user.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of dropping a port if a session is interrupted ttueeasons such as time-out, power
failure, link disconnection, etc., and the sameriggocedure as describedoven

the previous requiremeshall be required of a subsequent session request.

NOTE: Serial ports must drop the session immelyiaté delay in dropping the
session may occur with Ethernet connections dilegmature of the TCP keep alive
capabilities that may appear to keep the sessioa. alWhen the disconnected
Ethernet connection is attempted to be used togetss the connection should drop.
If the session drop is not induced by the appleatthe session should eventually
drop on its own once the keep alive fails.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Depending on the
application, if the product employs external modeémgerform dial/dial-back, the
corresponding modems shall be capable of havinfptimeving characteristics:

(1) The modem, after receiving a call from a sessemuester, shall disconnect the
line before dialing the authorized number to rd@gth the contact.

(2) The dial-back shall be performed over a lirféedent from the line over which
the session request arrived at the modem.

(3) A loss of power to the modem shall not caugentiodem to fall back to a
default password.

(4) The password file in the modem shall not belabée by a user.

(5) The modem shall prevent any modification ofitsred configuration unless the
user attempting this modification is properly auttieated and found to be
authorized for this action.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of limiting the access to newly created resournesnformance with the privilege of
the creator of the resource. This should be theutteconfiguration.
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t. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the application requires
the product to provide different interfaces/podsdifferent functions, access to
product resources over a given interface/port slettontrolled on the basis of
privileges assigned to that interface/port.

u. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of providing a level of granularity such that, fony specified resource controlled by
the system (to include precedence calls), it df@jpossible to do the following:

(1) Grant access rights to a specified user/customgroup of users/customers.
(2) Deny access rights to a specified user/cust@margroup of users/customers.
(3) Grant access rights to a specified interfagéfmoa group of interfaces/port.

(4) Deny access rights to a specified interface/poa group of interfaces/ports.

(5) Deny a user access to potentially damaginggases and transactions that the
user does not have to access to be functional.

(6) Deny an interface/port access to potentialipaging processes and
transactions that the interface/port does not haaecess to be functional.

(7) Deny a user (as well as an interface/port) sxte data files and/or tables
unless the user (as well as the interface/pogjiborized for it.

(8) [Conditional] If the system has its operations database struthased on
commands, views, records, and fields, the systeih i@strict, based on user ID
as well as interface/port, the execution of anycE@dle command on any
specifiable view, record, or field.

v. [Required: FW, IPS, VPN] The security device shall only allow authorizedwwity
personnel to configure alert mechanisms.

w. JRequired: MESS, SS, LSC, MG, EBC, RSF, R, LS]Systems that generate and
assign session identifiers for each new sessidhagdr@erate unique session
identifiers using a randomizer conforming to NISfuirements.

NOTE: The intent is to ensure that it is extrendifficult for an adversary to guess a
valid session identifier.
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54.6.22 Integrity

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, AEl, EILS] The product shall be
capable of providing data and system integrity.

a. [Required: MFSS, SS, LSC, MG, EBC, RSF, AEl, EI] The product shall be
capable of ensuring the integrity of signaling nages.

(2) [Required: MFSS, SS, LSC, EBC, RSF, AEI — Conditioal: EI] The

product shall be capable of using TLS for providimggrity of AS-SIP
messages.

NOTE: The condition for the El is the support &/5I1P.

(@) [Required: MFSS, SS, LSC, EBC, RSF, AEI — Conditioal: El]
The product shall be capable of using HMAC-SHAL1-#6( 160 bit
keys.

(2) [Conditional: MFSS, SS, LSC, Eland, AEI] If the product uses H.323, the|
product shall be capable of using H.235.1 Basé&ieeurity Profile guidance
for mutually authenticated shared keys and HMAC-3F98 with 160 bit
keys.

b. [Required: MFSS, SS, LSC, MG, EBC, RSF]The products shall be capable of
protecting data integrity by performing integrityecks and/or data updates.
Examples include:

(1) Proper rule checking on data update

(2) Adequate alert messages (e.g., “Do you reallgmit?”) in response to

potentially damaging commands before executing trsenthat involuntary
human errors may be reduced.

(3) Proper handling of duplicate/multiple inputs

(4) Checking return status

(5) Checking intermediate results

(6) Checking inputs for reasonable values

(7) Proper serialization of update transactions.
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[Required: MESS, SS, LSC, MG, EBC, RSE [Alarm] The product shall be
capable of providing mechanisms or proceduresdduatbe used to periodically
validate its correct operation (such as propertfonag of the security log, proper
functioning of various trigger mechanisms,.etnd the product shall alert the NMS
when anomalous operation is detected.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of providing mechanisms to monitor system resouacektheir availabilities (e.qg.,
overflow indication, lost messages, and buffer qs¢u

[Required: MESS, SS, LSC, MG, EBC, RSF, R, LE[Alarm] The product shall
be capable of providing mechanisms to detect concatian errors (relevant to the
system) above a specifiable thresholdhe product shall be capable of providing a
configurable capability to alarm when critical ggdrelevant to the system) are
detected.

NOTE: The types of communications errors that nmestietected include abnormally
large numbers of received packets that fail de@ypmnd/or fail to pass integrity
checks (e.qg. failed CRC or hash function computshio

[Required: MFSS, SS, LSC, EBC, RSF|The product shall be capable of providing
a mechanism to monitor the integrity of the systard generate a status report
detailing the values of all parameters and flags #iffect the secure operation of the
system.

NOTE: The vendor shall document parameters amyd tlaat affect the secure
operation of the product and the Information Assaesatest team will provide
technical advisement to the DSAWG regarding the@oaacy.

(1) [Required: MFSS, SS, LSC, EBC, RSF] [Alarm] The system shall support
the capability to generate an alarm to the NMS whdptects that the
integrity of the system is such that it is no longperating in an approved or
secure state. (Example: A failed signature checthe currently loaded
software would cause this type of alarm)

[Required: MFSS, SS, LSC, MG, EBC, RSF]The product shall be capable of
automatically running file or disk integrity cheokj utilities by vendor-supplied
software.

[Required: EI, AEI, MG, MFSS] The product shall be capable of providing data
integrity of the bearer (Transport) packets.
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Q) [Required: EI, AEI, MG, MFSS] The product shall be capable of using
HMAC-SHA1-32 for the authentication tag with 16@ key length as the
default integrity mechanism for SRTP packets.

(2) [Required: EI, AEI, MG, MFSS] The product shall be capable of using
HMAC-SHA1-80 for the authentication tag with 16@ key length as the
default integrity mechanism for SRTCP.

NOTE: Theuse-ofthisprotocability to process received SRTCP messages
is optional, but the capability transmit SRTCP messagdssequired.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Products that support remote
network management functions and/or critical nekwesources and services shall be
capable of providing appropriate standard (FIPS24€ryptography based data
integrity services to protect and detect againautimorized modification of

messages.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] An appliance and
its applications shall be capable of ensuring itheannot be made to enter an
insecure state as a result of the operation ofpraileged code.

NOTE: Itis understood that systems shall satisiy requirement using industry best
practices and will mitigate any findings associatgith this requirement discovered
during Information Assurance testing.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product shall
be capable of ensuring that default user IDs asdwards, previously modified by
the administrator, do not revert to the vendonaetd default user IDs and
passwords when the system is restarted unlessyooedi to do so by an appropriate
administrator.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, El, AEILS] The product shall
be capable of providing mechanisms to ensure tiegiity of the data that is stored
on the appliance and is used to support authermticptocesses. This includes
protecting the information from malicious deletiongdification, or insertion.
NOTE: Examples of the data stored would be prikates or certificates.

[Conditional: MFSS, SS, LSC, MG] If the product uses IPSec, the product shall be
capable of using HMAC-SHA (class value 2) as thiaualé IKE integrity mechanism
as defined in RFC 2409.
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[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The entire SNMPv3 message
shall be checked for integrity and shall use theAQVSHA1-96 with 160 bit key
length.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the product uses SSHv2,
the product shall use HMAC-SHA1-96 with 160 bit keggth for data integrity.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEI] If the product uses TLS,
the product shall be capable of using TLS (SSLw8.higher) in combination with
HMAC-SHA1-160 with 160 bit keys to provide integrifor the session packets.

2. [Required: FW, IPS, VPN] The security device shall be capable of providlata and

system inteqrity.

a.

[Required: FW] The security device, when acting as an IPSecvi@atewill

perform Authentication Header key checks.

[Required: FW, IPS, VPN] The security device shall use industry-accepted

integrity mechanisms such as parity checks andacy@iiundancy checks (CRCs).

[Required: FW, IPS, VPN] The security device system assurance shall ieclud

features and procedures to validate the integntythe expected operation of the
security relevant software, hardware, and firmware.

[Required: FW, IPS, VPN] System initialization, shutdown, and aborts shall

configured to ensure that the system remains ecarg state.

[Required: FW, IPS, VPN] The security device system assurance shall ieclud

control of access to the security support structiuee the hardware, software, and
firmware that perform operating system or secutihctions).

[Required: IPS, VPN] Data and software storage integrity protectionluding the

use of strong storage inteqgrity mechanisms (entegrity locks, encryption) shall be
employed.

[Required: IPS, VPN] Procedures to prevent the introduction of malisioode into

the system, including the timely updating of thosschanisms intended to prevent
the introduction of malicious code (e.q., updatmdii-viral software) shall be

employed.

[Required: FW, IPS, VPN] Security devices shall at a minimum use HMAC-SHA1

for hashing operations.
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54.6.23 Confidentiality

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, El, AEl, RLS] FhepreduecProducts
providing encryption serviceshall be capable of providing data and signaling
confidentiality (This includes protectiofor all VVoIP signaling and meditraffic-.)

a. [Required: MFSS, SS, LSC, MG, EBC, RSF, EI, AEIl, RLS, FW, IPS, VPN
The product shalt a minimunimplement FIPS 140-2 Level 1 validated
cryptographic hardware modules or software toolisiisratednd operate this modulg
in aFIPSMedel40-2 approved moder all encryption mechanisms.

\1”4

NOTE: FIPS 140-2 addresses many aspects of tipgogmaphic module to include
the encryptor and the random number generator. appication does not have to be
FIPS 140-2 compliant, but the cryptographic moduithin the application must be
compliant. It is expected that a vendor eithef purchase an approved FIPS 140-2
cryptographic module for their application or vélibmit their developed
cryptographic module to an approved FIPS 140-2fwation laboratory before
submitting their solution to the Government fortitgg. It is anticipated that the
Government will accept a LOC from a vendor as amaed satisfying this
requirement.

(1) [Optional: FW, IPS, VPN] Security devices that provide encryption serviges
shall be FIPS 140-2, Level 2 compliant.

(2) [Optional: FW, IPS, VPN] Where encryption is employed, the security
device shall provide the capability to implementi@ernal cryptographic
function to verify the integrity of all securityrigtion executable code and
data except the following: audit data, or othemaiynic security function data
for which no integrity validation is justified.

b. [Required: El, AEIl, MG] The product shall be capable of providing confiddity
for media streams using SRTP with either the AES_C28 encryption algorithm as
the default ofRequired UCR 20612017 AES 256-bit algorithm.

Q) [Required: EI, AEI] FheTo support SRTP, tharoduct shall be capable of |
generating keys using a random source algorithimntiegts the requirements

of =t o oo = 200 |

a. FIPS 186 if the product's randomizer is apprdmwellIST before and
including 2010
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(2)

3)

(4)

(5)

b. NIST SP 800-90 if the product's randomizer israped by NIST after
2010

NOTE: At the time of this document's writing, dr&AfiST SP 800-131 fully

deprecates FIPS 186 randomizers after the year. 2015

[Required: MFSS, SS, LSC, MG, EI, AEI] The product shall be capable of
distributing the Master Key and the Salt Key in YféolP signaling messages
in accordance with RFC 4568.

[Required: MFSS, SS, LSC, MG, EI, AEI] The product shall be capable of
distributing the Master Key and the Salt Key in catenated form.

[Required: EI, AEI, MG] The product shall use a Master Key of 128 bits in
order to support 128-bit AES encryption.

NOTE: This implies that the Master Salt Key mayniod.

[Required-UESR-2010-: EI, AEI, MG] The Master Key and a random
Master Salt Key shall be supported for SRTP session

. This isinaddit he. B : .

c. [Required: MFSS, SS, LSC, MG, EBC, RSF, El, AEI] The product shall be
capable of providing confidentiality for signalingessages using TLS or IPSec (or its
equivalent) using either:

(1)

AES 128-bit algorithm ofRequired UCR 2017 AES 256-bit algorithm.

[Conditional: MESS, SS, LSC, MG, Eland, AEI] If H.323, MGCP, or
H.248 (MEGACO) is used, the product shall be capablusing IPSec to
provide confidentiality.

(@) [Conditional: MFSS, SS, LSC, MG] If the product uses H.248
(MEGACO), the product shall be capable of distribgthe SRTP
Master Key and Salt Key in the SDP “k =* cryptddievhen using
H.248.15.

(b) [Conditional: MFSS, SS, LSC, MG, Eland, AEI] If H.323 is used,
the product shall be capable of distributing th&BRlaster Key and

1304



DoD UCR 2010

(€)

Section 5.4 — Information Assurance Requirements

Salt Key in H.235 using the H235Key as describeld.235.0 and
H.235.8.

[Conditional: MESS, SS, LSC, MG, EI, AEI] If IPSec is used, the
product shall be capable of using IKE for IPSec #isyribution:

Vi.

[Required: MESS, SS, LSC, MG, EI, AE] IKE version 1 |

[Required: MESS, SS, LSC, MG, EI, AE] IKE version 2
(IKEv2)

NOTE: IKEv2 requirements are found in UCR 200&;tiea
5.3.5, IPv6 RequirementSection 5.3.5 also contains the
timeframe for when IKEv2 is required (whether irstddCR or in
future UCR revisions).

[Conditional: MFSS, SS, LSC, MG, EI, AEI] If IPSec is used,
the product shall be capable of using the Revisedeévbf public
key encryption during Phase | of the ISAKMP negatiafor
authentication.

iv. [Conditional: MFSS, SS, LSC, MG, EI, AEI] If IPSec is used,

the product shall be capable of using the Quick &laslthe default
Phase Il authentication mechanism.

[Conditional: MFSS, SS, LSC, MG, ElI, AEI] If IPSec is used,
the product shall be capable of usanglinterpreting certificate |
requests for PKCS#7 wrapped certificates as a stdoethe

whole path of certificates.

[Conditional: MFSS, SS, LSC, MG, El, AEI] If IPSec is used,
the product shall be capable of using Main Modeasased with
the Diffie-Hellman approach for key generation tioe security
association negotiation.

A. [Conditional: MFSS, SS, LSC, MG, El, AEI] If IPSec is
used, the product shall only support the followangneous
messages associated with a certificate request:

1. Invalid Key
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(2)

2. Invalid ID

3. Invalid certificate encoding
4. Invalid certificate

5. Certificate type unsupported
6. Invalid CA

7. Invalid hash

8. Authentication failed

9. Invalid signature

10. Certificate unavailable

vii. [Conditional: MFSS, SS, LSC, MG, EI, AEI] If IPSec is used,
the product shall be capable of using Oakley Grdugsand
22048as a minimum.

(d) [Conditional: MFSS, SS, LSC, MG, EI, AEI] If IPSec is used, the
product shall be capable of using AES_ 128 CBC asldfault
encryption algorithm.

[Required: MFSS, SS, LSC, MG, EBC, RSF, AEI — Condional:- EI] The
product shall be capable of using TLS (dual patthod to provide
confidentiality for the AS-SIP.

NOTE: Upon receipt of an INVITE over a TLS-estahkd session, an LSC
shall respond to the INVITE (and any subsequeniests received over that
TLS path) using this TLS session. If the LSC or&es an INVITE or
request, then it shall establish a separate amplaniLS session, and the LSC
shall expect to receive a response to its requestthis new TLS session.
Two TLS sessions are established for communicabetseen the LSC and
the EBC, MFSS and EBC, LSC and LSC, LSC to AEIR&F, or EBC and
EBC. Since the AEl is required to support the chath method it has to act
as both a SIP client and server. Due to the petgoy nature of line-side IP
solutions, vendors may support TLS reuse or thé phta method described
above for line side implementations. The detasoaiated with the dual path
method are described in

http://tools.ietf.org/html/rfc59Atp-/toolsiett-orgthtmitdrafiet-sip-
connectreuseld.

NOTE: The condition for the El is the support #35IP.

(@) [Required: MFSS, SS, LSC, MG, EBC, RSF, AEI — Condional:
El] The underlying protocol for AS-SIP shall be thePt.
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(b) [Required: MFSS, SS, LSC, MG, EBC, RSF, AEI — Condional:
El] The product shall be capable of using as itsulietgpher either:

[Conditional] TLS_RSA WITH_AES 128 CBC_SHA or

[Required UCR 20612017
TLS_RSA_WITH_AES_256_CBC_SHA

(c) [Required: MFSS, SS, LSC, MG, EBC, RSF, AEI — Condional:
El] The product shall be capable of using a defdulibccompression
for AS-SIP messages.

(d) [Required: MFSS, SS, LSC, MG, EBC, RSF, AEI — Condional:
El] The product shall be capable of exchanging AST3I&
messages in a single exchange or multiple exchanges

(e) [Required: MFSS, SS, LSC, MG, EBC, RSF, AEI — Condional:
El] The product shall be capable of distributing $&TP Master Key
and Salt Key in the AS-SIP message using the SRR field.
NOTE: EI condition is whether it supports AS-SIP.

(f)  [Conditional: MFSS, SS, LSC, MG, EBC, RSF, AEl, EI] If TLS
session resumption is used, a timer associatedighsession
resumption shall be configurable and the defawdti ¢ie 1 hour.

NOTE: This requirement is not associated with NeknManagement
related sessions.

i. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, AElI, EI] If
TLS session resumption is used, the maximum tihogval for a
TLS session to resume (session resumption) wittepéating the
TLS authentication/confidentiality/authorizatioropesge.g. a full
handshakeis 1 hour.

(9) [Conditional: MFSS, SS, LSC, EI, EBC, RSF, AEI] If AS-SIP is
used, the product shall only transmit packetsdhatsecured with TLS
and use port 5061.

NOTE: The products may use other signaling prdsofar interfacing
to MGs, Els, etc.
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(h) [Required: MFSS, SS, LSC, EI, EBC, RSF, AEI] The product shall
reject all received AS-SIP packets associated potih 5061 that are
not secured with TLS.

NOTE: This ensures that the product does not gtOP, SCTP,
and TCP SIP packets that are not secured usinghbigation of TLS
and TCP.

0] [Required: MFSS, SS, LSC, EI, EBC, RSF, AEI] The product shall
only accept and process AS-SIP packets that asnyaort 5061.

NOTE: The product should discard AS-SIP packeds dirive on a
different port.

() [Required: RSF] The product shall support both the reuse and dual
path TLS methods.

NOTE: This is required of a RSF since it has topeupTLS sessions
between the LSC and AEI and proprietary Els. The éses the dual
path method and proprietary Els have the optiamsofg the reuse
method.

(k) [Conditional: MFSS, SS, LSC, MG, EBC, AEI] If the system
utilizes TLS to transport AS-SIP messages, theegysthall support
the use of the keep alive mechanism described @ B26 in order to
avoid closure of the TLS given session due to indgt

i. [Conditional: MESS, SS, LSC, MG, EBC, AEI] If the system
utilizes TLS to transport AS-SIP messages, theesysthall
support the transmission of the four characterrfage return-line
feed-carriage return-line feed” sequence, descrilh&gction 4.4.1
of RFC 5626, based on a configurable inactivityeiim

NOTE: This inactivity timer would reset every timenew AS-SIP
message is transmitted. The maximum value ottitimisr would
be pre-configured or optionally determined fromeagived RFC
5626 “Flow-Timer” header in a REGISTER messsagé¢h@case
of an AEl or El).

ii. [Conditional: MESS, SS, LSC, EBC] If the system utilizes TLS
to transport AS-SIP messages, the system shalbsiuihe
capability to respond to a received “carriage medime feed-
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carraige return-line feed” sequence by sendindwioecharacter
“carriage return-line feed” sequence, in accordamitie RFC 5626
Section 4.4.1.

[Conditional: MFSS, SS, LSC, MG, EBC, RSFR, LS, AEI, El, AEFEW, IPS
VPN] If the product uses web browsers or web serteesproduct web browsers
and web servers shall be capable of supporting (BS&v3.1) or higher for
confidentiality.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of using SSHv2 or TLS (SSLv3.1) or higher for reenobnfiguration of appliances.

NOTE: Els and AEIs remote manual configuratiorallsiot be enabled and all non-
automatic processes shall be performed locally.

[Conditional: MFSS, SS, LSC, MG, EBC, RSFEIR, LS, AEI_EI] If the product |
uses TLS, the product shall do so in a secure nmawéefined by the following
subtended requirements.

Q) [Conditional: MFSS, SS, LSC, MG, EBC RSF, R, LS EI, AEI] If the |
product uses TLS, the system shall be capableing us
TLS_RSA WITH_AES 128 CBC_SHA or
TLS_RSA_WITH_AES_256_CBC_SHREQUIRED UCR 2012017 as |
its default cipher.

(2)  [Conditional: MFSS, SS, LSC, MG, EBC, RSFEIR, LS, AEI_El] Ifthe |
product uses TLS, the system shall be capableind asdefault of no
compression.

(3) [Conditional: MFSS, SS, LSC, MG, EBC, RSFEIR, LS, AEI_EI] If the |
product uses TLS, the system shall be capableatfamging TLS messages in
a single exchange or multiple exchanges.

(4) [Conditional: MFSS, SS, LSC, MG, EBC, RSFEIR, LS, AEI,EI] If TLS |
session resumption is used, a timer associatedihsession resumption
shall be configurable and the default shall be drho

NOTE: This requirement is not associated with NN&ted sessions.

(@) [Conditional: -MFSS, SS, LSC, MG, EBC, RSF=IR, LS, AEI, EI] |
If TLS session resumption is used, the maximum tff@ved for a
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TLS session to resume (session resumption) wittepgating the TLS
authentication/confidentiality/authorization proses 1 hour.

(5) [Required: MESS, SS, LSC, MG, EBC, RSF, R, LS, AEIEI] Ifthe

product supports SSL/TLS renegotiation, the prodthall support the
capability to disable this feature or the produnztlssupport RFC5746.

NOTE: Supporting RFC 5746 includes providing a auniable option to
terminate a TLS session if the peer does not sapiperrenegotiation info'
extension.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS] If the product
uses SSH, the system shall do so in a secure masm&fined by the following
subtended requirements.

NOTE: Els remote manual configurations shall rmebabled and all non-automatic
processes shall be performed locally.

(1) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS] If the
product uses SSH, the system shall be capablgpbsing the RSA 2,048-
bit key algorithm- and the Diffie-Hellman 2,048 bit key algorithm.

(2) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, EI, AEIR, LS] If the
product uses SSH, the system shall use SSH inuaeseanner.

(@) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEI,R, LS] If
the product uses SSH, a client shall close themesst receives a
request to initiate a SSH session whose versitasssthan 2.0.

NOTE: Closing the session may be either a defaaliiior or a
configurable option. If this is a configurable iopt, the conditions of
fielding should clearly specify that this option sthibe configured.

(b) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS] If
the product uses SSH, SSH sessions shall rekesnatigaum every
gigabyte of data received or every 60 minutes, dver comes

sooner. i the product uses SSH, SSH sessions shall rekay a
minimum-every-2-of transmitted-data-or-every-gigabyte ef-data, or
every 60 minutes.

(c) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS] If
the product uses SSH, SSH sessions shall rekemnatismum every
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gigabyte of data transmitted or every 60 mlnutehaclmever comes

(d) [Reserved]

(e) [Reserved]

() [Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS] If
the product uses SSH, the SSH sessions shall nlinisugpport the
following encryption algorithms defined in RFC 42&3d RFC

LA e e el e o SOl oo lope o al i dnlon |
encryption algorithm either:

« AES128-CTR,
» AES128-CBC (for backwards compatibility with otdéCR

versions),
* and[Required UCR 2012]AES256-CTR

[Conditional: MFSS, SS, LSC, MG, EBC, El, AEl, R, LS] If
the product uses SSH, SSH sessions shall use defthét(most
preferred)encryption algorithm either:

AES128-CTR ofRequired UCR 2012]AES256-CTR

AES128CBG or[UCR 2010} AES256CBC-
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@)

(¢))

(h)

(i)

()

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS] If
the product uses SSH, SSH sessions shall use Tt aaderlying
protocol.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS] If
the product uses SSH, it shall be capable of psigpackets with
uncompressed payload lengths up to 32,768 hiytesall be
configurable to specific that valpthis length shall also be the default

valueferuncompressed-SSH-packetpayleadhis does not preclude
the system from automatically sizing the MTU ifstless than 32,768.

i. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS]
If the product uses SSH, SSH packets shall havexanmum
packet size of 35,000 bytes shall be configurable to that vajue
this length shall also be the default value.

NOTE: the 35,000 bytes includes the packet_length,
padding_length, payload, random padding, and MAC.

ii. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS]
If the product uses SSH, the product shall dis&8#l packets that
exceed the maximum packet size to avoid denia¢fice attacks
or buffer overflow attacks.

iii. [Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS]
If the product uses SSH, SSH packets shall useorarytes if
packet padding is required.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS] If
the product uses SSH, the system shall treat &ll S®rypted packets
sent in one direction as a single data stream.ekample, the
initialization vectors shall be passed from the ehdne packet to the
beginning of the next packet.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, El, AEIR, LS] If
the product uses SSH, the system shedbe capable of settinDiffie-
HellmanGreupiGroupl4SHAL as thelefaulpreferredkey exchange
mechanism for SSH.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The use of SSH is

conditional, however, if the product uses SSidginning-in-JCR201Ghe
product using SSH shall be DoD PKEublic-Key Enabled).
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NOTE: Els and AEls are excluded from this requiratrsénce remote
management of the system is disabled after init&thllation.

(@)

(b)

[Reguired JCR2010-Conditional: MFSS, SS, LSC, MG, EBC,
RSF, R, LS] If the product uses SSH, the systesmg-SSHshall

support the capability taseBeb-PKIX.509v3 certificatesssued by a

DoD approved PKto establish the encrypted sessions.

[Reguired JCR-2010-Conditional: MFSS, SS, LSC, MG, EBC,
RSF, R, LS] If the product uses SSH and provides an SSH Server

function, the SSH server shall support the capgahii utilize an

X.509v3 certificate provided by a DoD approved Ftheproduct

uses-SSH-the- SSH-servershall-have-its-own-DoDXPEI9v3

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The

SSH Server function shall at a minimum support'#x9v3-sign-
rsa" key type as defined in draft-saarenmaa-ssi®-¢80

NOTE: At the time of this document's writing, tisisecification
can be found at the following URL: http://toolsfietg/html/draft-
saarenmaa-ssh-x509-00.

NOTE: At this time there is an active draft IETFeslication
'draft-igoe-secsh-x509v3' that will address us€9H with
X.509v3 certificates along with SHA-256 to signalakchanged
during SSH session establishment. This may be ataddn a
future UCR revision once this RFC is approved.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The

SSH Server function shall support the capabilitggecify
"x509v3-sign-rsa" as the most preferred key typeeddsed during
the SSH _MSG_KEXINIT message exchange.

[Conditional: MESS, SS, LSC, MG, EBC, RSF, R, L The

SSH server function shall support the capabilitdéoy SSH
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(©)

(d)

(e)

sessions when the client does not support autkatioticusing the
"x509v3-sign-rsa" key type or the session failag¢gotiate the
"x509v3-sign-rsa" key type.

[RegquiredJCR2010-Conditional: MFSS, SS, LSC, MG, EBC,
RSF, R, LS] If the product uses SSH, the SSH client shaf-a

Peb-PKlsupport the capability to utilize 20509v3 certificate
provided by a DoD approved PKI

Lo Lo D00 [Conditional: MFSS, SS, LSC,
MG, EBC, RSF,R, LS] If the product uses SSH and if the SSH

client has a CACor equivalentyeader, the SSH client may use
the BeB-PKIX.509v3certificate on thetseraiser'sCAC to
establish the encrypted session.

HisPoo a2 D0 [Conditional: MFSS, SS, LSC,

MG, EBC, RSF, R, LS]_If the product uses SSH and if the client

has a CAC reader and also has its @&abPKI certificate from a
DoD approvedPKl-certificate the client may use either its
certificate or the certificate on thesersiser'sCAC to establish
the encrypted sessions.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LJRequired
UER2010-MES S-S5 LSC MG EBCRSE RSt the
product uses SSH, the SSH server shall validat®tizapproved
PKI certificate supplied by the SSH client in actamce with the
specifications in PKI Section 5.4.6.2.1.6 of thi&dment.

[Reguired UCR-2010-Conditional: MFSS, SS, LSC, MG, EBC,
RSF, R, LS]_If the product uses SSH, the SSH client shalldeaé

the SSH server’'s DoD PKI certificate in accordawi® the
specifications in PKI Section 5.4.6.2.1.6 of thi&dment.

)] [Reguired-UCR-2010:Conditional: MESS, SS, LSC, MG, EBC,

RSF, R, LS] If the product uses SSH, the SSH server shallfgentd
validate the SSH client’'s DoBpprovedPKI certificate before
establishing an encrypted session.

NOTE: The certification and validation consistdetermining that
the client’s certificate has not expired and hasbeen revoked. The
server shall not establish an encrypted sessidnamidient whose
certificate has expired or been revoked.
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[Reguired UCR- 201 onditional: MFSS, SS, LSC, MG, EBC,
RSF, R, LS] If the product uses SSH, the SSH client shall fyeaind

validate the SSH server’'s DaipprovedPKI certificate before |
establishing an encrypted session.

[ReguiredUCR-201Conditional: MFSS, SS, LSC, MG, EBC, |
RSF, R, LS] If the product uses SSH, the system shall disecina

session if the PKI certificate validation has neeb completed within
a configurable time period. The default shall Beriinutes.

[ReguiredUCR-20106:Conditional: MFSS, SS, LSC, MG, EBC,
RSF,+R, LS] If the product uses SSH, thestenSSH serveshall
disconnect if the number of failét<l-cerificate validation attempts
for a single session exceeds a configurable pasaraat the default
shall be three attempts.

NOTE: All users must be authenticated in accordancle thi
specifications presented in the Authentication #as Section
(5.4.6.2.1.5) of this document

[Required: MFSS, SS, LSC, MG, EBC, RSF;R, LS] The product shall be
capable of using SNMPv3 for all SNMP sessions.

NOTE: If the product is using Version 1 or Vers@finstead of SNMPv3) with all
of the appropriate patches to mitigate the knovause vulnerabilities, any findings
associated with this requirement may be downgradie@ddition, if the product has
also developed a migration plan to implement Ver&pany findings associated with
this requirement may be further downgraded.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The security level for
SNMPv3 in the DoD VVolIP environment shall be autieation with privacy
— snmpSecurityLevel=authPrivhe product shall set |
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snmpSecurityLevel=authPriv as the default seclgirel used during initial
configuration.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The SNMPv3
architecture shall be capable of allowing an appatg administrator to
manually configure the snmpEnginelD from the opmrabnsole. A default
unique snmpEnginelD may be assigned to avoid urssacg administrative
overhead, but this must be changeable.

3) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]JThe security model
for SNMPv3 shall be User-Based Security Model —g8eaturityModel =3.

€)) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the
product receives response messages, the prodlict@mnduct a
timeliness check on the SNMPv3 message.

(b) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]An SNMPv3
engine shall perform time synchronization usindhanticated
messages.

4) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The message
processing model shall be SNMPv3 — snmpMessagesgiocdodel=3.

(5) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The default
encryption cipher for SNMPv3 shall be CBC-DES-128 —
usmDESPrivProtocol — CBC-DES_128.

(a) [Required UCR 2012: MESS, SS, LSC, MG, EBC, RSF, R.S]
The product shall support the capability to nedetthe CFB-AES-
128 encryption cipher usmAesCfb128PrivProtocolefindd in RFC
3826.

(6) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the product
receives SNMPv3 response messages, then the SNétu3e shall discard
SNMP response messages that do not correspond tuenent outstanding
Request messages.

(7) [Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the product
receives SNMPv3 responses, then the SNMPv3 Com@andrator
Application shall discard any Response Class PDWfoch there is no
outstanding Confirmed Class PDU.
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(8) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]When using msgID
for correlating Response messages to outstandiggd’emessages, the
SNMPv3 engine shall use different msgIDs in alllsRequest messages that
it sends out during a 150 second Time Window.

(9) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]An SNMPv3
command Generator or Notification Originator Apption shall use different
request-ids in all Request PDUs that it sends othd a Time Window.

(10) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS\When sending state
altering messages to a managed authoritative SNMRg®e, a Command
Generator Application should delay sending sucgessiessages to that
managed SNMPv3 engine until a positive acknowledggrns received from
the previous message or until the message expires.

(11) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The product using
SNMPv3 shall implement the key-localization meckami

[Required: MFSS, SS, LSC, MG, EBC, RSF]|The product shall be capable of
ensuring confidentiality by protecting one usegsaurce from being accessed by
others who do not have such authorization.

NOTE: An instance of this is if the system is aseal by users (including third party
service providers) who need confidentiality of thelspective resources (which may
contain proprietary, confidential, or sensitiveoirrhation) from one another or from
unauthorized personnel.

NOTE: If resource control mechanisms such as camincantrol, object control,
record control, and field control fail to provideetrequired confidentiality, it may be
necessary to partition the system database togbrate user’s data from being
accessed by another user.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of using a separate interface for managementdraffi |

NOTE: The separate interface may be a logicallghysically separate interface.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be
capable of protecting the management interfacegusters.

NOTE: Within a router, the filters may be achiewsihg ACLs. Within an
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appliance, the filters may include internal routprgcedures to the different
physical interfaces or VLAN tagging.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be
capable of using VLANS to segregate managemeriictfadbm other types of
traffic where feasible. NOTE: The R and LS wifiplement the VLAN, but
the other appliances will have to tag the packegsapriately with the correct
VLAN tag.

k. [Conditional: MFSS, SS, LSC, MG] If the product uses IPSec, the system shall be
capable of usingBESAES-CBC (class-value 5as the default IKE encryption

algorithm The systerdFhreshold} AES-CBC{shall be capable of supporting
3DES-CBC (class value 5) for backwards compatibiiith previousUCR

2010}revisions.

l. [Conditional: MFSS, SS, LSC, MG] If the product uses different signaling
protocols (i.e., H.323 and AS-SIP), the systemldi@tapable of translating/
transferring the bearer keys between differentadigg protocols.

m. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSJThe product shall rekey each
encrypted session once the session has transmitteckimum of 2°(L/4) blocks of
data. L is the block length in bits (e.g., 128 A&tS_128) and shall be configurable.

NOTE: This is to prevent birthday property andesttnodes of attack.

n. [Conditional: MFSS, SS, LSC, MG, EI, AEI] If the product is the originating party
and receives a 181 message indicating that thésdadling forwarded, then upon
completion of the session establishment betweeprigaating party and the
forwarded-to party, the originating party mustieti a rekeying.

NOTE: The rekeying is designed to prevent thewinding party* from having the
key to the bearer session associated with thenatigig party and the forwarded-to
party. If the forwarding party had the key to tearer session they would be able to
eavesdrop on the forwarded session. LSCs, MFS5S8may act as a B2BUA for
an El or a AEI and would therefore originate the-3I® session on behalf of the El
or AEL.

0. [Conditional: El, AEI] If the El or AEI acts as a bridge or a MCU, iaBlestablish
a unique key for each EI or AEI connection.

p. [Conditional: EBC] If an EBC transmits decrypted VVoIP signaling mndearer
traffic to an external IDS/IPS, confidentiality fdre decrypted signaling and media
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traffic shall be ensured using cryptographic privoec where the strength of the
cryptographic protocol/algorithms used is greatantor equal to the TLS and SRTH
cryptographic profiles defined in this document.

[Required: VPN] At a minimum, the following confidentiality polfcadjudication

features shall be provided for each controlledrfate. Encrypt, as needed, all
outgoing communication including the body and dittaent of the communication.

[Required: FW, IPS, VPN] The security device that provides remote acdes s

use encryption to protect the confidentiality of gession.

(1) [Required: FW, IPS, VPN] The security device shall provide an encrypteq
communication path between itself and remote adsrators and
authenticated proxy users that is logically didtingm the other
communication paths and provides assured idertiticaf its end points and
protection of the communicated data from disclosure

(2) [Required: FW, IPS, VPN] The security device shall use encryption to
provide a trusted communication channel betweetf i authorized IT
entity that is logically distinct from other commaation channels and
provides assured identification of its end poimtd protection of the channel
data from disclosure.

(3) [Required: FW, IPS, VPN] The security device shall use a cryptographic
signature to provide a communication path betwessifiand remote
administrators and authenticated proxy users shiagically distinct from
other communication paths and provides assuredifidation of its end
points and protection.

(4) [Required: FW, IPS, VPN] The security device’'s crypto-module shall
perform encryption and decryption using the AES@éad. Encryption
minimum is AES-128 with AES 256 as objective.

NOTE: The only exception is for SNMPv3 so that CBES-128 —
usmDESPrivProtocol can be supported.

[Conditional: FW, IPS, VPN] If a security device permits remote administraibd

its controlled interfaces, then the session mugirbtected through the use of strong
encryption, AES 128 at a minimum.

=
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54.6.24  Non-Repudiation

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable of
providing non-repudiation and accountability seegic

NOTE: This assumes that authentication has alreadyrred as required previously.

a. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]For user-accessible resources
in the product that are created or modified byex U3 via standard operations and
maintenance procedures, the product shall be cajpdipiroviding a mechanism to
identify the said user ID, date, and time assodiatigh the said resource creation or
modification.

b. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of auditing at the operating system and databasegemnent system (DBMS) levels
and shall have a security log that contains infdionato support after the fact
investigation of loss or impropriety and approgiatanagement response.

(1) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSFW, VPN, IP] The
security log entry of any request or activity tlainvoked by a user ID shall
be capable of including that user ID so it becopwssible to establish user
accountability.

NOTE: The term user ID shall be interpreted fas tequirement to include
users as well as processes.

(2) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]JThe security log shall
be capable of protecting itself from unauthorizedess or destruction.

@) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The security
log protection, as a minimum, shall be capablero¥iging access
control based on user privileges and interfaceic¢igr physical)
privileges.

(b) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]JThe product
shall have no mechanism for any external user (nuonanachine),
including the administrator, to modify or delete tecurity log.

3) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]JThe security log shall
be capable of using a circular (or equivalent) réic@ mechanism (i.e., oldest
record overwritten by newest).
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€)) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LE[Alarm] The |
product shall be capable of generating a secwgyalarm based upon
specific conditions (e.g., percentage full by newries since last
upload, time interval elapsed since the last upldek space used).
The alarm may necessitate uploading the secugtytigically to
some remote facility or other facility for long-terstorage) to avoid an
overwrite in the buffer. This upload may be auttoadly performed
by the product or by an appropriate administrator.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]Only the system
security administrator and system administratoggahall have the ability to
retrieve, print, copy, and upload the security $g(

€)) [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product
shall be capable of ensuring security log copiestae time
sequentially and include all records stored ingbeurity log up to the
initiation of the copy.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product security
log shall survive system restart (e.g. via relogilin

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]JThe security log shall
be capable of recording any action that changeseberity attributes and
services, access controls, or other configuratemameters of devices; each
login attempt and its result; and each logout ss®m termination (whether
remote or console) to include the following evdmntglefault as a minimum:
(@) Invalid user authentication attempt.

(b) Unauthorized attempts to access system resaurce

(c) Changes made in a user’s security profile atribates.

(d) Changes made in security profiles and attribatesociated with a
interface/port.

(e) Changes made in access rights associatedesgitiurces (i.e., privileges
required of a user and a interface/port to access).

(H Changes made in system security configuration.
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(g) Creation and modification of the system resesingerformed via
standard operations and maintenance procedures.

(h) [Conditional] Disabling a user profileif the product supports
automated or manual disabling of user profiles.

() Events associated with privileged users.

() [Conditional] If the system contains resources that are deennezion
critical (for example a risk analysis classifieastcritical), then the
system should log any events associated with acoglsse mission
critical resources.

(k)  Successful login attempts.

() Failed login attempts to include the following:

i. Failed login attempt due to an excessive nunolbérgon attempts.

ii. Failed logon attempt due to blocking or blaskig of a user ID.

iii. Failed logon attempt due to blocking or blaskihg of a terminal.

iv. Failed logon attempt due to blocking or blaskiig an access port.

(m) Account deletion or termination

(n) Changes to system time or configuration chamngése source used to
establish time, such as the configured NTP server.

(7 [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS[The security log event
record shall be capable of including at least dtleWwing information:

(a) Date and time of the event (both start and)stop

(b) User ID including associated terminal, portwwrk address, or
communication device

(c) Event type

(d) Names of resources accessed
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(e) Success or failure of the event

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LSJTAlarm] The product
shall have the capability to notify (e.g., viaical alarm, alert, or online
report), within 30 seconds, an appropriate NO@ef $ecurity log fails to
record the events that are required to be recorded.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]JThe product shall not

record actual or attempted passwords insthasrity-le@udit log.
Additionally, the audit log shall not include pl&nt private or secret keys or

other critical security parameters

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall
ensure that security asécurity-relate@udit logs are maintained separate
from othertypes ofaudit logs (history or CDR audit logs).

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be
capable of transmitting all logs to a remote logysein a secure manner.

NOTE: Secure manner may be accomplished by usthgsiry best practices
to ensure the confidentiality and integrity of thgs during transfer.

[Required: MESS, SS, LSC, MG, EBC, RSF, R, LS[The product/system

shall be able to generate a human understandaddemiation of any audit
data stored in the audit trail.

[Conditional: MFSS, SS, LSC, MG, EBC, RSF, R, LS]If the product accesses
other systems to pass on a request or activitynidimt user ID associated with it, the
product shall have the capability to make that liBeavailable to other systems.
Thus, if the other systems have the capabilitycteept the user ID information, the
said user can be traceable for the lifetime ofrwgiest or activity.

[Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The product shall be capable
of providing post-collection audit analysis todtat can produce typical reports (e.g.,
exception reports, summary reports, and detailpdrtg) on specific data items,
users, or communication facilities.

[Required: MESS, SS, LSC, MG, EBC, RSF] [Alarm] The product shall support

the capability to alert the NMS when the audit fiimt starts up and shuts down. Thjs

capability shall be configurable.
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54625 Availability

1. [Required: MFSS, SS, LSC, MG, EBC, RSF, R, LS]The VVoIP product (MFSS, LSC,
etc.) shall meet the availability requirementstasesl inthe-JCR-2008Section
5.3.22.3-80f thls UCR System Quallty Facta@he#e—a#e—addﬁren@#e%m&ﬂen

54.6.3 Security Device IA Requirements

1. [Required: IPS, FW] The security device shall support SNMPv3 and NTPv4.

2. [Optional: FW, IPS] The security device shall provide a true Out-alRB-Management
(OOBM) interface that will not forward to or receifrom any of the routed interfaces.
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3. [Required: FW, VPN] The security device shall provide hot standaildfar capability
using a proven reliability protocol.

4. [Required: VPN] The security device shall provide ability to pushicy to the VPN
Client and the ability to monitor the client’s axty.

5. [Required: VPN] The security device shall be managed from a akpkace, clients, and
servers.

6. [Required: FW, IPS, VPN] The security device shall implement NTP to ensiumes are
synchronized.

7. [Required: FW] The security device shall have three Etherndgkpone for primary, one

54.6.3.1  Security Device Alarms and Alerts

for backup, and one for OOBM.

This section mandates the need for security deviceagorm administrators that an event has

occurred.

1.

[Required: FW, IPS] The security device shall apply a set of rulesmonitoring events

and based on these rules indicate a potentialtioolaf the security device security policy.

[Optional: FW, IPS, VPN] [Alarm] Security devices with local consoles shall have the

capability to generate and display an alarm messaatie local console upon detection of
potential security violation.

[Required: FW, IPS, VPN] [Alarm] The security device shall have the capability to

generate an alarm message to a remote administaieole upon detection of a potentia
security violation.

[Required: FW, IPS, VPN] [Alarm] The security device shall have the capability to

generate an alarm message to a new remote admioisrconsole session if the original
alarm has not been acknowledged following a pai€récurity violation.

[Required: IPS] [Alarm] The security device shall have the capability wvigle proper

notification upon detection of a potential securvitylation or forward event status data to

Network Management System (NMS) that will take @p@ropriate action to include

providing notification of the event.
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6. [Required: IPS] [Alarm] The security device shall have the capability tonediately
alert the administrator by displaying a messadbetocal and remote administrative
consoles when an administrative session existadohn of the defined administrative roles.

7. [Required: IPS] [Alarm] The security device shall have the capability tovte proper
notification of the audit trail exceeding a setqatage of the device storage capacity.

8. [Required: FW, IPS, VPN] [Alarm] The security device shall have the capability to
provide a means to notify the administrator of arigical operational events (e.qg., near full
audit logs) within 30 seconds.

9. [Required: IPS] [Alarm] An automated, continuous, on-line monitoring anditauail
creation capability is deployed with the capabitiiyimmediately alert personnel of any
suspicious activity contrary to normal expected subrded baseline operations.

10. [Required: FW, IPS, VPN [Alarm] The security device shall have an automated,
continuous online monitoring and audit trail creatcapability, which shall be deployed
with a user configurable capability to automatigalisable the system if serious
Information Assurance violations are detected.

11. [Required: FW, IPS, VPN] The security device shall have the capabilitgdnfigure the
timing of alarms and their escalation based uppe Bnd severity of event.

5.4.6.3.2  Security Device Audit and Logging

This section requires a security device to prodecerds that forensics examiners can use to
trace intrusions and other security events. b alendates the records will be protected against
malicious alteration.

1. [Reaquired: FW, IPS, VPNl The security device shall generate an auditrieoball
potential security violations that are detectednplete with the identity (source and
destination address) of the potential securityatioh, time/date, and other identifying
data.

2. [Required: FW, IPS, VPN] The security device shall generate an auditrceobeach
start-up and shutdown of the audit function.

3. [JRequired: FW, IPS, VPN The security device shall generate an auditreoball
modifications to the audit configuration that ocethile the audit collection functions are
operating to include enabling and disabling of ahthe audit analysis mechanisms.
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4. [Required: FW, IPS, VPN] The security device shall generate an auditnceobany
modification to the audit trail.

5. [Required: FW, IPS, VPN] The security device shall generate an auditrceobany
unsuccessful attempts to read information fromatingit records.

6. [Required: FW, IPS, VPN] The security device shall generate an alarmamning
message upon detection of audit activity failures.

7. [Required: FW, IPS, VPN] The security device shall generate an auditreeoball
actions taken due to exceeding the audit threshold.

8. [Required: FW, IPS, VPN] The security device shall generate an alarm oniwa
message upon detection of an audit storage failure.

9. [Required: FW, IPS] The security device shall provide minimum recaordecurity
relevant events including any activity caught bg tdeny all” rule at the end of the
security device rule base.

10. [Required: FW, IPS, VPN] The security device shall provide a means teeshodit
records to a dedicated server on the internal n&two

11. JRequired: FW, IPS, VPN] The security device shall generate an audit ceoball
failures of cryptographic operations.

12. [Required: IPS] The security device shall generate an audit ceobarll failures to
reassemble fragmented packets.

13. [Required: FW, IPS, VPN] The security device shall generate an audit ceobr
exceeding the threshold of unsuccessful authemcattempts; the actions taken (e.g.,
disabling of an account), and the restoration ¢ortbrmal state.

14. [Required: FW, IPS, VPN] The security device shall generate an audit ceabnll use
of authentication and user identification mechaisism

15. [Required: FW, IPS] The security device shall generate an audit ceobattempts to
bind user security attributes to a subject.

16. [Required: FW, IPS, VPN] The security device shall generate an audit ceoball

modifications to the security functions of the s@gwdevice.
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17.

[Required: FW, IPS, VPN] The security device shall generate an audit ceoball

18.

enabling or disabling of the key generation sedtge

[Required: FW, IPS, VPN] The security device shall generate an audit ceoball

19.

modifications of the values of the security devde¢a by the administrator.

[Required: FW, IPS, VPN] The security device shall generate an audit ceoball

20.

Administrator actions and/or privileged activities.

[Required: FW, IPS, VPN] The security device shall generate an audit ckobnrll

21.

attempted uses of the trusted channel functions.

[Required: FW, IPS, VPN] The security device shall provide the adminisiratith the

22.

capability to read all audit data from the auddoml.

[Required: FW, IPS, VPN] The security device shall prohibit all users raadess to the

23.

audit records in the audit trail, except an adntiaisr.

[Required: FW] The security device, when configured, shall log évent of dropping

24.

packets and the reason for dropping them.

[Required: FW, IPS, VPN] The security device shall log changes to theigardtion.

25.

[Required: FW, IPS] The security device shall log matches to filtdes that deny

26.

access when configured to do so.

[Required: FW, IPS, VPN] The security device shall log hardware changesesihe last

27.

maintenance cycle when configured to do so.

[Required: FW, IPS, VPN] The security device shall log new physical cotioes made

28.

to the security device.

[Required: FW, IPS, VPN] The security device shall prevent modificatiomshie audit

29.

records in the audit trail.

[Required: FW, VPN] The security device shall record access or attedngtcess via

30.

security device to all program initiations and slowtns that have security implications.

[Required: FW, IPS, VPN] Audit records shall include connection attemptthe

security device.
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[Required: FW, IPS, VPN] The system shall create and maintain an audlit it

32.

includes selected records of access to securigyaal objects and directories, including
opens, closes, madifications, and deletions.

[Required: FW, IPS, VPN] The security device shall create an audit traiintained by

33.

an IS that is capable of recording changes to thehamism'’s list of users’ formal access
permissions.

[Required: FW, IPS, VPN] The security device shall record access or atetngccess

34.

via controlled interfaces to objects or data whabels are inconsistent with user
privileges.

[Required: FW, IPS, VPN] The system shall create and maintain an audlit it

35.

includes selected records of activities at theeggstonsole (either physical or logical
consoles), and other system-level accesses byaudd users.

[Required: FW, IPS, VPN] The output of such intrusion/attack detection armitoring

36.

tools shall be protected against unauthorized acoesdification, or detection.

[Required: FW, IPS, VPN] Audit procedures that include the existence asdaf audit

37.

reduction and analysis tools shall be implemented.

[Required: FW, IPS, VPN] Tools shall be available for the review of auditords and

38.

for report generation from audit records.

[Required: FW, IPS, VPN] Audit records shall include:

a. User ID

b. Successful and unsuccessful attempts to aseessity files

C. Date and time of the event

d. Type of event

e. Success or failure of event

f. Successful and unsuccessful log-ons

qg. Denial of access resulting from excessive nurnb®g-on attempts
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h. Blocking or blacklisting a user ID terminalaccess port, and the reason for the
action

i. Activities that might modify, bypass, or neqgatdeqguards controlled by the
system

i Data required to audit the possible use of dostegannel mechanisms

K. Privileged activities and other system-levaless

l. Starting and ending time for access to theesyst

m. Security relevant actions associated with jpisrisrocessing or the changing of
security labels or categories of information

39. [Required: IPS] The security device shall log requests for acoesgrvices where the
presumed source identity of the information receilg the security device specifies a
broadcast identity.

40. [Required: FW, IPS, VPN] The level of events/information audited by theusay
device shall be configurable.

41. [Required: IPS] The security device shall log SMTP traffic thahtains source routing
symbols (e.qg., in the mailer recipient commands).

42. [Required: FW, IPS, VPN] The security device intrusion/attack detectiod an
monitoring tools shall build on audit reduction aarthlysis tools to aid the ISSO in the
monitoring and detection of suspicious, intrusiweattack-like behavior patterns.

43. [Required: FW, IPS, VPN] Audit procedures shall include the capabilityie# system to
monitor auditable events in real time that maygatk an imminent violation of security

policies.

44. [Required: FW, IPS, VPN] A comprehensive audit trail of each remote s@s&o
include the following shall be recorded:

a. Source and destination IP addresses,

b. Connection start and end dates/times,

C. Authenticated User IDs,
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d. Number of unsuccessful logon attempts befoceessful logon,

e. Successful and unsuccessful attempts to asgstsn resources during remots
session.

U

f. Privilege Escalation attempts.

g. Activities that might modify, bypass, or negigafequards controlled by the
system.

[Required: IPS] The security device shall log requests in whighibformation received

46.

by the security device contains the route (setst hetwork identifiers) by which
information shall flow from the source subjecthe destination subject.

[Required: IPS] The security device shall log an information flbetween a source

47.

subject and a destination subject via a contralleeration if the source subject has
successfully authenticated to the security device.

[Required: IPS, VPN] The security device shall log an information flbetween two

48.

objects when the information security conditiongchahe attributes in an information
flow policy rule (contained in the information flopolicy database).

[Required: IPS, VPN] The security device shall log data and audit ssrefmen a user

49.

session authentication replay attack is detected.

[Required: IPS, VPN] The security device shall be able to collectftil®wing: Start-up

50.

and Shutdown events.

[Required: IPS, VPN] The security device shall be able to collectfill®wing:

51.

Identification, Authentication, and Authorizationemts.

[Required: IPS, VPN] The security device shall be able to collectftil®wing: Data

52.

Accesses.

[Required: IPS, VPN] The security device shall be able to collectfti®wing: Service

53.

Requests.

[Required: IPS, VPN] The security device shall be able to collectftil®wing:

4.

Network traffic.

[Required: IPS, VPN] The security device shall be able to collectSkeeurity

configuration changes.

1331



DoD UCR 2010

Section 5.4 — Information Assurance Requirements

55.

[Required: IPS, VPN] The security device shall be able to collectfill®ewing: Data

56.

introduction.

[Required: IPS] The security device shall be able to collectfitlewing: Detected

S7.

malicious code.

[Required: IPS, VPN] The security device shall be able to collectftil®wing: Access

58.

control configuration.

[Required: IPS, VPN] The security device shall be able to collectfitl®wing: Service

59.

configuration.

[Required: IPS, VPN] The security device shall be able to collectAbnghentication

60.

configuration.

[Required: IPS, VPN] The security device shall be able to collectftil®wing:

61.

Accountability policy configuration.

[Required: IPS, VPN] The security device shall be able to collectftll®wing:

62.

Detected known vulnerabilities.

[Required: IPS, VPN] The security device shall provide authorized sis@th the

63.

capability to read the system data.

[Required: IPS, VPN] The system shall prohibit access to securityaednta, except

64.

those users that have been granted explicit rezebac

[Required: FW, IPS, VPN] The security device shall ensure that securityogdedata

will be maintained if the security device:

a. Fails

b. Is attacked

C. Storage becomes exhausted (a circular storatisochwill be employed so that
a Denial of Service attack could not be implemeigdverloading audit trail
with events.)

d. Fails restart/reboot
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65. [Required: FW, IPS, VPN] The security device shall have a circular logrnsure that
buffers do not fill and the logging stops. Theypsld be required to offload to external
SYSLOG RAE.

66.[Required: FW, IPS, VPN] The security device shall be able to offload alodjs to
external SYSLOG RAE.

5.4.6.3.3  Conformance Reguirements

Security devices must conform to specific standasddescribed below:

1. [Required: FW, IPS, VPN] The DoD IPv6 Profile shall be used for IPv6 regmients
for security devices unless otherwise stated eifligin this section or in UCR 2008,
Section 5.3.5, IPv6 Requirements.

2. [Required: FW] The security device shall conform to all of the BlUrequirements
found in RFC 2409, “The Internet Key Exchange (IKE)

3. [Required: FW, IPS, VPN] The security device shall conform to all of th&SIT
requirements found in RFC 3414, “User-based Sechtddel (USM) for version 3 of the
Simple Network Management Protocol.”

4. [Required: FW, IPS, VPN] The security device shall conform to all of the Bl
requirements found in RFC 3412, “Message ProcessiddDispatching for Simple
Network Management Protocol.”

5. JRequired: FW, IPS, VPN] The security device shall conform to all of th&SIT
requirements found in RFC 3413, “Simple Network ld@ament Protocol Applications.”

6. [Required: FW] The security device shall conform to all of th&SIl requirements
found in RFC 3585, “IPSec Configuration Policy Imfamtion Model.”

7. [Required: FW] The security device shall conform to all of th&)SIT requirements
found in RFC 3586, “IP Security Policy Requiremeénts

8. [Required: FW] The security device shall conform to all of the BlUrequirements
found in RFC 4302, “IP Authentication Header.”

9. [Required: FW] The security device shall conform to all of th&)SIT requirements
found in RFC 4303, “IP Encapsulating Security Pagl¢ESP).”
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10.

[Required: FW] The security device shall conform to all of th&)SIT requirements

11.

found in RFC 4305, “Cryptographic Algorithm Implentation Requirements for
Encapsulating Security Payload (ESP) and Autheimicddeader (AH).”

[Required: FW] The security device shall conform to all of th&)SIT requirements

12.

found in RFC 4306, “Internet Key Exchange (IKEv2dtecol.”

[Required: FW] The security device shall conform to all of the BlUrequirements

13.

found in RFC 4307, “Cryptographic Algorithms for&m the Internet Key Exchange
Version 2 (IKEv2).”

[Required: FW] The security device shall conform to all of th& S requirements

14.

found in RFC 4308, “Cryptographic Suites for IP3ec.

[Required: FW] The security device shall conform to all of the BlUrequirements

15.

found in RFC 4309, “Using Advanced Encryption Stamd(AES) CCM Mode with IPSec
Encapsulating Security Payload (ESP).”

[Required: FW] The security device shall conform to all of th&)SIT requirements

16.

found in RFC 2473, “Generic Tunneling.”

[Required: FW] The security device shall conform to all of the MIU®guirements

17.

found in RFC 4301, “Security Architecture for thtdrnet Protocol.”

[Required: FW] The security device shall conform to all of the MU quirements

18.

found in RFC 3948, “UDP Encapsulation of IPsec &gk

[Required: FW] The security device shall conform to all of the MIU®guirements

found in RFC 3947, “Negotiation of NAT-Traversalte IKE.”

546.34 Security Measures

This section enumerates various measures that thalsecurity device and its environment

more secure.

1. JRequired: FW, IPS, VPN] Passwords shall be changed at least annualllogimng
system mechanisms that enforce current DoD pasiseamplexity policies.
2. JRequired: FW, IPS, VPN] Passwords shall be encrypted both for storagdaand

transmission.
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3. [Required: FW, IPS, VPN] The security device shall prevent the downloadihopobile
code or executable content to itself.

4. [Required: FW, IPS, VPN] Monitoring tools shall be used for the monitoramg
detection of suspicious, intrusive, or attack-lilehavior patterns to itself.

5. [Required: FW, IPS, VPN] The security device’'s controlled interface shallconfiqured
such that its operational failure or degradatioallsiot result in any unauthorized release
of information outside the IS perimeter.

6. [Required: FW, IPS, VPN] DoD ISs shall comply with DoD ports, protocolada
services guidance.

7. [Required: FW, IPS, VPN] Where scanning tools are available, the secdatyce’s
internal hosts shall be scanned for vulnerabilitiegddition to the security device itself to
confirm an adequate security policy is being erddrc

8. [Required: FW, IPS, VPN] The security device must protect itself agaitsnapts by
unauthorized users to bypass, deactivate, or tamigeisecurity device security functions

9. [Required: FW] The security device shall block unauthorizedalad broadcasts from
external networks (Distributed Denial of Servicéemse).

10. [Required: FW] The security device shall verify reverse patlcasi addresses
(Distributed Denial of Service defense) and be &bldrop packets that fail verification.

11. [Required: FW, IPS, VPN] The security device shall drop all packets witHRwv4 non-
routable (RFC 1918) address originating from ar@xl source.

12. [Required: FW, IPS, VPN] The security device shall drop all packets witHRwv4
source address of all zeros.

13. [Required: FW, IPS, VPN] The security device shall drop all traffic frohetinternal
network that does not use a legitimate internatesklrange as its source address.

14. [Required: FW, IPS] The security device shall differentiate betweetharized and
fraudulent attempts to upgrade the operating systentrying to upgrade system files wit
the wrong names.

15. [Required: FW, IPS] The security device shall differentiate betweetharized and

fraudulent attempts to upgrade the configuratiegn,if a user trying to perform an upgrad
that is not authorized that role.

D
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16.

[Required: FW, IPS] The security device shall pass traffic, which sbkeurity device has

17.

not identified as being a security problem, withali¢ring the contents.

[Required: FW, IPS] The security device shall properly accept or ddegr Datagram

18.

Protocol (UDP) traffic from port numbers based oliqy.

[Required: FW, IPS] The security device shall properly accept or dEGY traffic from

19.

port numbers based on policy.

[Required: FW] The security device shall not compromise its weses or those of any

20.

connected network upon initial start-up of the sit¢ulevice or recovery from an
interruption in security device service.

[Required: FW] A security device shall properly enforce TCPestat

21.

[Required: FW] A security device shall properly accept and deaffic based on

22.

multiple rules.

[Required: FW, IPS] A security device shall prevent all known netwbdsed current

23.

attack technigues (Common Vulnerabilities and Exgldrom compromising the security
device.

[Required: FW, IPS, VPN] A security device shall prevent the currentlyikae

24.

Information Assurance Penetration technigues, finatkbin DISA STIGS and IAVAS
from penetrating the security device.

[Required: FW, IPS] A security device shall block potentially malig®fragments.

25.

[Required: FW, IPS] The security device shall mediate the flow ofisfibrmation

26.

between a user on an internal network connectéuktesecurity device and a user on an
external network connected to the security devimkraust ensure that residual information
from a previous information flow is not transmitted

[Required: FW, IPS] The security device shall not contain unautharizempilers,

editors, and other program development tools oogerational security device systems.

54.6.3.5 Systems and Communi cation Protection

These reqguirements enforce the security of indelidystems and the communication paths.
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[Required: FW] Each controlled interface shall be confiqureérnsure that all

(incoming and outgoing) communications protocodsyEes, and communications not
explicitly permitted are prohibited

[Required: FW] The security device’s controlled interface skalsure that only traffic

that is explicitly permitted (based on traffic rewi) is released from the perimeter of the
interconnected |IS.

[Required: FW] The controlled interface is configured such itsebperational failure or

degradation (to include traffic load or corrupfficacontent) does not result in any
unauthorized system access.

[Required: FW] The security device’s controlled interface enésrconfigurable

thresholds to determine whether all network traého be handled and controlled.

[Required: FW, IPS, VPN] The underlying operating system shall satisfy the

confidentiality requirements of Protection Levabi2higher, integrity requirements for
Basic Level-of-Concern or higher, and availabitgguirements for Basic Level-of-
Concern or higher.

5.4.6.3.6 Other Requirements

This section provides other functional requiremdatghe firewall that are not listed in previou

sections.

1.

[Required: FW, IPS, VPN] The security device shall reject requests foessor

services where the presumed source identity ofdliece subject is an external
Information Technology entity on a broadcast nekwor

[Required: FW, VPN] The security device shall reject requests foess®r services

where the presumed source identity of the sourbgesuis an external Information
Technology entity on the loopback network.

[Required: FW, IPS, VPN] The security device shall permit an informatitmwf

between a source subject and a destination subgatcontrolled operation if the source
subject has successfully authenticated to the geclavice.

[Required: FW ] The TSF shall permit an information flow betweeoontrolled subject

andanother controlledsubjectvia a controlled operation if the following rulesl:
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a.

Subjects on an internal network can cause irdtiam to flow through the security

device to another connected network if:

(1)

All the information security attribute valuegainambiguously permitted by

(2)

the information flow security policy rules, whenach rules may be composed
from all possible combinations of the values ofitifermation flow security
attributes, created by the authorized administrator

The presumed address of the source subjettteimformation, translates to

(3)

an internal network address;

And the presumed address of the destinatiojestlin the information,

translates to an address on the other connecteihet

Subjects on the external network can causenrdtion to flow through the TOE to

another connected network if:

(1)

All the information security attribute valuegainambiguously permitted by

(2)

the information flow security policy rules, whenach rules may be composed
from all possible combinations of the values ofitifermation flow security
attributes, created by the authorized administrator

The presumed address of the source subjettteimformation, translates to

(3)

an external network address;

And the presumed address of the destinatiojestlin the information,

translates to an address on the other connectewihet

5. JRequired: FW, IPS, VPN] The security device, after a failure or servissdntinuity,

shall enter a maintenance mode where the abilitgtton the security device to a secure

state is provided.

6. [Required: IPS, VPN] The security device shall detect replay attadisaieither

security device data or security attributes.

7. [Required: IPS] The security device shall reject data and audihts when a replay is

detected.

8. [JRequired: FW, IPS, VPN] The security device shall ensure the securiticpol

enforcement functions are invoked and succeed éefach function within the security

functions scope of control is allowed to proceed.
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[Required: FW, IPS, VPN] The security device shall lock a local interagtsession

10.

after a System Administrator-specified time perioflsvactivity by clearing or overwriting
display devices and making the current contentsadable.

[Required: FW, IPS, VPN] The security device shall lock a local interagtsession after

11.

a System Administrator-specified time period oftimaty by disabling any activity of the
user’s data access/display devices other than kinlpthe session.

[Required: FW, IPS, VPN] The security device shall allow user-initiateddimqg of the

12.

user’'s own local interactive session by clearingwrwriting display devices and making
the current contents unreadable.

[Required: FW, IPS, VPN] The security device shall allow user-initiateddimqg of the

13.

user's own local interactive session by disabling activity of the user’s data
access/display devices other than unlocking the@es

[Required: FW, IPS, VPN] The security device shall terminate a remoteisesdter a

14.

System Administrator-configurable time intervalsefssion inactivity.

[Required: FW, IPS, VPN] The security device shall enforce System Adnratet

15.

policy regarding Instant Messaqing traffic.

[Required: FW, IPS, VPN] The security device shall enforce System Admiatst

16.

policy regarding VVolIP traffic.

[Required: FW, IPS, VPN] The security device features or capabilitiesrequired for

17.

security device operation shall be disabled to ielte exposure to possible security
vulnerabilities.

[Required: FW, IPS, VPN] Access Control shall include a Discretionary AAsc€ontrol

18.

(DAC) Policy.

[Required: FW, IPS, VPN] Discretionary Access Control access controlsl $leal

19.

capable of including or excluding access to thewalaity of a single user.

[Required: FW, IPS, VPN] The security device's controlled interface shaliew

20.

incoming information for viruses and other malidaode.

[Required: FW, IPS, VPN] The controlled interface shall be configuredtso i

operational failure or degradation (to includeficalibad or corrupt traffic content) does nd
result in any external information entering the IS.

Dt
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21.

[Required: FW, IPS, VPN] The controlled interface shall be configuredtso i

22.

operational failure or degradation (to includeficaibad or corrupt traffic content) does not
result in any unauthorized release of informatiatsiwle the IS perimeter.

[Required: FW, IPS, VPN] The controlled interface shall provide the apiti fully

23.

restore its functionality in accordance with docuted restoration procedures.

[Required: FW, IPS, VPN] The security device shall prevent or mitigate Rt&cks.

Where technically feasible, procedures and mechanshall be in place to curtail or
prevent well-known, detectable, and preventable Bitétks (e.q., SYN attack). Only a
limited number of DoS attacks are detectable ardamtable. Often, prevention of such
attacks is handled by a controlled interface.

5.4.6.3.7  Configuration Management

This section assures the ability to administerseeurity device in a manner consistent with best

practices. It does not mandate a specific condijom for UC devices.

1. [Required: FW, IPS, VPN] A CM process shall be implemented for hardwaidk an
software updates.

2. [Required: FW, IPS, VPN] The CM system shall provide an automated meanshish
only authorized changes are made to the secunifigelénplementation.

3. [Reaquired: FW, IPS, VPN] The security device shall disable the Proxy Addre
Resolution Protocol (ARP) service, unless disabiedefault.

4. [Required: FW, IPS, VPN] The security device shall have the capabilitgigable the
ICMP destination unreachable notification on exatinterfaces.

5. [Required: FW, IPS, VPN] The security device shall disable IP redirectiapability.

6. [Optional: FW, IPS, VPN] The security device shall disable the MaintenaDgerations
Protocol (MOP) service in DEC equipment which us# protocol to perform software
loads.

7. [Required: FW, IPS, VPN] The security device shall be capable of shutdiomyn any
unused interfaces as determined by the administrato

8. [Required: FW, VPN] The security device shall disable the services®uouting.
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9. [Required: FW, IPS, VPN] The security device shall properly implement ateoed list
policy procedure.

10. [Required: FW, IPS] The controlled interface shall enforce configlgahresholds to
determine whether all network traffic can be haddad controlled. If a processing
threshold or a failure limit has been met thendtetrolled interface will not continue to
process transactions. These thresholds can lve detect and defend against Denial of
Service attacks such as SMURF or SYN Flood.

11. [Required: FW, IPS] The system administration shall employ securignagement
mechanisms for the management of the controllemfate. This includes configuration
and start/stop processing of the controlled interfaFor controlled interfaces, the System
Administrator may be the same as the System Adtrénds.

5.4.6.3.8 Documentation

—

This section requires documents that show a firemes$ designed and implemented using bes
current practices. Additionally, administrativedamser quides are required to ensure the firewall
is delivered to sites with the documentation neddagatoperly secure the enclave.

1. [Required: FW, IPS, VPN] The developer shall provide CM documentation fifigng
roles, responsibilities, and procedures to inclidemanagement of Information Assurange
information and documentation shall be formally wiloented.

2. [Required: FW, IPS, VPN] The developer shall provide administrator quiganc
addressed to system administrative personnel @& dmijnistrator’s Guide).

3. [Optional: FW, IPS, VPN] The developer shall provide user guidance (Bser’'s
Guide) when there are users other than adminisgrafbhe User’s Guide will describe the
protection mechanisms provided, guidelines on Hmwhechanisms are to be used, and|the
ways the mechanisms interact.

4. [Required: FW, IPS, VPN] The developer shall provide the architecturalgtesf the
security device.

5. JRequired: FW, IPS, VPN] The developer shall provide a functional speatfan of the
security device.
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[Required: FW, IPS, VPN] The developer shall perform strength of secwléyice

analysis for each mechanism identified in the Sgcliarget as having strength of security
device claim.

[Required: FW, IPS, VPN] The developer shall provide an analysis of tsedeverage.

[Required: FW, IPS, VPN] The developer shall provide covert channel amalys

documentation identifying any covert channels dettalong with alternative strategies
for mitigating any associated vulnerabilities.

[Required: FW, IPS, VPN] The developer shall provide vulnerability anadysi

10.

documentation identifying known security vulnerélsb regarding the configuration and
use of administrative functions. The vulnerabifityalysis documentation shall also
describe the analysis of the security device dedivies performed to search for obvious
ways in which a user can violate the security degiecurity policy.

[Required: FW, IPS, VPN] The reference document for the security devied be

11.

unique to each version of the security device.

[Required: FW, IPS, VPN] The security device shall be labeled with itgerehce

12.

information i.e. model and version number.

[Required: FW, IPS, VPN] The CM documentation shall provide evidence &flat

13.

configuration items have been and are being effelstinaintained under the CM system.

[Required: FW, IPS, VPN] The CM system shall provide measures such tHat on

14.

authorized changes are made to the configuratonsit

[Required: FW, IPS, VPN] The guidance documentation shall list all assionptabout

15.

the intended environment.

[Required: FW, IPS, VPN] The system shall demonstrate a procedure fop@ogeand

16.

acting upon user reports of potential security amd requests for corrections to those
flaws.

[Required: FW, IPS, VPN] The flaw remediation procedures documentatiofi sha

17.

describe the procedures used to track all repegedrity flaws in each release of the
security device.

[Required: FW, IPS, VPN] The flaw remediation procedures shall requiré éha

description of the nature and effect of each sgctlaw be provided, as well as the status
of finding a correction to that flaw.
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[Required: FW, IPS, VPN] The flaw remediation procedures shall requiré tlarective

19.

actions be identified for each of the security #aw

[Required: FW, IPS, VPN] The flaw remediation procedures documentatiofl sha

20.

describe the methods used to provide flaw inforomtcorrections, and guidance on
corrective actions to security device users.

[Required: FW, IPS, VPN] The procedures for processing reported secuatysfshall

21.

ensure that any reported flaws are corrected anddhrection issued to security device
users.

[Required: FW, IPS, VPN] The developer shall perform a vulnerability asay

22.

[Required: FW, IPS, VPN] The vulnerability analysis documentation shafialie the

23.

disposition of identified vulnerabilities.

[Required: FW, IPS, VPN] The vulnerability analysis documentation shatiwhfor all

24.

identified vulnerabilities, that the vulnerabilitannot be exploited in the intended
environment for the security device.

[Required: FW, IPS, VPN] The vulnerability analysis documentation shadkify that

25.

the security device, with the identified vulner@hsk, is resistant to obvious penetration
attacks.

[Required: FW, IPS, VPN] The installation, generation, and start-up doguiat@®n

26.

shall describe all the steps necessary for senatallation, generation, and start-up of the

security device.

[Required: FW, IPS, VPN] The administrator guidance shall describe recover

27.

procedures and technical system features to awireystem recovery is done in a trustd
and secure manner.

[Required: FW, IPS, VPN] The developer shall provide a statement abousdhiece

country for each software module/capability wittiie device.

5464 Smartohone End Instrument and Backend SupwbRequirements

1.

[Conditional: EI, AEI] If the system is a "Smartphone End Instrumergfingd as an El

or AEI application that operates on an advancedilmgebmputing platform providing

30|

functions and features beyond basic telephonydévece shall comply with the subtendeq

1343



DoD UCR 2010
Section 5.4 — Information Assurance Requirements

requirements.

NOTE: The “advanced mobile computing platform” abbk any portable electronic
device as defined in 8100.2 to include commercararsphones, wireless tablets or
“slates,” electronic pads, small form factor noteks etc.

a. [Required: Smartphone EI] The platform on which the Smartphone El is utitiz
shall comply with all of the requirements contaime@pplicable STIGs, STIG
Checklists, and other DISA FSO Publications toudel Security Requirements
Matrices.

(D [Required: Smartphone EI] The requirements related to protection of data-
at-rest shall also apply to sensitive informatiditiaed by the VVVolP
application. This includes call history, phone boodntacts, directory
information, and any other VVoIP application rethtecords.

(2) [Required: Smartphone EI] The product shall comply with all of the
requirements in the DISA FSO "Smartphone Securggl®ements Matrix."

(3) [Conditional: Smartphone EI] If the platform on which the Smartphone El
resides supports e-mail, web browsing, and othweicsss, these services shall
be in accordance with all applicable STIGs, STIG¢EHtists, and other DISA
FSO Publications to include Security Requiremengsrides

b. [Required: Smartphone EI] The Smartphone El application shall comply with a
of the requirements contained in applicable STEIHIG Checklists, and other DISA
FSO Publications to include Security Requiremendgsrides.

C. [Required: Smartphone EI] The Smartphone El application shall conform tmal
the requirements specified for Els or AS-SIP Efsdppropriate) in this UCR, with
the exception of the following requirements:

(NOTE: This includes and is not limited to the daifity to establish precedence calls
from the Smartphone El, support precedence ririgplay caller ID and precedence
level information, and support operation on IPvéldad Smartphone El platforms
and networks.)

(1) [Conditional: Smartphone EI] If the Smartphone El does not support all of
the codec types specified in Section 5.3 for E ARls, this non-compliance
is permitted, provided that the Smartphone El SB&&scodes appropriately
when communicating with the LSC (or MESS or SS9réy maintaining
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interoperability with normal Els and AEls that dgogort these codecs.

NOTE: This requirement is intended to accommodateiwidth constrained
wireless networks where codecs such as G.711 nrauote too much
bandwidth.

[Required: Smartphone EI] All and media (e.qg. voice) transmitted from the

Smartphone EI application shall be protected usimgryption and integrity

mechanisms that are validated as conforming to EHS2 requirements.

(1)

[Required: Smartphone EIl The cryptographic profile (algorithms used fd

confidentiality, integrity, etc.) utilized to estah secure connectivity from
the Smartphone El to the SBSS shall be equal $tronger than the profiles
specified for the TLS and IPSec in Section 5.4¢f UCR for data and
signaling information. For VVoIP media traffic, tkkeyptographic profile
shall be equal to or stronger than the profilersdfifor SRTP in Section 5.4
of this UCR.

[Conditional: Smartphone EI] If the Smartphone El is operated on a platforat th

supports the receipt of calls from the PSTN, thaieation shall prevent incoming

calls received via the PSTN from interrupting catlade using the Smartphone El's

homed LSC.

NOTE: Acceptable behavior in this case includesisenthe PSTN call to voicemail

or briefly notifying the user of the incoming calithout tearing down the VVolP

session with the LSC.

[Conditional: Smartphone EI] If the Smartphone El supports the capability to

establish and receive PSTN calls, the Smartphorsh&l support the capability to

alert the user when an incoming call is receivedhfthe homed LSC (or MESS or

SS), during active calls to the PSTN.

[Required: Smartphone EI] The Smartphone El shall support the capability to

establish a mutually authenticated, secure corometdi the SBSS which utilizes

X.509v3 certificates from a DoD approved PKI fotigdation of the SBSS and the

Smartphone El.

(1)

[Required: Smartphone EI] The Smartphone El shall perform all of the

certificate validation and revocation checks spedifn Section 5.4 when
establishing the mutually authenticated, secur@aectivity to the SBSS.
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h. [Required: Smartphone_ EI] The Smartphone EIl shall support the capability to
utilize a CAC to authenticate a user to the SmanphEl application. This capability
shall be configurable.

NOTE: If the underlying platform already requirés use of a CAC to enable to the
device, then it is permitted for the SmartphonéoHeverage the results of this
authentication process if accessible to the apiica

i [Required: Smartphone EI] Smartphone Els that provide an 802.11 WLAN
capability or connect to DoD-owned WLAN networksltomply with all of the
requirements applicable to Wireless End Instrum@Ms|s) specified in Section 5.3
of this UCR.

I [Conditional: Smartphone EI] If the Smartphone El also supports an instant
messaging capability, that capability shall bedoaadance with Section 5.7 of this
UCR and any applicable STIGs and STIG checklistgn¢tlude the Instant
Messaging STIG).

k. [Objective: Smartphone EI] If the device is locked, possibly in a lower powe
state, but not powered off, the Smartphone El girallide users the capability to
continue to receive calls from its homed LSC or 8&the SBSS, while in this state.

NOTE: The goal of this requirement is to ensuré¢ tha device does not require the
user have the device unlocked and fully active. @splay on at full power, all
components fully active) in order to receive caltgl to facilitate better battery life
for Smartphone El.

2. [Required: SBSS] The Smartphone Backend Support System (SBS)mbalde secure
connectivity to the LSC (or SS or MFSS) on behékluny served, securely connected
Smartphone Els, while maintaining or enhancingsngurity posture of the network.

a. [Required: SBSS] The system shall comply with all of the requirgsscontained
in applicable STIGs, STIG Checklists, and other ®FES0 Publications to include
Security Requirements Matrices for all voice, edmaeb-browsing, instant
messaging, or any other service provided.

(1) [Required: SBSS] The system shall at minimum support all of theate
administration commands (remote wipe, remote désadit.) specified in the
applicable STIGs and FSO Security Requirementsicestfor any remotely
supported Smartphone Els.
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[Required: SBSS] On the interface used by the SBSS to communiggleits

homed LSC or SS, the SBSS shall act as any other EEI| and therefore comply
with all of the applicable requirements in this UEREIs or AEls as appropriate.

(1 [Required: SBSS] If the VVoIP media traffic transmitted betweel th
Smartphone El and the SBSS does not use one obtlees required in
Section 5.3 of this UCR, the system shall supptramscoding function that
translates this media traffic accordingly in a seaunanner.

(2) [Required: SBSS] The system shall mark traffic associated with /o
media, signaling, instant messaging, e-mail, welvbing, and any other
supported service with the appropriate DSCP vabeeified in Section 5.3 on
the interface used to communicate with the homed bESS.

[Required: SBSS] The system shall ensure separation is maintdintgeen

concurrent sessions transiting the system.

[Required: SBSS] The system shall provide a secure connectivitatbsy minimum

implementing Back-to-Back User Agent (EBC-like) hggition layer gateway
functionality or VPN termination functionality.

(1) [Required: SBSS] The data transiting within and external to thetem shall
remain encrypted at all points with cryptographresgth consistent with the
TLS and IPSec profiles or SRTP profile (for medipgcified in UCR Section
5.4. The system must not rely on physical safegualohe to provide
confidentiality for data in transit.

(2) [Required: SBSS] The system shall utilize X.509 certificates frar®oD
approved PKI in accordance with the validation esubcation requirements
specified in Section 5.4, to support the estableshinof a mutually
authenticated connection to authorized Smartphdsie E

(3) [Required: SBSS] [Alarm] The system shall only permit access by only
authorized Smartphone Els. The system shall tlierNMS if it detects
attempted connections from unauthorized Smartpkdsi@r large numbers of
failed connectivity attempts.

[Required: SBSS] The portions of the SBSS which establish secanmectivity to

the Smartphone El and other security critical congmds of the SBSS (specifically
any portions of the SBSS that provide functionadityyivalent to devices specified in
existing protection profiles including FWs, IDSadaVPNs) shall be NIAP validated,.
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NOTE: The system can utilize/incorporate alreadfRalidated components in a
secure manner to comply with this requirement.

f. [Objective: SBSS] The system shall provide a number portability ealdl
forwarding feature. This capability shall alloweus that travel outside of the enclave
to utilize the same profile and phone number, aaseat with their assigned El or
AEI within the enclave, but on their Smartphone ElI.

5.4.7 Quality Assurance Provisions
5471 Responsibility for Inspection

The responsibility for inspection of the requirenseis assigned to one of two organizations
depending on whether the satisfaction of the requent is related to interoperability. If the
requirement is an interoperability issue then tR€Jwill test the system to ensure that the
requirement has been met and is interoperable ghrthe Telecom Switched Services
Interoperability (TSSI) Program. The TSSI progriaciudes interoperability certification of the
DoD’s voice, video, and data services. Regarddésehether the requirement has an

Assurance assessment of the system to ensurdltimibamation Assurance requirements are
satisfied in accordance with th&/elP-UC Information Assurance Test Plan (IATP) and the
appropriate STIGs. Due to constantly evolving ségthreats, the IATP is also used to test
Information Assurance related aspects of a solutiahare not mandated by requirements.

The UCCO has the responsibility for the coordinawd all testing, both Information Assurance
and interoperability. The IATT is part of the JI'B@d is sponsored by the DISA Office for
Information Assurance engineering and the DSN HAMe IATT reports the test results of the
Information Assurance assessment to the DISA FB@ FSO is responsible for writing a
recommendation to the DISN Security Accreditatioarihg Group (DSAWG), in coordination
with the CA who signs the DSAWG recommendatioreletiThe DSAWG is the organization
which makes the final decision to accept any redidaks associated with the system before its
Information Assurance certification and accredmatiOnce the system receives DSAWG
accreditation and JITC interoperability certificatj it is placed on the APL. The details of the
IATP can be found on the JITC TSSI Web site (hitft/fhu.disa.mil/tssi/index.html) and the
details of the STIGs can be found on the DISA FS#bsite
(http://iase.disa.mil/stigs/stig/index.html).

Once an APL product is procured and installedlatation, it shall comply with the appropriate
STIGs and shall report its status to the appropi&angle System Manager (SSM) annually. It is
imperative that the system configuration is coesistith the configuration used during the
APL process. Upon installation, the Informatiorssance configuration settings must be
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validated as part of the DIACAP as described inltherim Department of Defense (DoD) C&A
Process Guidance to attain its C&A, ATO, and/oATEC. Subsequently, these system settings
and Information Assurance posture must be revieamedrevalidated annually as part of the
annually status update to the appropriate SSMadtition, the product must be kept up to date
with any relevant Information Assurance VulnerabiManagement (IAVM) notices. This is
usually accomplished by installing security patctied are tested, verified, and distributed by
the vendor and/or by upgrading to the latest softvea operating system release that is certified
and approved for installation.

The DIACAP process includes the generation of d€®ysSecurity Authorization Agreement
(SSAA). SSAAs are written to cover a single prddarcan entire enclave that encompasses
multiple products. The SSAA documents detailshefsystem/enclave architecture,
configuration, physical security and operating emwment, security settings, users, owners,
Information Assurance personnel, threats, vulnétegs, mitigations, and Information
Assurance requirements for the product or systéhe SSAA is a living document for the
lifecycle of the system and is updated as modificat are made to the system/enclave or as its
Information Assurance posture changes. The DIA@ATeess is the responsibility of the
Information Assurance personnel (DAA, IAM, I1AO, asgstem administrators) at the site where
the system is installed. A download link to a “DSKe SSAA Template” can be found at the
bottom of the following web pagéenttp://www.disa.mil/gs/dsn/ia_canda.htnilhe type of
template(s) is determined by the types of seryizesided at the site.

The APL C&A and APL listing is not a replacement RIACAP and local instantiation C&A.
Listing on the APL states that the product, in¢bafiguration that was presented for testing, is
capable of meeting DoD requirements for Informat@surance and interoperability, and is
therefore able to be purchased by DoD componértis. DIACAP on the other hand is
necessary to validate and document that the prasipcoperly installed and meets all relevant
Information Assurance requirements before it isvalid to operate with or connect to the DISN.
Annual reviews and revalidation is necessary taaté and document that the products and
systems are being operated in compliance withrifeerhation Assurance requirements and
remains secure.

5.4.8 Mitigated Risks

The VVoIP Information Assurance Architecture isigasd to mitigate the Information
Assurance risks associated with the VVoIP architect This goal was accomplished using a
combination of commercial “best practices” and Daidlque approaches that are consistent with
DoD policies and instructions. The result of tifort was the documentation of a set of
requirements for the different appliances usediwitiie DoD VVoIP environment. Based on
the requirements, in combination with the VVolPamhation Assurance Architecture, and in the
knowledge that this UCR 2008 complements the STili&s|nformation Assurance threats
associated with the VVoIP environment have beenst€ég to reflect the mitigated risk and the
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results are shown in Tables 5.4.8-1 through 5.4.8-8 understood that in most cases, the
impact of the attack remains constant and the atibg efforts are mainly focused on reducing
the likelihood of the attack.

Table 5.4.8-1. Adjusted General Threat Risk Assesgnt

THREAT LIKELIHOOD IMPACT [ RISK COMMENT
G1 | Eavesdropping 1 2 2 The use of SRTP with AES 128
on VVolP mitigates likelihood to a 1. In
subscriber addition, the rekeying of a call
transport data transferred session mitigates this
threat.
G2 | Corruption of 1 3 3 The use of an SHA-1 hash mitigates
transport data the likelihood of this attack to a 1.
G3 | Eavesdropping 1 3 3 The use of AS-SIP with TLS (or it$
on a valid equivalent) for all signaling sessions
telephone mitigates the likelihood to a 1.
number to
determine its
location or to
masquerade
G4 | Eavesdropping 1 3 3 The use of AS-SIP with TLS (or it$
on the signaling equivalent) for all signaling sessions
data mitigates the likelihood to a 1.
G5 | Corruption of 1 3 3 The use of TLS with SHA-1
signaling data mitigates the likelihood to a 1.
via malformed
packets or
protocol fuzzing
G6 | Eavesdropping 2 1 2 The use of SNMPv3, SSHv2,
on network SSLv3.1, or TLSv1.0 with 128 bit
management encryption mitigates this risk. The
traffic reason why the likelihood was not
reduced to a 1 is that many vendofs
cannot implement SNMPv3 and in
addition it is possible other NM
protocols, like TFTP, will still be
used in the architecture.
G7 | Corruption of 1 3 3 The use of SHA-1 for SNMPv3,

network
management
data

SSHv2, SSLv3.1, or TLSv1.0
reduces the likelihood of this type pf
attack. At this time, these are the

only network management protocd
defined for the VVolIP architecture

S
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==

THREAT LIKELIHOOD IMPACT [ RISK COMMENT
G8 | Obtaining 1 2 2 The elimination of remote
telephone configuration and the use of a PIN
number from (User ID) and password 2PIN)
VVolP end for configuration reduce the
instrument likelihood of this attack to a 1.

G9 | Denial of service 2 2 4 This type of attackne of the
most difficult to mitigate. However,
the use of VLANS in combination
with filtering and traffic
conditioning limit the impact this
attack. In addition, appropriate
network management and
authentication limits the likelihood
of this type of attack.

G10 | Unauthorized 1 3 3 The requirements associated with

access to data this type of attack such as access
controls based on user profiles an
the requirements associated with
authentication limit this attack.

G11 | Flooding the 2 2 4 Similar reasons to DoS attacks.

network

G12 | Stolen terminals 1 3 3 The use of CRL or OSECR i
combination with user
authentication for above ROUTINH
precedence sessions mitigates thg
likelihood of this attack. Another
consideration is that if the terminal
is in a high risk environment
(forward deployment), it is possiblg
to require user authentication for
any session, to include ROUTINE.
Finally, the use of network
management capabilities (Code
Block) in combination with the
ability to disable individual
terminals also mitigates the
likelihood to a 1

G13 | Subscription or 2 1 2 The implementation of

toll fraud authentication in combination with
non-repudiation limits the likelihoo
of this attack

G14 | Unauthorized 1 3 3 The limiting of access to the

access to database to authenticated and
network authorized personnel in addition tg
management or the database IA requirements
subscriber mitigates the likelihood of this type]
database of attack.
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ne

THREAT LIKELIHOOD IMPACT [ RISK COMMENT

G15 | Unauthorized 1 1 1 The elimination of remote
access to data in configuration and the use of a Usg
end instruments ID (PIN) and password {2PIN) for

configuration reduce the likelihood
of this attack to a 1. In addition, th
compliance of the El and AEI with
FIPS 140-2 also reduces the
likelihood of this attack.

G16 | Masquerading as 1 3 3 The use of mutual authentication for
one legitimate signaling appliances reduces the
subscriber or likelihood of this attack. In
signaling device addition, the authentication of the
to another and AEI to the LSC also reduces t

likelihood of this type of attack.

G17 | Man-in-the- 1 3 3 The use of 128-bit encryption for &ll
middle attack session streams in combination with

authentication and traffic
segmentation (VLANS, filtering,
etc.) reduces the likelihood of this
type of attack to a 1.

G18 | Repudiation of 1 2 2 The logging of information and the

actions requirements associated with the
storage of logged information
reduces the likelihood of this type
attack. In addition, the
authentication of appliances and
users facilitates the rapid detectior
of a malicious user.

G19 | Replay Attack 1 2 2 The integrity mechanisnugied

by the system mitigate the
likelihood of this attack.

G20 | SIP Parser 1 2 2 The requirement to authenticate gnd
Attack the hardening of the Els and SIP

signaling should mitigate the
likelihood of this attack.

G21 | SIP Registration 1 3 3 The requirement to authenticate gnd
or INVITE the hardening of the Els and SIP
Flooding — DoS signaling appliances should mitigafe
Attack the likelihood of this attack. This i$

primarily an insider attack threat
and the defense in depth strategy

should make this an easily detectgd

and isolated attack.
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11

THREAT LIKELIHOOD IMPACT [ RISK COMMENT

G22 | Buffer Overflow 1 3 3 The likelihood of this attack is sma

Attack due to the requirement to mutually]
authenticate all signaling
appliances. This attack is associat
with malformed SIP messages
causing the buffer to overflow.

G23| SIP INVITE 2 1 2 The SIP timers should cleas th

issue within approximately 32
seconds. In addition, this attack
would only affect one phone at a
time.

G24 | SPAM over 1 2 2 This attack would have to originat
Internet within the SBU voice due to the
Telephony TDM constraint to the PSTN.
(SPIT)

G25 | Worms, Viruses, 1 3 3 Remove applications that are not
and Trojans VVolIP related from VVolP

appliances. Install antivirus
software on appliances that have
applications.

G26 | Exploitation of a 2 2 4 Mitigated by requiring vendors to
“zero-day” state the extent of their security
vulnerability liability within product warranties.

Reputable vendors are utilized, w
specify framework/details for
expeditious security fixes
throughout a period as
specified/agreed to by the
Government. Vendors should (1)
conduct reviews of their
components, inspecting for any
security issues and (2) correct any

issues expeditiously upon detectiop.

Government processes provide
timely implementation of available
fixes through CERT
coordination/IAVA response, secu
configuration management
policies/procedures, etc.
Underlying/complementary defens
in-depth safeguards further lower
the probability and impact of
occurrence.

N0

=)

e
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THREAT LIKELIHOOD IMPACT [ RISK COMMENT

G27 | Disabling of 1 3 3 Controls to prevent (hardening,
security controls authorization, limited accounts)
by authorized detect (audit/monitor), and/or
users. respond (defense-in-depth,

compensating controls,
manual/automatic resets) to security
control circumvention lower the
likelihoodto a 1.

G28 | Exploitation of 1 2 2 See notes for G26. The likelihood
numerous is lower due to this category
vendor-specific addressing existing vulnerabilities.
VVolIP product
vulnerabilities

G29 | Exploitation of 1 2 2 Integration and compliance with the
underlying (i.e., DODI 8500.2 baseline controls wil
not VVolP- largely mitigate this risk through
specific) network| layers of defense-in-depth
and/or system safeguards.
vulnerabilities

G30 | Unintentional 2 2 4 End point safeguards to mitigate
flooding risk include: appropriate

configuration designations (e.g., IH
phones with sufficient registration
interval duration); vendor
warranties/fixes (see G26) for
component malfunctions that causg
flooding; and power-related
protection (e.g., UPS, etc) to protet
against flooding due to
simultaneous end point registration
after a power outage.

G31 | Security devices 1 2 2 Performance requirements are
collectively included in the UCR to ensure
impact QoS. appropriate QoS.

G32 | Components 1 2 2 See G26 notes. Purchasing from
within the reputable vendors, who conduct
system from internal product reviews/inspections
untrusted and warranty against defect

sources could
serve as future
attack points,
such as back
doors, logic
bombs, etc.

(including security-related issues),
provides for adequate mitigation.
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Table 5.4.8-2. Data Deletion Threat Risk Assessnten

THREAT LIKELIHOOD MPACT RISK COMMENT
D1 | Eavesdropping 2 1 2 The use of NAT may mitigate the
of old address likelihood of this attack.
D2 | Masquerading 1 3 3 The limiting of access to the
as a subscriber database to authenticated and
to delete data authorized personnel in addition to
the database IA requirements
mitigates the likelihood of this type
of attack.
Table 5.4.8-3. Subscriber Registration Threat RislAssessment
THREAT LIKELIHOOD IMPACT [ RISK COMMENT
SR1] lllegal 1 1 1 The use of mutual authentication for
registration by signaling appliances reduces the
an attacker likelihood of this attack. In addition,
masquerading af the authentication of the El and AEI fo
a voice or video the LSC also reduces the likelihood ¢f
switch/appliance this type of attack.
Table 5.4.8-4. Subscriber De-Registration Threat Rk Assessment
THREAT LIKELIHOOD IMPACT [ RISK COMMENT
SD1 | lllegal de- 1 1 1 The requirements associated with
registration by authentication of a system before
an attacker processing commands may mitigate
masquerading ap the likelihood of this type of attack.
a voice or video
switch/applianceg
SD2 | Subscriber does 2 1 2 The impact is minimal since the

not allow de-
registration by
manipulating
the end
instrument

subscriber should be easily isolated
using firewalls and other security
mechanisms such as authentication
the El and AEI to the LSC, the use of
User ID (PIN) and password¢PIN)
for the configuration of the El and
AEI, and the encryption of network
management.
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SD3

Subscriber does
not allow de-
registration by
manipulating
VVoIP server

The requirements for authentication
and authorization of a user on the
system mitigate the likelihood of this
type of attack. In addition, the
requirements associated with
hardening the system and ensuring the
integrity of the system also mitigates
the likelihood of this type of attack.

Table 5.4.8-5. Incoming Call Threat Risk Assessmén

THREAT LIKELIHOOD IMPACT RISK COMMENT

11 Masquerading 1 2 2 | Since authentication is mandatory the
by using likelihood is low.
someone’s ID

12 Masquerading 1 3 3 | The design of the authentication
by using mechanism should be sufficient to
someone’s ID minimize the likelihood of an attack.
and However, if the mechanism is broken
authentication makes a large segment of the networfk

vulnerable.

13 Eavesdropping 1 2 2 | There are many requirements in the
of the system associated with the protection of
communication the session key to include the FIPS-
on the access 140-2 compliance requirements that
interface by use mitigate the likelihood of this threat Irj
of a session key addition, session keys have a shorte

lifespan than the time it should take tp
break the key. The key is not sent in
clear making it difficult to obtain.

14 Eavesdropping 1 1 1 | This threat is mitigated by completing
of the start of a authentication of the session before the
communication session is established in combinatior]
on the end with completing the distribution of the
instrument session key before the session is

established.

15 Modification of 1 3 3 | Thisis mitigated by requiring mutual
routing data authentication between routing

appliances in combination with the
encryption and applying integrity
checks to the routing packets.

16 Message 1 3 3 | Safeguards protect unauthorized
alteration: call changes to intermediary device
black holing configurations, including authenticatipn

and access controls. Signaling streams
that traverse the appliance and its
Assured Services Local Area Network
(ASLAN) are encrypted using
SIP/Transport Layer Security (TLS).
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Table 5.4.8-6. Outgoing Call Threat Risk Assessmen

es

THREAT LIKELIHOOD |MPACT RISK COMMENT

01 | Masquerading 1 2 2 This attack is associated with
using a outgoing calls and the likelihood is
subscriber’'s ID minimized if authentication is

required.

02 | Masquerading 1 3 3 There are many policies and
using a procedures established in the DoD
subscriber’s ID that address how one must protect
and their passwords. This UCR 2008 do
authentication not address those policies and

procedures.

03 | Eavesdropping 1 2 2 There are many requirements in th
on the access system associated with the protecti
interface by of the session key to include the
using a session FIPS-140-2 compliance requiremen
key that mitigate the likelihood of this

threat In addition, session keys hav
shorter lifespan than the time it
should take to break the key. The k
is not sent in the clear making it
difficult to obtain.

04 | Eavesdropping 1 3 3 The use of encryption for all layers
on the network should minimize the likelihood of

this event occurring.

05 | Eavesdropping 1 1 1 This threat is mitigated by
on the start of a completing authentication of the
communication session before the session is
on the end established in combination with
instrument completing the distribution of the

session key before the session is
established

06 | Eavesdropping 1 1 1 This threat is mitigated by
on the phone completing authentication of the
number of a session before the session is
called party established in combination with

completing the distribution of the
session key before the session is
established.

07 | Modification of 1 3 3 This threat is mitigates by the use ¢
the dialed authentication by appliances and

number

users (for above ROUTINE
precedence sessions) in combinatig
with encryption and integrity checkg
for all sessions

=

n
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Ser

Ser

THREAT LIKELIHOOD |MPACT RISK COMMENT

08 | Masquerading 1 1 1 This is not allowed since
using someone’s authentication is required before
ID allowing a session to be establishec

Table 5.4.8-7. Emergency and Precedence Call Thiteisk Assessment
THREAT LIKELIHOOD |MPACT RISK COMMENT

E1l | Misuse of 2 1 2 The use of non-repudiation does ng

emergency call prevent this type of attack, but does
allow for the rapid discovery of the
malicious user or El and AEI

E2 | Misuse of 1 3 3 This threat is mitigated by the
precedence callg requirements associated with user

authentication and El and AEI
authentication for above ROUTINE
level sessions

E3 | Manipulation of 1 3 3 The requirements associated with U
emergency authentication and authorization for
database database access decrease the
information likelihood of this type of attack.

E4 | Manipulation of 1 3 3 The requirements associated with U
precedence authentication and authorization for
database database access decrease the
information likelihood of this type of attack.

Table 5.4.8-8. Survivability Threat Risk Assessmen
THREAT LIKELIHOOD |MPACT RISK COMMENT
S1 | Anode inthe 3 1 3 The requirements associated with
network is survivability such as dual homing,
destroyed or FFR, backup power, COOP
disabled requirements, standalone capabilitie
reduce the impact of this attack
S2 | Adevice inthe 3 1 3 The requirements associated with
network is survivability such as dual homing,
disabled or FFR, backup power, COOP
destroyed requirements, standalone capabilitie

reduce the impact of this attack

As discussed in the earlier threat section, thegtisrare defined as critical, major, and minor
according to the product of their likelihood of @itack being successful score and the impact of
a successful attack score as showhigure 5.4.8-1
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v

1 2 3
Likelihood of Successful Attack

Figure 5.4.8-1. ETSI TIPHON Threat Risk Score

Based on the mitigations discussed in UCR 200&fadHle critical risk threats have been
mitigated to a major risk or below category. Imgidn, many of the major risk threats have
been mitigated to a lower score or have been retiiaca minor risk.Table 5.4.8-9Adjusted

Risk Summary, tabulates the results of the riskgaiion effort.

Table 5.4.8-9. Adjusted Risk Summary

NUMBER OF RISKS NUMBER OF RISKS
RISK LEVEL (BEFORE MITIGATION) (AFTER MITIGATION)
Critical Risks 27 0
Major Risks 16 31
Minor Risks 15 27
Total 58 58
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